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RESUMO

Sistemas de computacdo embarcados, presentes em equipamentos como Microondas,
telefones cdulares, automove's, naves espadias, €c., ja fazem parte do cotidiano. Especialmente nas
solucdes dedicadas a aplicagdes smples e sem conectividade, onde o hardware é projetado para
resolver uma @licac@o especifica, e o sistema operacional e todo o software aplicativo, auto-

suficientes, possuem interface de usuario limitada: cd ulares, microondsas, etc.

Com o crescimento da Internet, estes sistemas comecaam a cresca em sua
complexidade. Para resolver problemas dasscos de sistemas embarcados, pasu a ser exigido dos
desenvolvedores uma dencéo maior a wnedividade, para eviar e recbe dados ou prover um
método automatizado para audizar as versdes de software. Uma das principais preocupagdes no
desenvolvimento em solucBes embarcadas esté na escolha de um hardware que sga compativel com

cada nova versao.

Com o répido desenvolvimento do setor de alta tecndogia, solugdes de hardware e
software devem se flexiveis 0 bastante para satisfazer as necesddades da constante evolugcdo de
mercados e clientes. Dessa forma, a unido de hardwares com a utilizagdo de softwares de @digos
abertos tornaram-se 0 mais viavd, no que diz respeto a essas novas especificagdes com custos mais

baixos.

O objeivo dess trabalho é gresentar um model o de plataforma de desenvolvimento de



sistemas de mmputagdo embarcados com software livre, comparando-o com sistemas comerciais
atuais, e visando baixar custos com sistemas smilares, como CYCLADES ou FREESCO

desenvolvido em LINUX, ouainda JUNIPER ou PicoBSD desenvolvido em FreeBSD.

Um exempl o de aplicacdo uili zando equipamentos atua mente consideradas obsol etos em
juncdo com cddigas livres, que apresentam funcionali dade tal, capaz deter seu codigo fontereduzido a

ponto de rodar a partir de um disquete, dispensando o HD, ilustra aviabili dade do mode o proposto.



ABSTRACT

Computation systems embedded, presents in equipments as Microwaves, cdlular
telephones, automobiles, spaceships, €c., they are already part of the daily. Especialy in the
solutions dedicated to simple applications and without connectivity, where the hardware is
projected to solve a specific application, and the operaing system and the whole software

application, sdf-sufficient, they possess limited user interface: cellular, microwaves, etc.

With the growth of Internet, these systems began to grow in your complexity. To solve
classic problems of embedded systems, it became demanded of the desenvolvedores a larger
attention to the connectivity, to send and to receive data or to provide an automated method to
update the software versions. One of the main concerns in the devel opment in embedded solutions

isin the choice of a hardware that is compatible with each new version.

With the fast development of the section of high technology, hardware solutions and
software they should be flexible enough to satisfy the needs of the constant evolution of markets
and customers. In that way, the hardware union with the use of software of open codes became the

viable, in what he/shetdls respect the those new specifications with lower costs.

The objective of that work is to present a modd of platform of development of



computation systems embedded with free software, comparing him with current commercia
systems, and seeking to lower costs with similar systems, like CYCLADES or FREESCO

deveoped in LINUX, or JUNIPER or PicoBSD still developed in FreeBSD.

An application example using equipments now considered obsolete in junction with
free codes, that they present such functionality, capable to have your code source reduced to the

point of to run starting from a diskette, sparing HD, it illustrates the viability of the proposed

model.
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1INTRODUCAO

Os dstemas embarcados estéo presente em todas as &reas do nosso cotidiano. A
grande maioria dos microprocessadores fabricados no mundo atualmente, sdo usados em
dispositivos chamados de “Embedded Systems” ou Sisemas Embarcados, que utilizam
microprocessadores e softwares para seu controle, tais como os telefones celulares, caixas
automaticos, veiculos, avides, automacd industrial e cmercial, equi pamentos médicos e em uma

infinidade de espécies de aguipamentos e dispositivos.

Em um sistema embarcado cléssco o hardware é designado para resolver uma
aplicecdo especifica O sistema operacional era desenvolvido internamente etodo o software ga
auto-suficiente havendo porém uma interface de usuério limitada E o caso dos celulares,

mi croondas, €tc.

Com o crescimento da Internet, os gstemas embarcados também comecaam a crescer
em sua @mmplexidade. Para resolver problemas de sistemas embarcados, os desenvol vedores desss
sistemas tiveram que se preocupar com a mnedividade para ewiar e receber dados ou prover um
método automatizado para atudizar as versdes de software. Dessa forma, ouve um aumento

considerdvel ao esfor¢o despendido por parte dos desenvolvedores desses sistemas, forcando-os a
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avaiar aunido dos hardwares de @da ali cacdo com a utilizagdo de software de @digos abertos.

As exigéncias de desempenho somadas ao aumento de escalabilidade a lista de
reguerimentos desses sistemas, limitam a escol ha de sol ugcbes computacionais. Uma das principais
preocupagdes no desenvolvimento em solucbes embarcadas et na escolha de um hardware que
sga mmpativel com cada nova versdo. Com o rdpido desenvolvimento do setor de dtatecnologia,
solucdes de hardware esoftware devem ser flexivels 0 bastante para satisfazer as necessdades da

constante evolucéo de mercados e dientes.

Sistemas Embarcados tém varias caracteristicas comuns:

1) funcionamento simples. Um sistema embarcado norma mente exeauta um Unico
programa, repetidamente. Por exemplo, um pager sempre é um pager. Em contraste, um PC
exeata uma variedade de programas, como planilhas d erénicas, processadores de textos, jogas e

videos, somados freglientemente a novos programas.

2) limitagcbes. Todo sistema embarcado deve ser especidmente pequencs. A
clasdficacéo é segundo otamanho, desempenho e consumo de energia. Sistemas embarcados tém
que ter baixo custo, ser pequeno e ter processamento rapido além de consumir o minimo de

energia.

3) Execucd em Tempo Red: Muitos sstemas embarcados tém que reair
continuamente com mudangas no ambiente, e tem que responder dentro de um determinado tempo.
Por exemplo, o controlador de um carro monitora @ntinuamente, e reage, a acderacd e aos
sensores do freio. Ele tem que cdcular a a@ eracéo ou desacd eracao repetidamente dentro de um
tempo limitado; um resultado atrasado poderia resultar em uma falha para manter controle do carro.
Em contraste, um PC ndo necessta trabahar com tal vel od dade para manté-lo em funcionamento.

Esta demora pode tornar-se inconveniente para o usuério mas ndo resulta en uma falha do sistema.

14



Os gstemas embuti dos adquirem caracteristicas cada vez mais complexas, abrangendo
conedividade, poderoso gerenciamento, configurabilidade facilitada e visando ainda baixos custos.
Diante dis, € preciso a utilizac® de sistemas operacionais confidveis e de custos baixos ou

“fred’, o gue gera uma grande procura por sistemas open source.

Por is®, este trabalho empenhase em aprofundar conhedmento em sistemas de

codigo aberto, de modo a justificar sua enpregabili dade em sistemas embutidos.
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2DO UNIX AOSSISTEMAS ABERTOS

Para que se possa compreender a origem do software livre, torna-se necessario antes

conhecer um pouco da histéria do UNIX.

A primeira versdo UNIX foi desenvolvida em 1969 por Ken Thompson do grupo de
pesquisas dos laboratérios Bell, com a participagZ de Dennis Ritchie!, afinal, toda aorganizago
bésica como sistema de aquivos, Shell, processos, entre outros, tinham caracteristicas diretas do

MULTICS.

Thompson e Ritchie fizeram varias atuali zagdes do sistema operacional em linguagem
de méquina antes de reescreverem o codigo do novo sistema en C°. O UNIX, aém de fornecer
poder e flexibili dade, € simples e mnsistente, permitindo aos seus usuéri os compartilhamento tanto

de hardware (memoria, processadores, discos, impressoras) quanto de software (projetos grandes

! Ritchie j& havia trabalhado no projeto MULTICS e por isso, tinha grande conhedmento no novo sistema operadonal.
[CEV - 03]

2 Multics (Mutiplexaggo de Informacdo e Servico Computadonal) um sistema operadonal, baseado em
compartilhamento de tempo, criado em 1965 e anda em uso hoje. O sistema foi criado como um projeto conduzido pelo
Prof. F. J. Corbato do MIT e o Bell Telephane Labaratories. [VLE — 18]

3 Foi alinguagem de programac2o C que tornou 0 UNIX um sistema portével, gerando todo 0 Seu SUcesso.
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de softwares, com a ntribuicdo de muitos programadores).

No inicio dos anos 70, 0 suces® do UNIX deu origem a indmeras versies,
desenvolvidas por grupos de programadores experientes, conforme as suas necessdades’. Com o
tempo, estas versdes personalizadas — e otimizadas - comegaram a ser comerciali zadas por seus

desenvolvedores.

Entretanto, no inicio dos anas 80, a funcionalidade do UNIX no comércio e nos
negdcios, comequ a ser questionada. Segundo Asceno e Santos, foi com a mntinua invasdo aos
mercados e ao controle de sistemas de interfaces pelas grandes companhias, que um grupo de

fornecedores desenvolveu o conceito de “Sistemas Abertos” [ASC - 01].

Este conceito Open Source aiou una base estéavel e um ressurgimento do entusiasmo

pdafilosofia do UNIX.

Lentamente, muitos dos softwares ja desenvolvidos 0 integrados ao trabalho de
muitos destes grupos do UNIX. Ambientes completos como SunOS, Solaris, sdo exemplos dessa

integracdo, assm como apli cacbes como compil adores.

Neste contexto, surge o *BSD. Apresentando agilidade, este sistema gresenta
funciondidade como a SunOS, e ainda sua licenca permite sua redistribuicdo como software

proprietario.

E mais adiante, Linus Trovalds, cria o “free Minux”, com centena de desenvolvedores

envolvidos, o software € integrado ao GNU. Quase todas as aplicagdes criadas para Linux, estéo

4 Alguma semelhanca @m o atual Linux?
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sob 0 GPL® — deve ser redistribuido com codigo fonte O sistema tem um kernd porém muitas

distribuicdes (Slackware, Debian, RedHat, Suse, €c.).

Apesar de, nem GNU/Linux nem FreeBSd terem dados espedficos sobre nimero de
usuérios, programadores, companhi as, presenca @n segmentos de mercado, entre outros dados que
norma mente interessariam aos <us criadores, as vantagens dessa nova industria de software é
evidente. Entre das, GNU/Linux e FreeBSD competem com Windows-NT, entram em
Universidades, na casa dos estudantes, e principamente, em muitos ambientes onde a melhor
escolha é ade asto mais baixo (ou free): Apache, Xfree86, GCC ou GNAT. Os Sistemas Abertos
aém de apresentarem baixo custo, contém um vasto leque de glicacbes e mmpditividade de

iguai s condicdes com sistemas proprietarios.

O software livre gera a idéia de gratuidade, entretanto € preciso ter em mente que
apesar de ser disponive livremente, hd ainda os custos de estudaos, infra-estrutura, manutencao e
instalacd, mesmo que sua distribuicéo se de pdainternet ou CD_ROM que é rel aivamente barato.
Cabe aqui um paréntese para quebrar um dos mitos mais comuns que permeiam o softwarelivre a
idéia de gratuidade provém da palavra “Free” que an ingléstem duas traducles: grétis ou livre. Na
verdade um sistema open source, necessariamente deve conter junto de si, seu codigo fonte, mas
dai sua redistribuicdo ser de graca € outra coisa. Um sistema open source pode sim ser cobrado, e
caso alguém queira pagar por de, tem o dreito de requerer seu fonte. Além diss, existe outras
formas de arrecadar fundos para desenvolvedores de software livre, como cobrar pelo suporte e

assessoria ao usudrio que utili zao sistema.

Os oftwares, entretanto, apresentam reusabilidade, transportabilidade, adaptaghes

para vérios ambientes, confiabili dade e transparéncia (facilitando a aiac@ de novos programas). A

5 Vejasubcapitulo 22.2 GPL (GNU Public License), pg 22
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qualidade é também evidente nesses softwares® levando-se em consideracdo que o usu&rio pode

depuralo eainda gudar em seu desenvolvimento.

2.1 CONCEITO DE SOFTWARE LIVRE

Com a origem dos sSdtemas abertos, outra discussio veo a tona na &ea

computacional: 0 que caracterizaum sistemaaberto e os sus codigos “livres’.

Existem muitas caegorias e variagdes. Por exemplo, é possivel afirmar que ter um
software asua propria disposicdo, melhorando-o0, aumentando sua funcionalidade e gustando-o
segundo sua propria necessdade define o termo em questdo. Ou ainda, poder redistribuir o
software aoutros (com o seu codigo fonte, é claro) que podera ser gratuito ou cobrado pelas
melharias efetuadas ou dspor dele de acordo com suas necesddade também pode representar tal

definicéo.

O codigo fonte de um programa, normamente escrito em uma linguagem de
programacdo de dto nive, é ésolutamente necessirio para a mmpreensdo de seu funcionamento,
para modificagdes e melhoramentos. Se um programador tiver aces ao codigo fonte de um
programa, €le pode estuda-lo, adquirir conhecimento de todos seus detalhes, e trabalhar com de

como o proprio autor origina faria.

Ironicamente, para garantir esta liberdade € necessario “proteger” este software com

uma licencaqueimponha cetas restricdes no modo de usar e redistribui-lo.

® BARAHONA chega afazr um comentéario em seu site, dizendo que “Talvez nés nunca usariamos algum software
proprietario se nds pudéssemos ver seu codigo de fonte”. [BAR —02].
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Dal Pont e Cristiano, em sua monografia ajo teor defendia o uso livre de aiagdes

intelectuai's, em uma critica a aual legislacgdo, acrescentam:

“O equilibrio entre os interesses envol vidos no uso restrito de bens
de informagd (que tem cortroles bem definidos) e o uso livre
desses mesmos bens, baseala na utilizagio e compartil hamento de

grande nimero de informagdes estaemjogo’ [PON — 14] pg. 24.

Ha eitretanto gpinides de que o software sO terd garantia de ser “free” se limitar os

modas de uso e de distribuicéo.

2.2 LICENCAS

Atualmente, alicencasob o qual um programa édistribuido define os direitos que seus
usuérios tém sobre de. Por exemplo, na maioria dos programas proprietério a licenca retira os
direitos de copiar, modificar, emprestar, alugar, usar em vé&rias maguinas, etc. na redidade, as

licencas normal mente espedficam o que o proprietario do programa permite ao seu comprador.

No mundo do software livre, sua licenca normalmente espedfica & condc¢des que

estabel ecem um compromisso entre véri os obj etivos:

. liberdade para redistribuicéo, modificagdes, utilizacdo, etc.

. Assegura dgumas condicBes impostas pelos autores (como citar o
nome dos autores nos trabalhos derivados, por exemplo).

. Compromis de que trabalhos derivados também seréo software

livre.

Os autores podem escolher proteger seus oftwares com licengas diferentes de acordo
com O grau com que des querem gue seus objetivos sjam cumpridos, e os detdhes que des

querem assegurar. Entdo, o autor de um programa norma mente escolhe muito cui dadosamente a
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licenca sob o qual serd distribuido. E os usuérios que redistribuem ou modificam esses software,

tém que estudar sua licenca aidadosamente.

Embora cada autor possa usar uma licenca diferente para seus programas, o fato € que
quase todos ftwares livres usam uma das licengcas mais habituais (GPL, LGPL, Artisitic, BSD-
like, Netscape- like, etc)’, & vezes com leves variagdes. Para simplificar isto, algumas
organizagdes estdo desenvolvendo “trademarks’ que garante a todo software protegido sob suas
licencas condi¢des de facil entendimento. Um exemplo natdved de disto é a marca registrada Open

Source.

2.2.1 BSD (Berkeley Softwar e Distribution)

A licenca do BSD eram liberadas pdo CSRG(Computer Science Research Group) da
Universidade da California em Berkd ey, sob o sistema operacional UNIX. Porém, como UNIX era
proprietario, durante muitos anos, usuarios de liberacdes BSD precisavam ainda de uma licenca

UNIX para utiliz&lo.

A liberacd do BSD serviu de base para muitos sstemas operadonais proprietarios

como SunOS ou DEC' s Ultrix.

Em meados de 1990, o CSRG fez muitas reivindicaches para permitir a liberacdo sem
nenhum codigo proprietério, resultando na autorizaggo dos donas do UNIX pdaliberagdo do BSD-
lite® (reconheci do por ndo ter nenhum cddi go proprietario). Esta liberacéo deu arigem ao NetBSD,

FreeBSD e ao OpenBSD.

"Vide aexos.
8 A liberaggio do BSD-lite foi o dltimo trabalhofeito pelo CSRG antes de sua desintegracso. [BAR — 02
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A licenca BSD? é um 6timo exemplo de licenca permissva. N&o imp&e quase
nenhuma restricdo quanto ao que o usuario pode fazer com o software. Os principais pontos da

li cenca sdo:

. S80o permitidas redistribui ¢do, uso e modificagdes no software.
. Distribui¢des devem ind uir copias dalicenca, copyright e retratacgo.
. Reonhedmento das origens do software (Universidade de Cadifornia)

deve ser incluido em qualquer material de propaganda.

Em suma, pode-se fazer qualquer coisa amm o software desde que inclua os dados dos

seus criadores. Isto garante o marketing dos autores.

E importante notar que este tipo de licencando inclui qualquer restricio para garantir
que os trabalhos derivados sgam livres. Na redi dade, muitos sstemas operacionals derivados de

li beragBes de BSD foram distribuidos como software proprietérios®.

2.2.2 GPL (GNU Public License)

A GNU Public License (GPL) é alicenca sob o qud o software do projeto GNU é
distribuido. Porém, hge é posdve achar toneladas de software sem conexd@o com o projeto GNU,
mas distribuidos b a GPL (um exemplo é o kernd do LinuX). O GPL foi projetado para promover
a producdo de software free, e por causa disso proibe algumas acdes explicitas no software que

poderia mnduzir aintegracdo de software GPL em programas proprietério.

A GPL usa como base legal alegidacdo em direito autorais, fazendo wso ds. Usa os

direitos autorais a fim de que sgam usados para promover a distribuicdo de software garantindo

°Vide Anexos: LicencaBSD. Py 68.

10 ha muita discussio sobre esta licencapelo fato de suas clausulas ndo contribuirem para o desenvolvimento de software
livre quando permitem até mesmo sua prépriaredistribui¢éb como produto proprietério. [BAR — 02].
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liberdade ao usuario.

As principais caacteristicas da GPL sdo:

. Permite a redistribui¢cdo, mas 9 se a disponibili zacdo docddigo fonte
também estiver garantida.

. Permite redistribuicéo do fonte (e obriga isto no caso de distribuicéo
binéria).

. Permite modificacdo sem restricdes (e o trabalho derivado também
deve estar sob aGPL).

2.2.3LGPL (Library GPL)

A GNU Library Genera Public License (LGPL) foi projetado pela Free Software
Foundation para proteger algumas bibli otecas que estavam sendo desenvolvidas pe o projeto GNU,

mas que deveriam se unir a programas proprietarios. Entre suas caracteristicas:

. Proteger bibliotecas do projeto GNU e muitas outras;

. Projetado para permitir o uso de bibliotecas publicas através de
software proprietario;

. Age como 0 GPL quandoa biblioteca éredistribuida como tal.

. Permite aintegracdo com qualquer outro software. Neste caso, ndo ha

quase nenhuma limitacgo.

H4& danda muitas outras licengas de software livre: Artistic (Perl, similar ao BSD) ou

NPL (Netscape Public License, inclui certos privilégios para o “primeiro autor”).
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3 LINUX

Linux € um Unix Freavare, gue segue 0 mesmo padréo que os gstemas Unix. O Linux
foi feito por Linus Torvalds™, que depois de muito trabalho e motivagio, conseguiu lancar o kernel
1.0. Entretanto, Linus Torvalds concluiu que precisava mehorar sua criagcdo e que sem gjuda seria
praticamente imposdve progredir muito com aquele Linux, entdo de pediu guda as
programadores através da Internet. Milhares de "hadkers' e programadores gjudaram-no a fazer o

sistema.

Em 5 de outubro de 1991 Linus Torvads anunciou a primeira versao "oficia" do
Linux, versdo 0.02. Desde entdo muitos programadores tém responddo ao seu chamado, e tém
gudado a fazer do Linux o Sistema Operacional que éhge. Muitas universidades, servidores e

provedores estdo usando com suces o Linux.

10 nome Linux vem da unifio donome de seu criador com apalavra Unix (Linus + Unix = Linux).
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Figural- LogodoLinux

O Kernd é 0 nicleo do sistema, o que gerencia amemoria, que define qua sistema de
arquivos o sistema operacional usa e como deve se omportar. Para um sistema funciond, so se

predsadokernd, as outras coisas sio complementos, pacotes e gli cativos.

Fabricantes de programas est@o cada vez mais interessados em colocar seus oftwares

para aplataforma Linux. Um exemplo é aCorel, gue langou a versao do WordPerfed para Linux.

A configuragdo necessiria para rodar Linux é afamilia 386/486/586. Atualmente ja
existem plataformas como Linux para Macintosh, também. O espaco que o Linux usa é de no
minimo 10 a 30 MB, quem vai usar esse espa@ € o Kernd, onde éposdved testar o Linux e 0
sistema de aquivos que de opera. Entretanto é importante salientar que quanto mais espaq,

melhor o desempenho. A meméria RAM deve ser de 4MB paracima*®.

3.1LINUX EMBARCADO

12 A meméria RAM pode ser de aé 2 MB, mas isto vai limitar consideravelmente seu desempenho. Quanto mais
meméria, mais programas poderdrodar no Linux Em vistadisso, o ided para ter uma rapidez onsideravel, € 32 MB. O
Linux suporta também memdriavirtua (swap).
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Inegavemente, o sistema operaciona LINUX apresenta vantagens, tecnoldgicas e
principalmente financeiras, que impulsionam desenvolvedores a optarem por € e em seus projetos

de sistemas embarcados.

Segundo Bill Weinberg [WEI-17], Linux oferece grandes vantagens a embedded
systems, como apoio de hardware, escdabilidade, desempenho exce ente, confiabilidade e @digo
aberto, sem contar as razbes financeiras. Isto possbilita, principamente, o desenvolvimento de
sistemas para automacao industrial que utilizam o maximo da cpacidade de seu hardware, pois é
posdve dimensionar e otimizar 0 sistema operacional para a aplicacdo que sera utilizada. Além
disso, € um sistema que suporta um grande nimero de arquiteturas de hardware, rodando desde
supercomputadores até PDAs oferecendo liberdade para a escolha da plataforma de modo que
atenda os requisitos do projeto, levando em conta aspedos como: consumo de energia, desempenho

e custo.

Quando se quer trabalhar com linux, basta somente escolher os componentes
necessrios para aagplicagcd em desenvolvimento, shells e utili térios, deixando-o bem compacto.
Além diss, é importante lembrar que grande parte do custo final de um sistema enbutido refere-se

a0 desenvol vimento do seu software, levando a uma freqiiente procura por sistemas open source

Entre as companhias mais conhecidas que utilizam Linux para sistemas embutidos

pode-se dtar'*:

. BR MultiAccessda BR Connedion;
. Internet Expressda Gruporgt;
. Projetos Cyclades;

. TopLinux da Topcomm.

1 Dados divulgados em [NAK - 13).
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3.1.1 FREESCO

O projeto FREESCO ¢é um roteador Linux capaz de “substituir’ os roteadores da
CISCO, foi desenvolvido minimizando o sistema operacional e barateando os custos usuais da
CISCO, visando facili dade de instalac& e funcionalidade. O nome deriva do termo ciSCO FREE,

ou Cisco Livre.

O FREESCO pode ser instalado em um disguete ou ainda no disco rigido de PC's 386
ou mais. Em seu requerimento minimo est& 386sx ou maior, 8Mb RAM, HD, modens (sendo que

HardModem e WinModems ndo sdo suportados) e conhedmentos em TCF/IP.

O roteadar FREESCO, suporta &é 10 redes (com 10 nic's ou com placas de rede de
multi-port), e até 5 impressoras (sendo que 2 necessariamente devem s seriais). Segundo o
manual, suporta também até 10 modens, mas omente 4 regulares. E parainstalac® tota na RAM,

S30 necessari 0s, No minimo, 17Mb.

Além dis, permite DHCP (Dynamic Host Configuration Protocol), DNS, Print
(Servidor de impressio), Tenet server, FTP server (File Transfer Protocal), protocolo PPP e um

kernel experimental parajogos de redes.

3.1.2 Cyclades

O Cyclades-NL1000 VPN Router € um roteador multiprotocolo, compacto, facil de
instalar e mwm dta performance Baseado em Linux, de agrega poderosos reaursos de seguranca

com aflexibilidade dos sstemas abertos.

O Cyclades-NL1000 é ided para aplicagdes de internet e etranet. Ele pode ser
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configurado para operar com dados criptografados, tanto em transmissdo de dados, quanto res

funcBes de gerenciamentos e administragio.

Figura 2 - Cyclades NL-1000™

Para garantir interoperabilidade, foi adatado protocol os padrdes como PS¢, SSHv.2,
SMNOv.3 e HTTPS. Recursos de firewall e de autenticacdo permitem configuragdes alinhadas as

paliticas de seguranca segundo a empresa que o adquire.

Sua @nfiguragdo de hardware é estabelecida en CPU de 50Mhz, Flash de 16 Mb e
memoéria de 128 Mb SDRAM. Umainterface LAN Ethernet 10/100BT, uma interface WAN serial

sincrona aé 2Mbps e umainterface seria paradia-backup.

Tem implementados 0s sguintes protocol os:

. Rede IP,

. Transporte: TCP, UDP;

. Enlace: Frame Rday, PPPsincronoe HDLC, IP Bridge;

. Roteamento: RIP, RIP I, OSPF, DNS Client, Proxy ARP, PPRFrame
Reay,...

J Gerenciamento: SNMPv.1, v.2,v.3,MIB | ell;

. Aplicacgo: Telnet Client e Server, FTP, ICMP e NTP.

14 Detalhe no selo “Linux Inside”.
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E seu valor de mercado gra em torno de R$ 10.000,00.

3.2 CRIANDO SUA PROPRIA DISTRIBUICAO LINUX

Criar uma distribuicdo persondizada permite tanto minimizar o possve o sisema,
como é 0 caso dos projetos embarcados, quanto maximizar de forma a facilitar o uso do sistema

segundo a necessdade do usuério ou desenvolvedor.

Existem varias maneiras de aiar uma digtribuicdo personalizada, entretanto esta é

baseada nolivro “Entendendo e Dominando oLinux’ de Carlos E. Morimoto [MOR —12].

Para se criar uma instalacéo padréo pode optar por duas dternativas: o DD (comando
que permite fazer copia exata de um HD para outro) ou G4U (idem ao DD sb que trabaha via

rede).

Usando o DD, é posdvel fazer copias diretas ou criar e restaurar imagens. A sintaxe

do DD é “ddif=origem of=destind’. No caso de dois HDs por exemplo, faca

# dd if=/dev/hda of=/dev/hdc"®

e estara clonando oconteido do primeiro HD para o segundo.

A copia éfdtabit abit, sendo assm ela écompleta (com tabela de particéo e setor de

boot), independente do sistema operacional.

15 No Linux, /devihda e/dev/ihdb si0 o master e o dave da IDE priméria, e o /dev/hdc e/dev/hdd sdo o master e o slave
da IDE secundéria.
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Para salvar umaimagem faca

# dd if=/dev/hdc of=imagem.img

este comando salvara dentro do arquivo imagem.img, todo o conteldo do hdc. Para

restitui-lo ao sistema, bastainverter o comando:

# dd if=imagem.img of=/dev/hdb

Usando o G4U™ (“Ghost for Unix”) é posdve salvar ou recuperar imagens a partir de

um servidor de FTP. Eleroda apartir de um disquete.

Para configurar um servidor é preciso habilitar um servidor DHCP (pode ser o
compartilhamento de conexdes do Windows ou o servico DHCPD do Linux). Depois diss, deve-

se giar uma onta'’ chamada “install” que é usada pelo G4U.

No caso do Linux, basta alicionar 0 usuério no sistema da seguinte forma:

# adduser install (criao usuario)

#passvdinstall  (define a senha)

e o diretdrio serd o /homelinstall. O (4U detecta automaticamente placs de redes

instaladas no cliente'®, durante o boat, assm como dbtém o enderego IP.

16 Ghost for Unix é uma mini distribuicio do NetBSD que complementao DD.
17 A conta aiada deve ter permis<io de escrita para apasta que tera gravado o arquivo imagem.

18V gja am Anexo “Lista de Placas de Rede Compativeis’.
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Para salvar o arquivo imagem no servidor use

# uploaddisk [IP_do_servidor] [nome do_arquivo.gz] wd0™

E parareauperélo wse

# durpdisk [IP_do_servidor] [Nome do arquivo.gz] wdO.

3.2.1 Criando Uma Instalacio Base

Para esta etapa 0 Sladkware € uma boa sugestéo, cuja configuracdo € feita direto no
fonte O ided é fazer uma instalagd minima do Slad, apenas com os pacotes basicos para o
sistema funcionar (aproximadamente 30 Mb). Depois dis, vai se acrescentando 0s pacotes que se

fizerem necessrios, tais como:

. ide: O Kernel com suporte ainterfaces IDE.
. aoutlibs: Bibliotecas C utilizadas por varios programas.
. gpm: Acrescenta suporte a mouse an apli cativos de modo texto. Util

no lynx, mc eoutros programas.

. isapnp: Facilita ainstalacio de placas ISA.

. Kbd: Layouts de teclado alternativos (ou sga, todos além do US :-)

. minicom:Um pacte om discador e outras ferramentas necessarias
para estabel escer conexdes via modem e cabo serid. Ndo é necessirio
se 0 PC for acessar aWeb viarede.

. pcmcia: Inclui suporte a placas PCMCIA, neassario se vocé
pretender usar a instalacdo também em natebooks. Este servico fica
ativado por default e é @paz de detedar qualquer placa de rede ou
modem suportado pelo Kernd 2.2.

«wd0” e “‘wdl” sdo os HDs primary méster e primary slave respectivamerte, e os “wd2’ e “wd3” sio secondary méster
e seaondary slave. No caso de HDs SCS as iderntificagies sfo substatuidas por “sd0”, “sd1”, “sd2’ e “sd3".
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E dgumas ferramentas e protocol os comuns:

mc: Gerenciador de arquivos de modo texto.
. vim: A versao aperfeigcoada do Vi. Nao é necessario pois o Slackware
instala o Elvis, um editor semelhante ao vi por default.

. manpages: As paginas de manual, opciond.

. tepipl: O pacote basico do TCP/IP, necessirio para conectividade em
rede.

. tepip2: Inclui o DHCP, Ipchains, Ipfwadm e outras ferramentas. N&o

€ necessario em caso de | Ps estéti cos, ou se nao for utilizar o PC como
roteador.

. lynx: O navegador de modo texto.

. xbin: O paoote bésico do X.
. xfnts: O paaote minimo de fontes obrigatério pararodar o X.
. xlib: Inclui bitmaps, arquivos de configuracé e algumas bibliotecas

necessirias para rodar o X.
. xsvga: Inclui o servidar X SVGA, que garante compatibilidade com a

grande mai oria das placas video, mas com apenas 256 cores.

Apés a instaacdo, deve-se otimiz&lo. Para isto, basta desativar 0s recursos
desnecessrios e ativar o suporte a hardware necessario para roda-lo em rede. Para desativar basta

acrescentar umatralha (#) noinicio de adalinha

Em primeiro lugar é o arquivo /etc/inetd.conf onde estdo os servicos de rede®.

# These are standard services.

#

# ftp stream tcp nowait roat /usr/shin/tcpd wu.ftpd -I -i —a
# telnet stream tcp nowait root /usr/shin/tcpd in.telnetd

#

200 servidor de FTP e telnet ficam ativados por default entre outros servicos.
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No arquivo /etc/rc.d/rc.M existem servicos que talvez possam ser desativadacs,
dependendo do que se vai trabahar tais como cron, syslogd, Ipd (porta parald a, necessario apenas
para impressio), quata, sendmail, APM, GPM, Apache (linha webserver), Samba, etc. Da mesma
forma no arquivo /etc/rc.d/rc.inet2 com os servicos IPV4 Foward (s necessirio se vocé for
utilizar o micro como roteador), suporte a NFS (pasta de um servidor remoto), o servico KLOGD

(logs do sistema) e o servidor SSHD.

O suporte ahardware é feito no arquivo /etc/r c.d/rc.modules™.

Se todos os micros da rede usarem placas de video do mesmo moddo, basta
configurar uma vez e copiar a imagem para todos 0os micros. Caso corntrario, deve ser feita uma
imagem diferente para cada placa ou copiar aimagem padréo e configurar o xf86config micro por
micro’?. Depois disso, configura-se a estagio para arir 0 X automaticamente durante o boot
editando o arquivo /etc/inittab, alterando o runleve padrdo de 3 para 4 (e ndo 5 como em outras

distribuicdes).

Neste ponto ja se tem uma rede operante, a partir dai pode se ir otimizando e
adi cionando recursos ao sistema dé cegar ao nivel que se desga. Pastas “man”, “info” ou “doc”
ocupam em média 10% do espaco tota em disco, assm estas pastas podem ser excluidas. M odul os
do Kernd (/binymodules), programas e comandos (/usr/bin) desnecessirios podem ser ddetados

também.

2LV gja @m anexo “Modulos de Redes Disponiveis”

220 Slackware 7.1 uilizao Xfree 3.3inclui suporte aquase 800 placas, o que facilita o wo. [MOR — 11].
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4 FREEBSD

Desde quando estudantes da Universidade da Cdiférnia passaram a ter acesso ao
codigo fonte do UNIX, este foi melhorado rapidamente. Partes inteiras do cddigo origina do
sistema operaciona UNIX foram substituidas a fim de construir comandos Utels, controles de
programas correntes e um sistema de arquivos gque levou o sistema operacional UNIX ao que é
conheddo hge O CSRG (Computer Systems Reseach Group)® distribuiu este @digo aterado
gratuitamente com a licenca valida do UNIX, que veio a ser conhecido como “Berkd ey Software
Distribution ouBSD UNIX”. [LUC — 09]. Depois de quase 15 anos de dteracBes, sobrou muito
pouco do codigo original do UNIX, e a primeira versdo redmente “free” foi liberada wm o nome
BSDA4.4-Lite, da Universidade da Califérnia en Berkdey, e sua atualizac® BSD4.4-Lite2. Estes
foram os avés de muitos gstemas operacionais, ndo sd do FreeBSD, mas do NetBSD, Mac OS X,

Open BSD, entre outros.

O FreeBSD é um sistema operacional para plataformas i386 e Alpha/ AX P, baseado no

4.4BSD-Lite. A documentacéo do FreeBSD sobre as perguntas mais fregientes sobre o sistema,

23 CSRG — Computer Systems Research Group é 0 grupo de pesquisas da Universidade da Califérnia en Berkeley.
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confirma a origem do FreeBSD segundo Michad Luces [LUC — 09], quando faz a seguinte
afirmaca:

“O FreeBSD também é baseado, indiretamente, na onversido de

William Jolitz conhedda como ‘386BSD’ para aplataforma i386

do ‘Net/2' da Universidade da Cdiférnia, em Berkeley, apesar de

pouquissmo codigo origind do 3B6BSD anda eista no
FreeBSD” [PRO - 10].

Figura3 - Logo FreeBSD

O principa objetivo do Projeto FreeBSD é oferecer um software disponive a
quaisquer pessoas e para qualquer finalidade, de forma que esse @digo ofereca o maior nimero
posdvel de beneficios e formas de uso, sem custos e passivel de dteragbes que 0 usuério julgar
necessario**. E s estes objetivos que justificam alicenca sob a qual o software édistribuido®. A
licengca BSD na verdade ndo define regras de utilizagdo do software, mas como tratar o projeto

FreeBSD ao utilizar o cddigo dstribuido por d e

O nome FreeBSD pode ser entendido se dividido em duas partes:

Free— tanto nosentido de gratui dade quanto no sentido de liberdade (ja que o usuério

pode adquirir os dstema de graca e tem liberdade de fazer o que quiser com de).

24 Qualquer alteracio efetuada no sistema, desde que respeite as regras da licencaBSD, pode ser adicionado & &vore de
codigo fonte do sistema. Mais detalhes em hitp://www.freebsd.org/.

v eja an ANEXOS, LicengaBSD.

35



BSD — “Berkd ey Software Distribution”. Nome que o Grupo de Pesqguisa de Ciéncia
da Computacdo da Universidade de Bekdey — CSRG (Computer Systems Research Group)

escol heu para esta distribuicdo do UNIX.

O FreeBSD destaca-se por oferecer um ambiente robusto e completo para &
aplicacbes. Suporta uma grande gama de navegadores, programas de manipulacéo gréfica
ambientes de programacdo para servidores, servicos de redes e muito mais, sendo que a maioria das
aplicacdes podem ser gerencidvels pda @legdo de “Ports’?® do sistema. E 0 mais importante, é

posdvel trabalhar sem interrupgoes.

Entre & principais caracteristicas do FreeBSD pode-se destacar sua portabilidade — o
sistema operacional FreeBSD roda na maioria dos hardwares atuais, como Inte x86-compativeis
(386, 486, Pentium, Celerom e AMD) — e facilidade na onfiguragdo dos pacotes de software para

o sistema (isto € devido a sua mmpleta documentacdo). Além destas, val e sali entar também:

Preemptive Multitasking — multitarefa preempitiva com gjuste de prioridade

dindmica entre aplicagdes e usudrios, mesmo com sobrecarga.

Multiuser — sistema multiusuério permitindoacesos smultaneos ao sistema.

Strong TCP/IP rede—redes TCP/IP com suportea SLIP, PPR NFS, DHCP, e NIS.

4.1 CONFIGURANDO O FREEBSD

2\ gja a@n http://www.freebsd.org/ports.
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No FreeBSD assm como no Linux, € posdvd dterar as configuracdes do sistema

operacional afim de persondizé&lo. Para tanto é necessario conhecer um pouco das opgdes de

configuracao.

Comecando pelas opcles iniciais de boot, temos:

SWAPFILE = “NO”

APM_ENABLE =“NO" - YESsedesgar habilitar APM.
PCCARD_ENABLE = “NO” - YES para configurar dispositivos
de PCCARD.

PCCARD_MEM = “DEFAULT” - Se pccard_enable=YES, entdo
este sera 0 endereco de memoéria do cartdo.

PCCARD_IFCONFIG = “NO” - Configuragdo de ethernet de
pccard especidizada

local_startup = “/usr/local/etc/rc.d Just/ X 11R6/etc/rc.d”

Durante o startup, o FreeBSD exeauta aguns programas nos diretdrios listados no
“local_startup”, na ordem em que aparecem na lista. Semelhante a /etc/rc.local. No caso de

diretorios multiplos, deve-se separé-los por espagos.

Quanto a onfiguracd derede, as opcdes basicas So:

hostname = “myname.my.domain”
NISDOMAINNAME =“NO” - caso use NIS, coloque o dominio.
FIREWALL =“NO” - vea/etc/rc.firewal, segundo o oljetivo do

usuério.

TCP_EXTENSIONS = “YES" - Permite RFC1323 & extensdes
de RFC1544 (ou NENHUM).

network_interfaces = “lo0" - Lista de interfaces de rede (100 é
loopbad).

ifconfig_lo0 = “inet 127.0.0.1"
ifconfig_lo0_aliasO = “inet 127.0.0.254 Oxffffffff " de netmask.
SYSLOGD_ENABLE =“YES”
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“won

syslogd flags =
INETD_ENABLE =“YES’
inetd_flags=*"

NAMED_ENABLE = “NO” - nomeia o servidor de DNS (ou
NENHUM).

named_flags = “-b /etc/namedb/named.boat”

KERBEROS _SERVER_ENABLE =“NO"

RWHOD_ENABLE =“NO"

AMD_ENABLE =“NO"

amd_flags = “-a/net -c 1800 1386 ce -k -d my.domain syslog de -
/host /etc/amd.map”.

TIMED_ENABLE =“NO”

timed_flags=""

NTPDATE_ENABLE =“NO”

ntpdate flags=""

XNTPD_ENABLE =“NO"

xntpd flags=""

TICKADJ ENABLE =“NO”
tickadj_flags="“-Aq"
NIS_CLIENT_ENABLE =“NO”
nis client_flags= “”
NIS_YPSET_ENABLE =“NO"
nis ypset_flags=""
NIS_SERVER_ENABLE =“NO"

nis server_flags=*""
NIS_YPXFRD_ENABLE =“NO”

nis_ypxfrd_flags=
NIS_YPPASSWDD_ENABLE =“NO”

“won

nis_yppassvdd_flags=" " .

Quanto ao roteanento tem-se:

DEFAULTSCRIPTS =“NO”

“won

static_routes = - ou alistade rota estética
GATEWAY_ENABLE = “NO” - ou YES se este host for usado
Como um gateway.

SCRIPTS ENABLE="YES" - ou habili tar um daemon scripts.
scripts = “routed” - Nome para o daemon scripts usar.

scripts_flags=“-q

”
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MROUTED_ENABLE = “NO” - multicast routeamento (veja

/etc/mrouted.conf).

IPXGATEWAY _ENABLE = “NO" - ou YES para habilitar IPX
scripts.

IPXROUTED_ENABLE =“NO"

ipxrouted flags=""

arpproxy_dl = “ " - substitui opcdo de kernel obsoleto

ARP_PROXY _ALL.

Quanto ao Console

KEYMAP =“NQO" - keymap em /usr/share/syscons/keymaps/*.
KEYRATE = “NO” - tedado: lento, normal, répido (ou
NENHUM).

KEYBELL =“NO"

KEYCHANGE =“NO"

cursor = “NO” - tipo de aursor {normal|blink|destructive} (ou
NENHUM).

SCRNMAP = “NO”

FONT8X16="“NO" - fonte8x16 de/usr/share/syscons/fonts/*.
FONT8X14="“NO" - fonte 8x14 de/usr/share/syscons/fonts/*.
FONT8X8="“NO" - fonte 8x8 de/usr/share/syscong/fonts/*.
BLANKTIME = “NO”

saver = “NO”

MOUSED_TYPE = “NO” - Vega rc.conf(8) para mlocages
disporiveis.

moused_port = “/dev/cuaald’

won

moused flags=" ".

Outras configuragdes, rel evantes conforme o dbjetivo de uso do sistema:

CRON_ENABLE =“YES’

LPD_ENABLE=“YES" -rodalinhadeimpresséo
Ipd_flags="" - flagsdelpd (se habilitado).
SENDMAIL_ENABLE =“YES’

sendmail_flags = “-bd -q30m”
SAVECORE_ENABLE =“NO"

DUMPDEV =“NO"

CHECK_QUOTAS = “NO”"
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ACCOUNTING_ENABLE =“NO"
IBCS2_ENABLE="“NO"

LINUX_ENABLE =“NO” - Carregao emulador Linux.
RAND_IRQS =“NO".

4.3 PICOBSD

PicoBSD é uma peguena versdo do FredBSD 3.0. O PicoBSD permite ter acesso

dialup seguro, um pequeno roteador disklessou ainda um servidor dial-in.

A configura¢@® minima pararodar o PicoBSD é um PC 386sx e 8Mb de RAM. Néo é

necessrio um HD, ele @betodo em 1 disquete.

Como resultado dca extrema limitagdo de tamanho, no PicoBSD ndo ha bibliotecas
dindmicas e ndo hA o dretdrio /usr/lib. Somente exeataves estdicos 0 exeattados. E para
reduzir o tamanho dos executave s, todos os exeautéveis de um disquete especifico sdo jogados ao

mesmo tempo dentro de um Unico exeadtave.

Além da flexibilidade do FreeBSD, o cddigo fonte é aberto, permitindo que o usuério
possa @nstruir umainstalagdo pequena que exeauta varias tarefas, tais como, estactes de traba ho,
acesso dal-up, customizador de disco, controlador embarcado (flash ou EEPROM), firewall,

servidor de comunicacdo, roteador, e outras. Ideal para projetos de sistemas embarcados.

4.3.1 COMO CONSTRUIR UMA VERSAO PERSONAL IZADA DO PICOBSD
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Adquira o arquivo picobsd.tgz. Nele contém todos os scripts necessarios’.

Descompacte o0 arquivo (sera necessario 5 Mb gproxi madamente).

Entre no dretdrio (cd build) e rode o script ./build. Sdedone alinguagem, tamanho de

MFS e um setup pre-instalado (persona dialup, dialin server ou router-like). Os detalhes de cada

setup estdo contidos nos diretérios dial/, router/, isp/ e net/ respectivamente.

Ha vérios diretorios que contém algum fontes e arquivos config:

. build/

. dial/

. conf/

. crunchl/

. mfs.tree/

. lang/

. floppy.tred

. isp/
diain

. net/

. tinyware/

. tools/
desistema.

diretério principa

arquivo de configuracdo para setup dia up
arquivo de configuracdo do kernel
programas de sistemas

contém a mnfiguragdo de MFS

contém os arquivos deidiomas

contém a hierarquia de startup em disquete

arquivos de nfiguracdo para servidor

arquivos de onfiguragdo para scripts-like
col ecao de utilit &rios do sistema

ferramentas adicionais para a construcéo

O disquete énecessario sO durante o startup.

. Edite o set de programas instalados.

. S80 necessri0s 9MB de espaco livre em disco, e um diretério /mnt.

. Entre en cd build/ no script ./build. Sdecione os parametros de

construcdo. Tem-se ent&o um arquivo “picobsd.bin” neste diretério.

27 Existe o fonte do PicoBSD no repositério do FreeBSD, assm é passivel encontra-lo em /src/release/picobsd.



Se houver erro durante o processo, provavd mente sera por uma das razies:

. crunchgen ndo podem achar o diretério para o programa “proggy”:
tenha cetezaque o diretdrio fonte para' proggy' € chamado ' proggy’,
caso contrario o crunchgen ndo oacharg;

. falhanobuild;

. confiraa &vore de fonte do sistema en .depend;

. vea se 0s programas individua s que usam Makefiles origina podem
ser construidos;

. falha de gravacé - sistemade arquivo esti cheo.

confira se o tamanho de MFS é informado corretamente enquanto estiver montando.

Finalmente, transfira este arquivo ao dsquete;

dd if=picobsd.bin of=/dev/rfd0.

4.4 JUNIPER

A Empresa Juniper Networks foi fundada em 199%”° e desde esta época gresenta
produtos com performance, intdligéncia e escdabilidade. Entretanto hoje, apresenta soluctes de
dta teandogia utilizando softwares livres (principamente FreeBSD) para projetos como o da
Hokkaido Tdecomunicaions Neworks Co. (HOTnet), que esta transformando sua WAN para 10-

Gigabit Multiprotocol Labd Switching (MPLS) com os roteadores dajuniper Networks [JUN-20].

Para demonstrar a qualidade dos projetos da enpresa, é posdve avaiar um firewall

28 ywww.juni per .net/company/

42



desenvolvido com FreeBSD* que dd disponibilizado por seus criadores. Foi projetado para ndo
remeter pawtes entre interfaces, porém implementa um proxy que permite a maquinas internas ter

acesso a lnternet como se estivessem diretamente conectados.

Juniper trabalha designando as interfaces de rede @mo confidveis e ndo confiéveis®.
Seu kernd suporta estas designagdes e seu uso quanto ao que fazer com as conexdes que entrariam
na méquina. Juniper pode diferenciar tipos de sessies, e gerar um daamon®! diferente por sessio.
As tentativas para estabd ecer uma sessio dém das regras pré-estabeecidas no fonte, sga por

interface ndo confiavel, sga por tentar um host diferente do firewall, é rgeitado.

O software Juniper possui licenca prépria que permite seu Uso, com ou sem
modificagdes, desde que sua redistribuicdo retenha os dados autorais anteriores a ultima dteraco,
e todo material publicitario que mencione caracteristicas ou uso deste software tem que exibir o

seguinte

“This product includes software developed by Obtuse Systems
Corporation and its contributors.
This product includes oftware developed by Eric Young

(eay@mincom.oz.au)” (www.obtuse.com/j uniper/)

Acrescenta ainda que o codigo desta licenca ndo pode ser copiado e colocado sob

outralicenca, incluse GNU Public License®.

29 sey codigo entretanto foi preparado perarodar também em Linux.
%00 codigo fonte de Juniper encontra-se em anexo.

31 Um Daemon é chamado para tratar uma sessdo ndo confiavel. Um Proxy é chamado para controlar uma sessdo cgpturada. Qual quer
coisaque é cgazde ser chamado pade ser usado como um daemon. Proxys devem ser cgpazes de operar em tempo de exeaugéo.
32 A Juniper Public License et4naintegra em anexo.
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4.4.1 CONFIGURANDO O FIREWALL BASICO NO FREEBSD

O ipfw pode ser ativado de duas maneiras. usando o sistema de moduos do

FreeBSD, ourecompilando oKernd. Através de modul os € muito simples, basta digitar:

modload /Ikm/ipfw_mod.o

Através da recompilagdo do Kernd, basta adicionar as linhas abaixo ao arquivo de

configuracdo de seu Kerndl.

options IPFIREWALL
options IPFIREWALL_VERBOSE

E preciso recompilar o Kernd e instaélo. Além dis, vocé precisa habilit ar a opcéo
gateway, no rc.conf adicionando gateway enable="YES’. No rc.conf vocé deve alicionar também

as instrugdes abai xo:

firewdl_enable="YES’
firewall_script="/etc/rc.firewall”
firewdl_type="simple”

firewdl _quiet="NO"

Desta maneira, basta criar as regras de filtragem. Elas sho escritas no script rc.firewall,

com a seguinte sintaxe:

ipfw [-g] add [number] action [log] proto from src to dst
[vianame | ipno] [options]

No script, o ipfw é substituido por uma variavel de sistema denominada ${ ipfwemd},
estabeledda norc.firewall. Analisando a sintaxe do comando temos a ordem de adicionar (add) um
nimero gociona. Este nimero estd diretamente relacionado a ordem em que as regras sdo
analisadas, sempre comegando em 0 (zero) até 65535 (sessenta e ¢nco mil quinhentos e trinta e

cinco). A acdo (action) € aoperacdo a ser redizada, como, por exemplo, actar ou reausar um



pacote. O proto € o protocolo, como por exemplo, TCP ou UDP. As posi¢des gc e dst sdo os
enderecos de origem e de destino dopacote, incluidas as portas de origem/destino. A varidve via
name representa ainterface de rede do pacote. A variave options oferece dgumas extensdes que

podem ser utilizadas.

As agdes posdvei s so:

. alow (pass, permit, accept): aceitao pawmte

. deny (drop): rgeita o pacote;

. rgect: rgeta o pacote e manda de volta um pacote icmp de host
unreachable;

. unreach code: rgeta o pamte e manda um pacote icmp de @m o
codigo code;

. reset: somente para TCP, rgeita e mandaum TCP RST;

. count: incrementa o contador de pacotes destaregra;

. divert port: conduz o pamte para a portaport;

. tee port: faz uma cdpia do pamte para aportaport;

. skipto number: pulapara aregra number;

Os protocol os posdveis so:

. IP (all): todcs os pacotes,
. TCP: pacotes TCP,

. UDP: Pamtes UDP;

. ICMP: Pacotes ICMP,

O src e dst sdo no seguinte formato: addresgdmask [port]e indica o endereco e aporta.

Uma porta pode ser descrita am virgulas, ou com trago, paraindicar umafaixa de portas.

E 0 address/mask pode ser descrito raforma:

. ipno: somente o IP é mmbinado com aregra;

. ipno/bits; todos os pacotes da rede indicada pelo nimero de bits sfo
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combinados;

. ipno:mask: semel hante ao anterior, porém indicando a netmask;

E posdvd ainda adicionar o prefixo nat, invertendoa especificac® de enderego.

As opcdes podem ser:
. frag: se 0 pamte é um fragmento de datagrama;
. in: se 0 pacte éum paate de entrada;
. out: se 0 pacote € um pacote de saida;
. established: se o pacote € um pacote de uma wnexdo TCP ja
estabeledds;
. setup: se o pacote € uma requisi¢éo de um servico TCP,

Algumas regras Utels:

$fwemd add 65353 deny all from any to any: esta regra é divada sempre, da

reausa qual quer pacote, se quiser abrir o firewall totalmente inclui-se:

$fwemd add 65000 allow all from any to any: como oniimero é menor estaregra é

avaliada primeiro e aceita todos os pamtes. Esta éa @nfiguracdo de um firewall aberto.

E comum criar varidves para facilitar a cnfiguracgio, ou adotar as existentes nas

configuracdes exemplo contidas no script rc.firewall :

# set these to your outside interface network and retmask andip
oif="ed0"

onet="150.162.79.0"

omask="255.255.255.0"

0ip="150162.79.130"

# set these to your inside interface network and retmask and ip
iif="edl"

inet="192.168.3.0"

imask="255.255.255.0"
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iip="192.168.3.17"

Assm pode-se aiar as seguintes regras.

$fwemd add deny al from ${inet} :${imask} to any in via ${ oif}

$fwemd add deny al from ${ onet} :${ omask} to any in via ${iif}

Estas regras 90 utilizadas para prevenir o ataque do tipo IP Spoofing. IP Spoofing é
uma témica usada para que a magquina origem do ataque possa se fazer passar por uma maguina
confiavel da rede interna. Simplificando, nd deve-se reacber um pacote da rede interna
(${inet}:${imask}) pelainterface de rede externa (via ${ 0if}), assm como néo se recebe pacotes

darede externa (${ onet} :${ omask} ) pelainterface deredeinterna (via${iif}):

$fwemd add deny al from 192.168.0.0:255.255.0.0 to any via ${ cif}

$fwemd add deny all from 172.16.0.0:255.240.0.0 to any via ${ 0if}

$fwemd add deny al from 10.0.0.0:255.0.0.0 to any via ${ oif}

Existem algumas regras usadas exclusivamente para redes internas atras de firewall
com traducdo de enderecos (nat). Uma boa témica para configurar a rede via pamte tipo TCP é
permitir a passagem de todos 0s pacotes, cujo servico ja foi negociado. Com is o firewall fica

muito leve e prético de configurar:

$fwemd add passtep from any to any established

$fwemd add passtep from any to ${ oip} 25 setup

$fwemd add passtep from any to ${ oip} 80 setup

47



A primeira regra (acima) habilita das conexdes existentes. As duas proximas regras

habilitam a thegada de e-mail e a chegada de requi sicbes www.

$fwemd add deny log tep from any to any in via ${oif} setup - estaregrareausa e

registra qualquer outra cnexado dotipo TCP feito viainterface externa

$fwemd add pass tep from any to any setup - esta regra habili ta todas as conexdes

TCP restantes (ou sga, daredeinterna).

Vaeresstar que a ordem das regras é muito importante. Se forem alteradas as duas
Ultimas regras o firewall ficara aberto. As vezes é necessario criar regras para arede interna
também, como, por exemplo, limitar 0 uso de um determinado servi¢o de rede, tais como IRC,

salas dechat, ICQ €tc.

Para regras UDP o modelo é o mesmo, porém como UDP néo é orientado a conexao
deve-se fazer o filtro de todos os pamtes, mas €£m esquece da resposta a requisicao através do

protocolo UDP, como por exemplo:

$fwemd add passudp from any to any 53

$fwemd add passudp from any 53 to any

O pacote de DNS sai da méguina en uma porta dta direcionada a outra maguina na
porta 53, esta, por sua vez, responde em uma outra porta, norma mente acima da alta. Vale lembrar
agui que servidores de DNS secundério redizam a transferéncia de mapas de dominio via TCP na
porta 53, logo deve-se habilitar a porta 53 para setup tcp do servidor de DNS seaundério, conforme

0 exemplo a seguir:

$fwemd add passtep from 150.162.1.3 to ${ oip} 53 setup
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$fwemd add passtep from 150.162.1.3 to ${iip} 53 setup

Assm, ndo importa qual interface de rede, d e podera fazer a mnexao.

Esta regra deve ser colocada junto com as demais regras de TCP.
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5 DESENVOLVENDO O PROTOTIPO

Levando em consideracdo que este protétipo, antes de mais nada, deve ser reduzido o
bastante para permitir outros desenvol vimentos para sistemas embarcadas, toda esta plataforma foi
baseada no PicoBSD. E como ja foi apresentado antes, a conectividade é uma das maiores
preocupacdo ma deade Embedded Systems, por isso, o protétipo propde fazer o PicoBSD — que é
Open Source livre ebastante pequeno — trabalhar como um roteador, demonstrando a viabili dade
de comunicacdo via redes internas e externas. Desta forma, serd posdve perceéber que com
minimas ateragdes no codigo de sistemas open source, pode-se desenvolver projetos embarcados

bastante completos.

Para que um computador possa encontrar outro numa rede € necessrio um
mecaniismo que descreva o caminho que deve ser seguido, mostrando um destino e um gateway,
este mecanismo é 0 “Routing” ou Roteador. Os destinos s80 sempre hosts individuai s, subnets, e se
nenhum se apli car, um destino default. Os gateways também podem ser hosts individuais, ou ainda

interfaces (links) ou Ethernet (enderecos MAC).

Para demonstrar um roteador default, tem-se:
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%netstat -r

Routing tables

Destination Gateway Flags Refs Use  Netif Expire
default outside-gw UGSc 37 418 ppp 0
localhost localhost UH 0 181 lo0

testO 0:e0:b5:36:cf:4f UHLW 5 63288 edO 77
10.20.30.255 link#1 UHLW 1 2421

example.com link#1 uc 0 0

host1 0:e0:a8:37:8:1e UHLW 3 4601 lo0

host2 0:e0:a8:37:8:1e UHLW 0 5 lo0
host2.example.com link#1 uc 0 0

224 link#1 uc 0 0

Onde as primeiras duas linhas espedficam um roteador default e umarotalocdhost. A
interface (Netif) tem uma tabela especifica para uso do localhost — 100, também conhecida acmo

dispositivo loopbadk, que determina todo otréfego do fluxo interno.

A préxima linha trata de enderecos MAC. O FreeBSD identifica qualquer host
automaticamente erdaciona uma rota para ajud e host diretamente sobre a interface Ethernet, ed0.
A coluna “Expire” é o tempo determinado que a rota pode ficar ociosa aespera de resposta de um
host, quando este tempo expira, a rota € gagada automaticamente. Alguns hosts usam o

mecanismo RIP (Routing Information Protocol) que determinam a rota pel 0 caminho mais curto.

O FreeBSD também determina rotas de subnet para a subnet loca, Por exemplo:
10.20.30.255 ¢é o endereco de radiodifusdo para asubnet 10.20.30, e “example.com” é o nome de
dominio associado com aquela subnet. O link#1 refere-se ao primeiro cartdo Ethernet da méquina.
Tanto hasts da rede loca quanto subnets locais tem suas rotas automati camente configuradas por
um daemon chamado routed. Caso contrério, sO as rotas que sdo estaticamente definidas serdo

utilizadas.
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A linha “hostl” faz referéncia ao endereco Ethernet que desga enviar pacotes. E a

linha “host2” é um exemplo do wso doifconfig™.

Por fim, o significado de cada simbolo ra coluna Flags:

. U - Up: A rota esta diva.

. H - Host: O rota destino é um Gnico hast.

. G - Gateway: Envie qualquer coisa para este destino que de sabera a
quem enviar isto.

. S - Staticc Rota configurada manuamente, ndo foi gerada
automati camente pelo sistema.

. C - Clone: Gera uma rota nova baseada nas rotas comuns da maquina.
Este tipo ce rota norma mente € usado pararedes|ocas.

. W - WASCLONED: Indica uma rota baseado em outra rota da rede
de é&realocd (Clore).

. L - Link: Rota que envolve referéncias de hardware da Ethernet.

Quando ha a necessdades de mnexdo a um host remoto, o roteador confere a tabda
de roteamento para determinar se um caminho existe. Se 0 hast remoto estd en uma subnet, entao

checapara saber se pode conectar ao longo daqud ainterface.

Setodas as rotas falharem, o sistematem ainda a opcdo darota default. Estarota éum
tipo especial de “gateway route” (normal mente Uinico no sistema), e sempre é marcado com um “C”
na oluna Flags. Para hasts em uma rede de érea local, este gateway pode ser uma méquina com

conexao dreta para o mundo externo.

Hé& ainda as configuragbes de hasts em duas redes diferentes. De duas, uma ou a

maquina tem dois cartdes Ethernet, cada um com um endereco de subnet separado, ou tem um

% ifconfig € um utilitério usado para nomea um endereg em uma interface de rede ou configurar pardmetros da
interface de rede.
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catdo Ethernet, e estd usando ifconfig. O primero caso é usado se duas redes Ethernet estiverem
fisicamente separadas, e 0 segundo se ha um segmento de rede fisica, mas duas subnets
logicamente separadas. De qualquer modo, as tabelas de roteamento sdo fixadas de forma que cada
subnet sabe que esta méquina éum gateway para o outra subnet. Esta configuracdo com a méaguina
que age @mo um roteador entre duas subnets, € freglentemente usada quando se predsa

implementar filtros de pacotes ou firewall . Para tanto, isto deve ser habili tado no FreeBSD.

Um roteador de rede é simplesmente um sistema que remete pacotes de umainterface
para outra. E posdvd habilitar esta caracteristica no FreeBSD (que ndo é default) mudando a

seguinte variavel em rc.conf>*

gateway_enable=YES # Set to YESif thishost will be agateway

Agora o novo roteador precisa de rotas para definir o tréfego.

5.1 CONFIGURANDO O FREEBSD COMO ROTEADOR

Usando a interface do ClosedBSD*® é posdvel configurar os cartdes de rede
adequadamente. Para testar o protétipo deste trabalho, o primeiro pass foi copiar o arquivo
imagem do ClosedBSD com o seguinte mmando: $dd if=closed.bin of=/dev/fd0. Com estaimagem

em um disquete, bastar dar um boot por d e Depois de aparecer alicencaBSD, um menu € eibido.

34 0 arquivo rc.conf contém informag2 descritiva sobre o host local. Configuragé detalha da interface de rede equais
servigos devem ter inicio durante o boot.

% ClosedBSD é um firewall e um utilitario NAT e cde em um Gnico disquete ou CDROM, e ndo requer disco rigido.
ClosedBSD é baseado no kernel do FreeBSD. (http://www.closedbsd.org).
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Pleaze select the appropriate option:

configure network interfaces
CD) 0] - =T

configure network address translation
monitor connections and protocol statistics
save current settings

zummary of current configuration

abort configuration and exit

reboot the system

r
xmmm:zg.—.

[ K ] Back

Figura4 - Menu Principa doClosedBSD. [SIM —16]

Pleaze zelect the device to configure

f Ethernet Device

q IPvE Device

q IPvE Device
IPvE Tevice

i lTP6 Dovic

1 Loopback TDevice

P FPP Device

s

e

Slip Device
Etherret Device

[ K 1 Back

Figura5 - Menu de Configuracio do ClosedBSD. [SIM - 16]

As configuragdes de interface para este protétipo ficaram da seguinte forma:

[el0] 127.0.01 255.0.0.0
rlo 107.12.12 255.255.255.0
rl1 192168.7.1 255.255.2550 (redeinterna)

e as placas utilizadas, tanto em rl0 quanto em rl1, foram uma encore ENL832-TX+

(10/100). E 0 geteway default ficoucom arlO cujo IP érl0: 10.7.12.254.
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O NAT (Nework Address Trandation, via rl0) e o firewall também foram

configurados, que neste @so permite que pase tudo:

add all ow ip from any to any
add all ow tcp from any to any
add all ow udp from any to any

add all ow icmp from any to any

epronto! Reiniciando ocomputador, o roteador ja esta fund onando.
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6 CONCLUSOES

Embedded Systems est@o presente em um grande nimero de glicagdes, como 0s
sistemas de controle de voo ou sistemas de processamento de sinais de satélites de comunicagdo.
Isto para dtar somente sistemas de situacéo critica an que o fator tempo é determinante para o bom
resultado desses dstemas. Entretanto, sistemas embarcados, controlam cada vez mais aplicegdes da

vida moderna.

O ponto forte para desenvolvimento de sistemas embarcados, esta na procura da
simpli cidade de configuragdes e por opcdes de baixo custo. Por is, um estudo sobre os sistemas
que oferecem tais opcdes torna-se téo importante. Sistemas livres, tais como FreeBSD ou Linux,
s80 as grandes ferramentas disponiveis atud mente. Além do que, estes sistemas agregam eficiéncia

ebaixo custo na lista de quali dades que os identificam.

A maior diferenca entre FreeBSD e Linux esta na licencasob os quais séo dstribuidos
(*BSD ou GNU/GPL), entretanto, no decorrer deste trabaho, ficou claro que tanto um quanto
outro tem potencia para promover desenvolvimento na areade projetos embarcados, € a scolha
fina depende exclusvamente do desenvolvedor que deverd optar por aquee @m que mais se

identifica.
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Além dis, existe toda uma filosofia que deve ser preservada por desenvolvedores em
gerd. Sistemas livres permite a disseminacéo do conhed mento para todos, independente de aedo,

racaou classe socid, e ainda oferece produtos confiaveis e seguros.

Enfim, durante o decorrer dessa pesguisa fica evidente que, tanto Linux guanto
FreeBSD sdo adequados para sistemas embarcados, entretanto o desenvolvimento do protétipo
deste trabalho, que é um roteador, foi feito sobre o PicoBSD por acreditar que esta ali cacéo, neste
sistema, minimiza o trabalho dodesenvolvedor, is® ndo quer dizer, que para outras propostas, 0

sistema Linux ndo seja mais adegquado.
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7 ANEXOS®

LICENCA GNU LIBRARY GENERAL PUBLIC LICENSE (LGPL)*

Copyright (C) 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and dstribute verbatim copies of this license document, but

changingit isnat allowed.

[Thisisthe first rd eased version of the library GPL. It is numbered 2 because it goes with version
2 of the ordinary GPL ]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By

contrast, the GNU Generd Public Licenses are intended to guarantee your freedom to share and

% Todas as licengas em anexo foram retiradas do site http://projects.openresources.cony.

%" Edta éalicenca GNU Library General Public License (LGPL), vers3o 2 (junho ce 1991). Ela éprojetada para proteger
as bibliotecas desenvolvidas sob a Fundacé de Software Livre, e também é usada para muitas outras bibliotecas.
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change freesoftware--to make sure the softwareis freefor dl its users.

This license, the Library Genera Public License, applies to some specialy designated Free
Software Foundation software, and to any other libraries whose authors dedde to use it. You can

useit for your libraries, too.

When we speak of free software, we are referring to freedom, not price. Our Generd Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs; and that you know you

can dothese things.

To proted your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if
you dstribute copies of thelibrary, or if you modify it.

For example, if you distribute mpies of the library, whether gratis or for a feg you must give the
recipients al the rights that we gave you. Y ou must make sure that they, too, reaive or can get the
source code. If you link a program with the library, you must provide complete object fil es to the
recipients © that they can rdink them with the library, after making changes to the library and
recompilingit. And you must show them these terms  they know ther rights.

Our method of protecting your rights has two steps. (1) copyright thelibrary, and (2) offer you this

license which gves you legal permissionto copy, distribute and/or modify thelibrary.

Also, for each distributor's protedion, we want to make cetain that everyone understands that there
is no warranty for this free library. If the library is modified by someone dse and passed on, we
want its recipients to know that what they have is not the origina version, so that any problems
introduced by others will nat reflect onthe original authors' reputations.

Finally, any free program is threaened constantly by software patents. We wish to avoid the danger
that companies distributing free software will individually obtain patent licenses, thus in effed
transforming the program into proprietary software. To prevent this, we have made it clear that any

patent must be licensed for everyone's freeuse or not licensed at all.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public
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License, which was designed for utility programs. This license, the GNU Library General Public
License, applies to certain designated libraries. This licenseis quite different from the ordinary one;
besuretoread it in full, and don't assume that anything in it isthe same & in the ordinary license.

The reason we have a separate public license for some libraries is that they blur the distinction we
usually make between modifying or adding to a program and simply using it. Linking a program
with a library, without changing the library, is in some sense simply using the library, and is
analogous to running a utility program or application program. However, in a textua and lega
sense, the linked executable is a combined work, a derivative of the original library, and the
ordinary General Public Licensetreatsit as auch.

Because of this blurred distinction, using the ordinary General Public License for libraries did not
effectivdy promote software sharing, because most developes did not use the libraries. We

concluded that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of
al benefit from the free status of the libraries themselves. This Library Genera Public Licenseis
intended to permit developers of non-free programs to use free libraries, while preserving your
freedom as a user of such programs to change the free libraries that are incorporated in them. (We
have not seen how to achieve this as regards changes in header files, but we have achieved it as
regards changes in the actual functions of the Library.) The hope is that this will lead to faster
development of freelibraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a “work based on the library' and a “work that uses the
library". The former contains code derived from the library, while the latter only works together

with thelibrary.

Note that it is possible for a library to be covered by the ordinary General Public License rather

than by this special one.

GNU LIBRARY GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which contains a notice placed by the
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copyright holder or other authorized party saying it may be distributed under the terms of this
Library General Public License (also cdled “this License”). Each li censeeis addressed as “you”.

A “library” means a alledion of software functions and/or data prepared so as to be mnveniently
linked with application programs (which use some of those functions and data) to form
exeautables.

The “Library”', below, refersto any such software library or work which has been dstributed under
these terms. A “work based on the Library” means ether the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, ether verbatim or
with modificaions andor translated straightforwardly into ancther language. (Hereinafter,
translation is included without limitation in the term “modification”.)

“Source wde” for a work means the preferred form of the work for making modificaionsto it. For
a library, complete source code means al the source code for al modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of

thelibrary.

Activities other than copying, distribution and modification are nat covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and ouput
from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in atool for writingit). Whether that is true depends on what
the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source cwde & you
recveit, in any medium, provided that you conspicuously and appropriately publish on each copy
an appropriate copyright notice and dsclaimer of warranty; keep intact al the notices that refer to
this License and to the absence of any warranty; and dstribute a cwpy of this License along with

the Library.

You may charge a feefor the physical act of transferring a copy, and you may at your option offer

warranty protedion in exchange for afee.
2. You may modify your copy or copies of the Library or any portion o it, thus forming a work

based on the Library, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:
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a) The modified work must itsdf be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files

and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to al third parties under the

terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does not
supply such function or table, the facility still operates, and performs whatever part of its purpose

remains meaningful.

(For example, a function in a library to compute sguare roots has a purpose that is entirdy well-
defined independent of the application. Therefore, Subsection 2d requires that any application-
supplied function or table used by this function must be optiond: if the application does not supply
it, the square root function must still compute square roots.)

These reguirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirdy
by you; rather, theintent isto exercisetheright to control the distribution of derivative or collective
works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on a volume of a storage or digtribution medium does not bring the

other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
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License to a given copy of the Library. To do this, you must dter all the notices that refer to this
License, so that they refer to the ordinary GNU Genera Public License, version 2, instead of to this
License. (If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.) Do not make any other changein

these notices.

Once this change is made in a given copy, it isirreversible for that copy, so the ordinary GNU

General Public License appliesto all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is
not alibrary.

4. You may copy and distribute the Library (or a portion o derivative of it, under Section 2) in
object code or exeautable form under the terms of Sections 1 and 2 above provided that you
accompany it with the complete corresponding machine-readable source wde, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software

interchange.

If distribution of object code is made by offering accessto copy from a designated place, then
offering equivalent accessto copy the source code from the same place satisfi es the requirement to
distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such a
work, inisolation, is not a derivative work of the Library, and therefore fall s outside the scope of

this License.

However, linking a “work that uses the Library” with the Library creates an exeautable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that uses
the library”. The exeautable is therefore covered by this License. Section 6 states terms for
distribution of such exeautables.

When a “work that usesthe Library” uses material from a header fil ethat is part of the Library, the

object code for the work may be a derivative work of the Library even though the source @de is
not. Whether thisis trueis especialy significant if the work can belinked without the Library, or if
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thework isitsdf alibrary. The threshold for thisto betrueis nat precisely defined by law.

If such an objed file uses only numericd parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or lessin length), then the use of the object fileis
unrestricted, regardless of whether it is legally a derivative work. (Exeatables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work aso fall under Sedion 6,
whether or not they arelinked dredly with the Library itsdf.

6. As an exception to the Sections above, you may aso compile or link a “work that uses the
Library” with the Library to produce a work containing portions of the Library, and dstribute that
work under terms of your choice provided that the terms permit modification o the work for the
customer's own use and reverse engineaing for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. Y ou must supply a apy of this License. If the
work during execution displays copyright notices, you must include the copyright notice for the
Library among them, as well as a reference direding the user to the wpy of this License Also, you
must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an exeautable linked with the Library, with the
compl ete machine-readable “work that uses the Library”, as objed code and/or source code, so that
the user can modify the Library and then relink to produce amodified exeautable containing the
modified Library. (It is understood that the user who changes the wntents of definitions filesin the
Library will not necessarily be able to recompile the application to use the modified definitions.)

b) Accompany the work with a written offer, valid for at least threeyears, to give the same user the
materials pedfied in Subsection 6a, above, for a tharge no more than the st of performing this
distribution.

¢) If distribution of the work is made by offering accessto copy from a designated place, offer

equivalent accessto copy the above spedfied materials from the same place.
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d) Veify that the user has aready receved a apy of these materials or that you have dready sent

this user a wpy.

For an exeautable the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a specia exception,
the source @de distributed need not ind ude anything that is normally distributed (in either source
or binary form) with the mgjor components (compiler, kernel, and so on) of the operating system
on which the executabl e runs, unlessthat component itself accompani es the executable

It may happen that this requirement contradicts the license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a antradiction means you cannot use
both them and the Library together in an exeatable that you dstribute

7. You may place library facilities that are awork based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and dstribute such a
combined library, provided that the separate distribution of the work based on the Library and of
the other library facilities is otherwise permitted, and provided that you do these two things:

a) Acocompany the cmbined library with a wpy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed urder the terms of the
Sections above.

b) Give prominent notice with the mwmbined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

8. You may nat copy, modify, sublicense, link with, or distribute the Library except as expresdy
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automaticdly terminate your rights under this License.
However, parties who have recaved copies, or rights, from you under this License will nat have

their licenses terminated so long as such parties remain in full compliance.

9. You are nat required to accept this License, since you have not signed it. However, nathing e se
grants you permisgon to modify or distribute the Library or its derivative works. These actions are
prohibited by law if you do not acept this License. Therefore, by modifying o distributing the
Library (or any work based on the Library), you indicate your acceptance of this License to doso,
and all its terms and conditions for copying, distributing or modifying the Library or works based
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onit.

10. Each time you redistribute the Library (or any work based on the Library), the redpient
automatically recaves a license from the origind licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. Y ou may not impose any further restrictions on
the recipients exercise of the rights granted heren. You are not responsible for enforcing

compliance by third parties to this License

11. If, as a mnsequence of a murt judgment or allegation of patent infringement or for any other
reason (not limited to patent isaues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at al. For example, if a patent license would not permit royalty-free
redistribution of the Library by all those who receve copies directly or indirectly through you, then
the only way you coud satisfy both it and this License would be to refrain entirdy from
distribution of the Library.

If any portion of this sectionis held invaid or unenforceable under any particular circumstance, the
ba ance of the sectionis intended to apply, and the section as a whole is intended to apply in ather

¢ircumstances.

It is nat the purpose of this sedion to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this sdion has the sole purpose of protecting the
integrity of the free software distribution system which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to
decideif he or sheis willing to distribute software through any other system and a licensee @nnot
impaose that choice

This section is intended to make thoroughly clea what is beieved to be a mwnsequence of the rest

of this License.
12. If the distribution and/or use of the Library is restricted in certain countries either by patents or

by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those wuntries, so that

66



distribution is permitted only in o among countries nat thus excluded. In such case, this License

incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Library General
Public License from time to time. Such new versions will be similar in spirit to the present version,
but may differ in detail to addressnew problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which appliesto it and ““any later version', you have the option d following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a li cense version number, you may choose any version
ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whaose distribution
conditions are incompatible with these, write to the aithor to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decisionwill be guided by the two goas of preservingthe
free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES FROVIDE THE LIBRARY TASIS' WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE
OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
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CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
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LICENCA BSD*

Copyright (c) The Regents of the University of California

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the foll owing conditions are met:

1. Redistributions of source mde must retain the dove apyright natice, thislist of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this oftware must display the foll owing
acknowledgement: “This product includes ftware developed by the University of California,
Berkeley and its contributors”.

4. Neither the name of the University nor the names of its contributors may be used to endorse or

promote products derived from this ftware without spedfic prior written permisson.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

8 Esta éalicenca glicada s distribuigdes do Computer Science Research Group, da Universidade de Califérnia an
Berkeley. [BAR —02]
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SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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LICENCA XFREE86 PROJECT®

Copyright (C) 19941998 The XFree86 Project, Inc. All Rights Reserved.

Permission is hereby granted, freeof charge, to any person dotaining a copy of this oftware and
associated documentation files (the “Software”), to ded in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
andor sdl copies of the Software, and to permit persons to whom the Software is furnished to do

so, subjed to the foll owing conditions:

The above mpyright natice and this permisson notice shall be included in all copies or substantial

portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FIT- NESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE XFREE86 PROJECT BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this natice, the name of the XFree86 Project shall nat be used in advertising
or otherwise to promote the sale, use or other dealings in this Software without prior written
authorization from the X Free86 Project.

% Esta ¢ dicencado X FreeB6 33.2, dstribuida pelo Projeto de X Free86. [BAR — 02]
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LICENGCA TCL/TK®*

This ftware is copyrighted by the Regents of the University of California, Sun Microsystems,
Inc., and aher parties. The following terms apply to al files associated with the software unless
explicitly disclaimed in individua files.

The authors hereby grant permisson to use, copy, modify, distribute, and license this software and
its documentation for any purpose, provided that existing copyright natices are retained in all
copies and that this noticeisincluded verbatim in any distributions. No written agreement, license,
or royalty fee is required for any of the authorized uses. Modifications to this oftware may be
copyrighted by their authors and need nat follow the licensing terms described here, provided that
the new terms are dearly indicated on the first page of each file where they apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY
FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

THE AUTHORS AND DISTRIBUTORS SECIFICALLY DISCLAIM ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-
INFRINGEMENT. THIS SOFTWARE IS FROVIDED ON AN "AS IS' BASIS, AND THE
AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE MAINTENANCE,
SUPPRORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this ftware on behalf of the U.S. government, the
Government shall have only "Restricted Rights" in the software and related documentation as
defined in the Federal Acquisition Regulations (FARS) in Clause 52.227.19 (c) (2). If you are

“0Ega é dicencasob oqual é distribuido aversio 7.6 do Tcl e versio 4.2 do Tk. [BAR — 02]
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acquiring the software on behalf of the Department of Defense, the software shall be classified as
"Commercial Computer Software" and the Government shall have only "Restricted Rights' as
defined in Clause 252.227-7013 (c) (1) of DFARs. Notwithstanding the foregoing, the authors
grant the U.S. Government and others acting in its behaf permission to use and distribute the

software in accordance with the terms specified in this license.
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ARTISTIC LICENSE*

Preambl e

The intent of this document is to state the @nditions under which a Padage may be copied, such
that the Copyright Holder maintai ns some semblance of artistic control over the development of the
Padkage, while giving the users of the package the right to use and distribute the Package in a

more-or-lesscustomary fashion, plus the right to make reasonable modifications.

It also grants you the rights to reuse parts of a Package in your own programs without transferring

this License to thase programs, provided that you meet some reasonable requirements.

Definitions:

“Package’ refers to the allection of files distributed by the Copyright Holder, and derivatives of
that collection of files creaed through textual modification.

“Standard Version” refers to such a Package if it has not been modified, or has been modified in

accordance with the wishes of the Copyright Holder as edfied be ow.

“Copyright Holder” iswhoever is named in the copyright or copyrights for the package

“You" isyouy, if you'rethinking about copying a distributing this Package.

“Reasonable copying feg’ is whatever you can justify on the basis of media st, duplication
charges, time of people involved, and so on. (You will not be required to justify it to the Copyright

Holder, but only to the computing community at large as a market that must bear the fee)

“Fredy Available’ means that no feeis charged for the item itsdf, though there may be fees

4! |icenca atistica. Esta éa Licenca Artistica, usada entre outros par Larry Wall como uma das licengas de distribuicéo
do Perl. [BAR—02].

74



involved in handling the item. It aso means that reci pients of the item may redistribute it under the

same conditions they received it.

1. You may make and give away verbatim copies of the source form of the Standard Version of
this Package without restriction, provided that you duplicate al of the original copyright notices
and assodiated disclaimers.

2. You may apply bug fixes, portability fixes and other modifications derived from the Public
Domain or from the Copyright Holder. A Package modified in such a way shall still be considered

the Standard Version.

3. You may otherwise modify your copy of this Package in any way, provided that you insert a
prominent notice in each changed file stating how and when you changed that file, and provided
that you do at least ONE of the following:

(a) place your modifications in the Public Domain or otherwise make them Fredy Available, such
as by posting said modifications to Usenet or an equivalent medium, or placing the modifications
on amgjor archive site such as uunet.uu.net, or by alowing the Copyright Holder to include your
modifications in the Standard V ersion of the Package.

(b) use the modified Package only within your corporation or organization.

() rename any non-standard executables so the names do not conflict with standard executables,
which must aso be provided, and provide a separate manual page for each non-standard executable
that clearly documents how it differs from the Standard Version.

(d) make other distribution arrangements with the Copyright Hol der.

4. You may distribute the programs of this Package in object code or executable form, provided
that you do at least ONE of the following:

(a) distribute a Standard Version of the executables and library files, together with instructions (in
the manual page or equival ent) on whereto get the Standard Version.

(b) accompany the distribution with the machinereadable source of the Package with your

modifications.
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(c) give non-standard exeautables non-standard names, and clealy document the differences in

manual pages (or equival ent), together with instructions on whereto get the Standard Version.

(d) make other distribution arrangements with the Copyright Hol der.

5. You may charge areasonable copying fee for any distribution of this Package. Y ou may charge
any fee you choose for support of this Package. You may not charge a feefor this Package itsdlf.
However, you may distribute this Package in aggregate with other (possibly commercial) programs
as part of alarger (possbly commercial) software distribution provided that you do nat advertise

this Package & a product of your own.

6. The scripts and library files supplied as input to or produced as output from the programs of
this Package do not automatically fall under the copyright of this Package, but belong to whomever
generated them, and may be sold commercialy, and may be aggregated with this Package. If such
scripts or library files are aggregated with this Padage via the so-cdled “undump” or “unexec”
methods of producing a binary executable image, then distribution of such an image shdl neither
be @nstrued as a distribution of this Padage nor shall it fall under the restrictions of Paragraphs 3
and 4, provided that you do not represent such an executable image as a Standard Version of this
Padage.

7. You may reuse parts of this Package in your own programs, provided that you explicitly state
where you got them from, in the source code (and, left to your courtesy, in the documentation),
duplicating all the associated copyright notices and disclai mers. Besides your changes, if any, must
be dearly marked as such. Parts reused that way will no longer fall under this license if, and only
if, the name of your program(s) have no immediate connection with the name of the Package itself
or its asciated programs. Y ou may then apply whatever restrictions you wish on the reused parts
or choose to placethem in the Public Domain--this will apply only within the context of your

package.

8. The name of the Copyright Holder may not be used to endorse or promote products derived

from this oftware without specific prior written permisson.

9. THIS PACKAGE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.
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APPLE PUBLIC SOURCE LICENSE*

Version 1.0 - March 16, 1999

Please read this License arefully before downloading this sftware. By downloading and wsing
this oftware, you are ayredang to be bound by the terms of this License. If you do not or cannat

agreeto the terms of this License, please do not download o use the software.

1. Genera Definitions. This License applies to any program or other work which Apple
Computer, Inc. ("Appl€") publicly announces as subject to this Apple Public Source License and
which contains a natice placed by Apple identifying such program or work as "Origind Code" and
stating that it is subjed to the terms of this Apple Public Source License version 1.0 (or subsequent
version thereof), as it may be revised from time to time by Apple ("License"). As used in this

License

1.1 "Applicable Patents' mean: (@) in the @ase where Appleis the grantor of rights, (i) patents or
patent applications that are now or hereafter acquired, owned by or asdgned to Apple and (ii)
whose daims cover subject matter contained in the Original Code, but only to the extent necessary
to use, reproduce and/or distribute the Original Code without infringement; and (b) in the case
where You are the grantor of rights, (i) patents and patent applications that are now or hereafter
acquired, owned by or assgned to You and (ii) whose claims cover subject matter in Your
M odifications, taken alone or in combination with Original Code.

1.2 "Covered Code" means the Origina Code, Modifications, the combination of Origina Code
and any M odifications, and/or any respective portions thereof.

1.3 "Deploy" means to use, sublicense or distribute Covered Code other than for Y our internal

reseach and devdopment (R&D), and includes without limitation, any and al interna use or

42 Egta éversdo 1.0 dalicenca aunciada pela Apple no dia 16 demargo de 1999, aplicada ao cédigo desenvolvido por
ela, disponibilizado para download na Rede. Entretanto seu contetido deixa ddvidas quanto a definigéo, desta empresa,

quarto a “software livre”. A licenca estadisponivel no site http://www.apple.com/publi csource. [BAR - 02]
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distribution of Covered Code within Y our businessor organization except for R&D use, as wel as
direct or indired sublicensing or distribution of Covered Code by Y ou to any third party in any

form or manner.

14 “Larger Work" means a work which combines Covered Code or portions thereof with code

not governed by the terms of this License.

1.5 "Modificaions® mean any addition to, deetion from, and/or change to, the substance and/or
structure of Covered Code. When code is released as a series of files, a Maodificdion is: (a) any
addition to or deletion from the @ntents of a file containing Covered Code; and/or (b) any new file
or other representation of computer program statements that contai ns any part of Covered Code.

16 "Origina Code" means the Source Code of a program or other work as originaly made
available by Apple under this License, including the Source Code of any updates or upgrades to
such programs or works made available by Apple under this License, and that has been expressly
identified by Apple as such in the header file(s) of such work.

1.7 "SourceCode" means the human readable form of a program or other work that is suitable for
making modifications to it, including al modules it contains, plus any associated interface
definition files, scripts used to control compil ation and install ation of an exeautable (object code).

1.8 "You" or "Your" means anindividual or alegal entity exercising rights under this License. For
legal entities, "You' or "Your" includes any entity which contrals, is controlled by, or is under
common control with, You, where "control" means (a) the power, dired or indirect, to cause the
direction or management of such entity, whether by contract or otherwise, or (b) ownership of fifty
percent (50%) or more of the outstanding shares or beneficial ownership of such entity.

2. Permitted Uses; Conditions & Restrictions. Subject to the terms and conditions of this License,
Apple hereby grants Y ou, effective onthe date Y ou accept this License and davnload the Original
Code, aworld-wide, royaty-freg non-exclusive license, to the extent of Apple's Applicable Patents
and copyrights covering the Original Code, to dothe foll owing:

21 You may use, copy, modify and distribute Origina Code, with or without M odifications,

solely for Your internal research and devel opment, provided that Y ou must in each ingtance

(a) retain and reproduce in all copies of Origina Code the apyright and aher proprietary notices
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and dsclaimers of Apple as they appear in the Original Code, and keep intact al ndtices in the
Origina Codethat refer to this License,

(b) include a wpy of this License with every copy of Source Code of Covered Code and
documentation Y ou dstribute, and Y ou may not offer or impose any terms on such Source Code
that dter or restrict this License or the recipients rights hereunder, except as permitted under
Section 6; and

(c) completely and accurately document all Modifi cations that you have made and the date of each
such Modification, designate the version of the Original Code you used, prominently indude afile
carying such information with the M odifications, and duplicaethe naticein Exhibit A in each file
of the Source Code of all such Modifications.

2.2 Youmay Deploy Covered Code, provided that Y ou must in each instance:

(a) satisfy al the conditions of Section 2.1 with respect to the Source Code of the Covered Code;

(b) make all Your Deployed M odifications publicly available in Source Code form via eectronic
distribution (e.g. download from a web site) under the terms of this License and subject to the
license grants set forth in Section 3 below, and any additional terms Y ou may choose to offer under
Section 6. You must continue to make the Source Code of Y our Deployed Modifications available
for as long as you Deploy the Covered Code or twdve (12) months from the date of initial

Deployment, whichever islonger;

(c) musgt natify Apple and other third parties of how to obtain Your Deployed M odificaions by
filling out and submitting the required information found a
http://www.apple.com/publicsource/modificaions.html; and

(d) if you Deploy Covered Code in dbject code, exeautable form only, ind ude a prominent natice,
inthe codeitsdf as well asin related documentation, stating that Source Code of the Covered Code
is available under the terms of this License with information on low and where to dbtain such
Source Code.

3. You Grants. In consideration of, and as a ondition to, the licenses granted to Y ou wnder this
License
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(8 You hereby grant to Apple and al third parties a non-exclusive, royaty-free license, under
Your Applicable Patents and other intellectud property rights owned o controlled by Y ou, to use,
reproduce, modify, distribute and Deploy Y our Modificaions of the same scope and extent as
Appl€eslicenses under Sections 2.1 and 2.2; and

(b) You hereby grant to Apple and its subsidiaries a nonrexclusive, worldwide, royaty-free,
perpetua and irrevocable license, under Your Appliceble Patents and aher intelectua property
rights owned or controlled by You, to use, reproduce, exeaite, compil g, display, perform, modify
or have modified (for Apple and/or its subsidiaries), sublicense and dstribute Your M odifi cations,
in any form, through multipletiers of distribution.

4. Larger Works. You may crede aLarger Work by combining Covered Code with ather code not
governed by the terms of this License and dstribute the Larger Work as a single product. In each
such instance, You must make sure the requirements of this License are fulfilled for the Covered
Code or any portion thereof.

5. Limitations on Patent License. Except as expressly stated in Section 2, no ather patent rights,
expressor implied, are granted by Apple herein. Modificaions and/or Larger Works may require
additional patent licenses from Apple which Apple may grant inits sole discretion.

6. Additiona Terms. You may choose to dfer, and to charge a fee for, warranty, support,
indemnity or ligbility obligations and/or other rights consistent with the scope of the license granted
herein ("Additional Terms") to one or more recipients of Covered Code. However, Y ou may do so
only on Your own behalf and as Your sole responsibility, and nd on behaf of Apple. You must
obtain the recipient's agreement that any such Additional Terms are offered by You aone andYou
hereby agree to indemnify, defend and hold Apple harmlessfor any liability incurred by or claims
asserted against Apple by reason of any such Additional Terms.

7. Vesions of the License. Apple may publish revised and/or new versions of this License from
time to time. Each version will be given a distinguishing version number. Once Original Code has
been published under a particular version d this License, Y ou may continue to use it under the
terms of that version. You may aso choose to use such Original Code under the terms of any
subsequent version d this License published by Apple. No one other than Apple has the right to
modify the terms gpplicable to Covered Code creaed under this License.

8. NO WARRANTY OR SUPPORT. The Origina Code may contain in whole or in part pre-
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release, untested, or not fully tested works. The Original Code may contain errors that could cause
failures or lossof data, and may be incomplete or contain inaccuracies. Y ou expresdy adknowl edge
and agree that use of the Origina Code, or any portion thereof, is at Y our sole and entirerisk. The
Original Code is provided "AS IS" and without warranty, upgrades or support of any kind and
Apple and Appl€es licensor(s) (for the purposes of Sections 8 and 9, Apple and Appl€s licensor(s)
are collectively referred to as "Appl€e') EXPRESSLY DISCLAIM ALL WARRANTIES AND/OR
CONDITIONS, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTABILITY OR
SATISFACTORY QUALITY AND FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. APPLE DOES NOT WARRANT THAT
THE FUNCTIONS CONTAINED IN THE ORIGINAL CODE WILL MEET YOUR
REQUIREMENTS, OR THAT THE OPERATION OF THE ORIGINAL CODE WILL BE
UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE ORIGINAL CODE
WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY
APPLE OR AN APPLE AUTHORIZED REPRESENTATIVE SHALL CREATE A WARRANTY
OR IN ANY WAY INCREASE THE SCOPE OF THIS WARRANTY . You acknowledge that the
Origina Code is not intended for use in the operation of nuclea fadlities, aircraft navigation,
communi cation systems, or air traffic control madiines in which case the failure of the Origina
Code muld lead to deah, personal injury, or severe physica or environmenta damage

9. Liability.

9.1 Infringement. If any of the Original Code becmmes the subject of a claim of infringement
("Affeded Origina Code"), Apple may, at its sole discretion and qotion: (a) attempt to procure the
rights neasssary for Y ou to continue using the Affected Original Code; (b) modfy the Affected
Original Code so that it is no longer infringing; or (c) terminate Y our rights to use the Affeded
Original Code, effective immediately upon Appl€e's posting of a notice to such effect onthe Apple
web sitethat is used for implementation of this License.

9.2 LIMITATION OF LIABILITY. UNDER NO CIRCUMSTANCES SHALL APARLE BE
LIABLE FOR ANY INCIDENTAL, SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES
ARISING OUT OF OR RELATING TO THIS LICENSE OR YOUR USE OR INABILITY TO
USE THE ORIGINAL CODE, OR ANY PORTION THEREOF, whether under a theory of
contract, warranty, tort (including negligence), products liability or otherwise, even if APPLE has
been advised of the posshility of such damages AND NOTWITHSTANDING THE FAILURE OF
ESSENTIAL PURPOSE OF ANY REMEDY . In no event shall Apple'stota liability to Y ou for all
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damages under this License exceead the amount of fifty dollars ($50.00).

10. Trademarks. This License does not grant any rights to use the trademarks or trade names
"Apple’, "Apple Computer”, "Mac OS X", "Mac OS X Server" or any other trademarks or trade
names belonging to Apple (collectively "Apple Marks') and no Apple Marks may be used to
endorse or promote products derived from the Original Code other than as permitted by and in
strict compliance & al times with Apples third party trademark usage guidelines which are posted
at http://www.apple.convlegal/ guiddinesfor3rdparties.html.

11.  Ownership. Apple retains al rights, title and interest in and to the Origind Code and any
Modifications made by or on behaf of Apple ("Apple Modifications'), and such Apple
Modifications will not be automaticdly subject to this License. Apple may, at its le discretion,
choose to license such Apple Modifications under this License, or on different terms from those
contained in this License or may choose nat to license them at al. Apple€s deveopment, use,
reproduction, modification, sublicensing and distribution of Covered Code will not be subject to
this License.

12. Termination.

12.1 Termination. This License and the rights granted hereunder will terminate:

(a) automati cally without notice from Appleif You fail to comply with any term(s) of this License

and fail to cure such breach within 30 days of becoming aware of such breadh;

(b) immediately in the event of the drcumstances described in Sections 9.1 and/or 13.6(b); or

(c) automatically without natice from Apple if You, at any time during the term of this License,

commence an action for patent infringement against Apple.

12.2 Effed of Termination. Upon termination, You agree to immediatey stop any further use,
reproduction, modification and dstribution of the Covered Code, or Affected Original Code in the
case of termination under Section 9.1, and to destroy al copies of the Covered Code or Affected
Original Code (in the case of termination under Section 9.1) that are in your posssson o control.
All sublicenses to the Covered Code which have been properly granted prior to termination shall
survive any termination of this License. Provisions which, by their nature, shoud remain in effect
beyond the termination of this License shall survive, including but not limited to Sections 3, 5, 8, 9,
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10, 11, 12.2 and 13. Nether party will be ligble to the other for compensation, indemnity or
damages of any sort soldy as aresult of terminating this License in accordance with its terms, and
termination of this License will be without prgudiceto any other right or remedy of dther party.

13. Miscdlaneous.

13.1 Export Law Assurances. Y ou may not use or otherwise export or re-export the Origina Code
except as authorized by United States law and the laws of the jurisdiction in which the Origina
Code was obtained. In particular, but withou li mitation, the Original Code may nat be exported or
re-exported (@) into (or to anational or resident of) any U.S. embargoed country or (b) to anyone on
the U.S. Treasury Department's list of Specially Designated Nationals or the U.S. Department of
Commerce's Table of Denia Orders. By using the Original Code, Y ou represent and warrant that
You are not located in, under control of, or a national or resident of any such country or on any

such list.

13.2 Government End Users. The Covered Codeisa ™ commercia item” as defined in FAR 2.101.
Government software and technicd data rights in the Covered Code include only those rights
customarily provided to the public as defined in this License. This customary commercia licensein
technicd data and software is provided in ac@rdance with FAR 12.211 (Technica Data) and
12.212 (Computer Software) and, for Department of Defense purchases, DFAR 252.227-7015
(Tedhnical Data - Commercia Items) and 227.7202-3 (Rights in Commercial Computer Software
or Computer Software Documentation). Accordingly, al U.S. Government End Users acquire

Covered Code with only those rights st forth herein.

13.3  Rdationship of Parties. This License will nat be construed as creding an agency,
partnership, joint venture or any other form of legal association between Y ou and Apple, and Y ou
will not represent to the contrary, whether expresdy, by impli cation, appearance or otherwise

134 Independent Development. Nothing in this License will impair Apples right to acquire,
license, develop, have others develop for it, market and/or distribute techndogy or products that
perform the same or similar functions as, or otherwise compete with, Modifications, Larger Works,
tedchnol ogy or products that Y ou may devd op, produce, market or distribute.

13.5 Waiver; Construction. Failure by Apple to enforce any provision o this License will not be

deemed awaiver of future enforcement of that or any other provision. Any law or regulation which
provides that the language of a contract shall be construed against the drafter will not apply to this
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License.

13.6 Severability. (a) If for any reason a aurt of competent jurisdiction finds any provision of this
License, or portion thereof, to be unenforceale, that provision of the License will be enforced to
the maximum extent permissble so as to effect the economic benefits and intent of the parties, and
the remainder of this License will continue in full force and effed. (b) Notwithstanding the
foregaing, if applicable law prohibits or restricts Y ou from fully and/or specifically complying with
Sections 2 and/or 3 or prevents the enforcedility of either of those Sections, this License will
immediatdy terminate and Y ou must immediatdy discontinue any use of the Covered Code and

destroy all copies of it that arein your possesson or corntrol.

13.7 Dispute Resolution. Any litigation or other dispute resolution between You and Apple
relating to this License shall take placein the Northern District of Cdifornia, and You and Apple
hereby consent to the persona jurisdiction of, and venue in, the state and federal courts within that
District with respect to this License. The application of the United Nations Convention on
Contracts for the International Sale of Goods is expressly excluded.

13.8 Entire Agreanent; Governing Law. This License constitutes the antire agreement between
the parties with respect to the subject matter hereof. This License shall be governed by the laws of
the United States and the State of California, except that body of California law concerning

conflicts of law.

Where You are located in the province of Quebec, Canada, the following clause applies. The
parties hereby confirm that they have requested that this License and all related documents be
drafted in Engish. Les parties ont exigé que le présent contrat et tous les documents connexes

soient rédigés en angais.

EXHIBIT A.

“Portions Copyright © 1999 Apple Computer, Inc. All Rights Reserved.

This file contains Origina Code and/or Modifications of Original Code as defined in and that are
subject to the Apple Public Source License Version 1.0 (the 'License). You may not use this file

except in compliance with the Licensee Please obtan a @py of the License at
http://www.apple.com/publicsource and read it before using this file.
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The Origina Code and all software distributed under the License are distributed on an 'AS IS
basis WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, AND
APPLE HEREBY DISCLAIMS ALL SUCH WARRANTIES, INCLUDING WITHOUT
LIMITATION, ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT. Please seethe License for the spedfic
language governing rights and limitations under the License.

85



JUNIPER PUBLIC LICENSE®

Redistribution and use in source and binary forms, with or without modification, are

permitted provided that the foll owing conditions are met:

1. Redistributions of source mde must retain the @ove copyright notice, this list of

conditi ons and the foll owing disd a mer.

2. Redistributions in binary form must reproduce the above copyright natice this list
of conditions and the following disclaimer in the documentation and/or other materials provided

with the distribution.

3. All advertising materials mentioning feaures or use of this software must display

the foll owing acknowl edgements:

This product includes oftware developed by Obtuse Systems
Corporation and its contributors.
This product includes oftware developed by Eric Young

(eay@mincom.0z.au)

4. Neither the name of the Corporation na the names of its contributors may be used
to endarse or promote products derived from this oftware without specific prior written

permission.

THIS SOFTWARE IS PROVIDED BY OBTUSE SYSTEMS CORPORATION “AS

43 www. abtuse. com/juni per/
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IS AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL OBTUSE SYSTEMS
CORPORATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;, LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

The licence and distribution terms for any publically available version a derivative of
this code @nnot be changed. i.e this code cannot simply be copied and put under another

distribution licence [including the GNU Public Licence.]

87



PARTE DO CODIGO FONTE JUNIPER

Rotinasde mntrole de aceso*.

/*
* Access control routines for juniperd
*/

char *juni per_acl _copyright =

"Copyright 1996 - (btuse Systens Corporation - Al rights reserved."
char *juniper_acl _rcsid = "Juniper $ld: acl.c,v 1.2 1999/02/14 00:28: 10
beck Exp $";

/* RCS information
* $ld: acl.c,v 1.2 1999/02/ 14 00:28:10 beck Exp $
*/

#i ncl ude<st di o. h>

#i ncl ude<ct ype. h>

#i ncl ude<stdl i b. h>

#i ncl ude<sys/ socket . h>
#i ncl ude<netinet/in. h>
#i ncl ude<ar pa/i net. h>
#i ncl ude<stri ng. h>

#i ncl ude<sysl og. h>

#i ncl ude<net db. h>

#i ncl ude<t par ser. h>

#i ncl ude<j uni per _util.h>
#i ncl ude<j uni perd. h>

i nt paranoi a(struct peer_info *pi) {

/
Does this connection trigger paranoi a? Any connection will that
does not fully resolve in the forward and reverse directions.
that is:

* X F F X X X

1) reverse | ookup of peernane address | P, gives a hostname H,
(indicated by pi->peer_dirty_reverse_he and pi-

>peer _cl ean_rever se_nane

exi sting)

2) a forward | ookup of H contains the address |IP (indicated by
pi - >peer _ok_addr exi sting)

* %k F F F

4 www .obtuse. comvjuniper/
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*Wealsoget paranoidi ft hec leanedu phostnaneori dentr eply
differs

*f romtheonef romthel ookup,i .e.s oneonec anb et rying

** /binfrm-rf/ “@vil.org: -)

*

*Anytimeparanoiai st riggered,w esyslogwhy,a ndr eturnl;

*o therwisewer eturnO;

*/

/*1 fwegota ni dentr eply,w ast hereanysillynessi ni t?*/
if( (pi->peer_dirty_ident! =NULL)& & ( pi->peer_clean_ident! =NULL)){
if( strcnp(pi->peer _dirty ident,p i->peer_clean_ident)! =0){
sysl og(LOG_NOTI CE," NOTICE - Suspiciousc haractersi ni dent
responsef rom%s,c | eanedt 0 %s",
((pi->peer_clean_reverse_name==NULL)?
i net _ntoa(pi->peer_sa->sin_addr):pi-
>peer _cl ean_r ever se_nane),
pi - >peer _cl ean_i dent);
return(l);
}
}
/*Didwegetar eversel ookup?* /
if( (pi->peer_dirty_reverse_name==NULL)| |( pi-
>peer_clean_reverse_name==NULL)){
sysl og(LOG _NOTI CE," NOTICE - Couldnotr esolve%st oah ostnane",
i net _ntoa(pi->peer_sa->sin_addr));
return(l);

/*Wast hereanysillyness int heh ostname* /
if( strcnp(pi->peer _dirty reverse_nane,p i->peer_clean_reverse_nane)! =

0){
sysl og(LOG_NOTI CE," NOTICE - Suspiciousc haractersi nh ostnane
resolvedf rom%s,c | eanedt o0 %s",
i net _nt oa( pi - >peer _sa->si n_addr),
pi - >peer _cl ean_reverse_nane);
return(l);

/*Didwef orwardr esol ve?* /
i f( pi->peer_dirty_forward_name==NULL){
sysl og(LOG NOTI CE," NOTICE - Couldn otr esolveh ost nane %s",
pi - >peer _cl ean_r everse_nane) ;
return(l);

/*Didwef indam atchingaddresso nt hef orwardr esol ve?* /
i f( pi->peer_ok_addr= =NULL){
sysl og(LOG_NOTI CE," NOTICE - Possibles poof,a ddress%sc lainst ob e
host % s",
i net _nt oa( pi - >peer _sa->si n_addr),
pi - >peer _cl ean_r ever se_nane) ;
return(l);

/*Golly'w emadei tt hroughallt hata ndwe'restillo k..* /
return(0);

}

intm atch_pattern(char* pat,c har* string){
charc ;
while( 1)({
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c=* pat;
pat++;
switch(c){
case' \0':
return(*string=="'\0");
case' *':
c=*pat;
while( c=="*"){
pat++;
c=* pat;
}
if( c=="\0") {
return(l);

}

while( *string! =" \0"){

if( match_pattern(pat,s tring)){
return(l);

}

string++;

return(0);
def aul t:
if( c! =*string){
return(0);
}
string++;
break;

i ntm atch_name(char* pat,c onstc har* string,i ntn o_ip_check){
/*
*Matchan aneagainsta naclp attern.t henanei sf orcedt o
*| owercasef irst.
*/
if( string==NULL){
if( stremp(pat,"*")= =0){
return(l);

}
i f( strecrmp(pat, "UNKNOWN')= =0){

return(l);
return(0);
}e Isei f( strenp(pat,” KNOW')= =0){
return(*string! =" \0");
}e Isei f( (!'no_ip_check)& &(inet_addr(string)! = -1)){
/*We'renote xpectingt hestringt ol ookl ikeani paddress,b uti t
*d oes.T hismeanss onmeone* could*b eplayingsonmeverysillyDNS

*g ameswithad ottedd ecinmalh ostnane.S owef ailt hismatch.

*

*Wec ans afelys yslogt hen ane,s incewek nowi net_addrc onverted
*t oanaddresss uccessfully.

*/

sysl og(LOG ALERT," ALERT - Name \"%\"| ooks!| ikeani pa ddress.
possibleacls ubversionattenpt!”,s tring);
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return(0);
}
el se{
inti ;
char* buf;
buf=s trdup(string);
/*f orcestringt ol owerc ase* /
for( i=0 ;i<s trlen(string);i ++){
buf[i]=t olower(buf[i]);
}
|

f( match_pattern(pat,b uf)){
free(buf);
return(l);
}
free(buf);
return(0);
}
}

voidl og toast(structp eer_info* pi,c har* reason){
char* peer_sa _ntoa,* ny_sa_ntoa;

/*acl'shavedecidedwedon'tl ikec onnectionpi,makean
*a ppropriates yslogt ot hate ffect
*/
peer_sa ntoa=s trdup(i net_ntoa(pi->peer_sa->sin_addr) );
my_sa ntoa=s trdup(i net_ntoa(pi->ny_sa->sin_addr))
sysl og(LOG _NOTI CE," NOTICE - Refusedc onnectionf rom%s@s: Yut o %s: %,
reason: % s",

((pi->peer_clean_ident= =NULL)?" UNKNOWN" :

pi - >peer _cl ean_i dent),

((pi->peer_clean_reverse_name==NULL)?

peer_sa_ntoa:

pi - >peer _cl ean_r ever se_nane),

nt ohs( pi - >peer _sa->si n_port),

((pi->ny_clean_reverse_nane==NULL)?

ny_sa_ntoa:

pi ->ny_cl ean_r ever se_nane),

nt ohs( pi - >ny_sa->si n_port),

reason);
free(peer_sa ntoa);
free(ny_sa_ntoa)

}

intm atch_proxy(proxy_desc_t* pdp,s tructp eer_info* pi,c har* pat){
staticc harb uf[32];
i f( match_name(pat,p dp->pd_nane,0 )){
return(l);

}
snprintf(buf,3 2," %",n tohs(pi->ny_sa->sin_port));
i f( match_name(pat,b uf,1 )){

return(l);

return(0);

}

intm atch_connection(structp eer_info* pi,c har* pat){
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char*from
char*fronp;
char*fronu;
char*to;
char*top;

if( (to=s trchr(pat,' >'"))! =NULL){
*to="\0";
t o++;
if( (top=s trchr(to," :'))! =NULL){
*top="\0";
top++;
}
}
el se{
t op=NULL;

}

if( (from=s trrchr(pat," @))! =NULL){
*frome'\0';
from++;
fromu=p at;

el se{
from=p at;
fromu=N ULL;

}

if( (fromp=s trrchr(from"' :"))! =NULL){
*fronmp="\0";
fromp++;

}

/*d oesp eerh ostm atch?* /

if( !'match_nane(fromi net_ntoa(pi->peer_sa->sin_addr),1 )){
i f( !'match_nanme(from
((pi->peer_dirty_reverse_nanme! =NULL)
?pi->peer _dirty_reverse_name: NULL),0 )){
return(0);
}
}

/*Y epi td oes,d oesp eerp ortmatch?* /

if( fromp! =NULL){
chart buf[32];
tbuf[0]="\0";
snprintf(tbuf,3 2," %",n tohs(pi->peer_sa->sin_port));
if( !match_nane(fromp,t buf,1 )){
return(0);
}
}

/*P eerp ortn oweithermatchesorwedidn' tc are.
*| et'sc heckt heuseri ft herei so ne.
*/

if( fromu! =NULL){
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if( !match_nane(fromu,p i->peer _dirty ident,0 )){
return(0);
}
}

/*

*P eeru sern oweithermatchesorwedidn'tc are.
*| et'sc heckwheret hec onnectioni sg oing.

*/

if( to! =NULL){
if( !match_nane(to,i net_ntoa(pi->ny_sa->sin_addr),1 )){
if( (pi->ny_dirty_reverse_name! =NULL) & &
(!match_nanme(to,p i->ny_dirty reverse_nane,0 ))){
return(0);
}
}
}

/*D estinationnowmatchesi fi tw ast here
*f inally,c heckd estinationp ort
*/

if( top! =NULL){
chart buf[32];
tbuf[0]="\0";
snprintf(tbuf,3 2," %",n tohs(pi->ny_sa->sin_port));
if( !match_nane(top,t buf,1 )){
return(0);
}
}

/*G osh,e verythingp assed.lg wuessi t'sam atch!* /
return(l);

}

voi dj uni per_check_connection(structp eer_info* pi,p roxy_desc_t* pdp,
char* acl _file){
parser_file_t* acf;
chart buf[1024];

/*aN ULLacl _filemeansn onewass electedi nt hej uniperd. conf
*f ile,t herefore,w ewon'td enya nyc onnections,s owe
*s inmplyr eturn.

*/
if( acl _file==NULL){
return;
}
/*i fwehavegivenan aneofa naccessc ontrolf ile,t hent her ule

*i st hatw ewills pecifyeverythingallowedi nt here,s ot hedefault
*a ctioni st ot ossi tu nlessi tg etsallowed.
*/

/*0 pent heaccesscontrolf ile*/

acf=p arser_openfile(acl_file);
if( acf= =NULL){
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sysl og(LOG ERR, " ERROR - Couldn'to penAccessf ile%sf orr eading",
acl _file);
|l og _toast(pi," Couldn'tr eada ccessf ile");
exit(-1);
}

whi | e ( tokeni ze_line(acf)= =0){
tokeni zed_line_t* tlp;
tlp=a cf->pf_tokenized_Iline;
if( tlp->tl_ntokens<2 ){
sysl og(LOG ERR " ERROR - Note noughf ieldsl ine%d,i n%s",
tlp->tl _I num
acf - >pf _f nane) ;
}
el se{
i f( match_proxy(pdp,p i,t Ip->tl_tokens[1])){
if( stremp(tlp->tl_tokens[O0]," allow')= =0){
inti ;
for( i=2 ;i <tlp->tl_ntokens;i ++){
i f( match_connection(pi,t Ip->tl_tokens[i])){
parser_cl osefil e(acf);
return;
}
}
}

elsei f( strcenp(tlp->tl_tokens[O0]," paranoid')= =0){
if( tlp->tl_ntokens! =2){
sysl og(LOG ERR " ERROR - \"paranoid\"t akeso nlyo neargunent,
line%d,i n%s",
tlp->tl_I num
acf->pf _f nane);
}
i f( paranoia(pi)){
snprintf(tbuf,1 024," triggeredp aranoia,l ine%do f%s",
tlp->tl _I num
acf - >pf _f nane);
| og_toast(pi,t buf);
exit(-1);
}
}

elsei f( strcenp(tlp->tl_tokens[O0]," check")= =0){
if( tlp->tl_ntokens! =2){
sysl og(LOG ERR " ERROR - \"check\"t akeso nlyo neargunent,
line%d,i n%s",
tlp->tl_I num
acf->pf _f nane);
}

par anoi a(pi);/ * dop aranoiac heck,b utc ontinue* /

elsei f( strcenp(tlp->tl_tokens[O0]," deny")= =0){
inti ;
for( i=2 ;i<t | p->tl _ntokens;i ++){
i f( match_connection(pi,t Ip->tl_tokens[i])){
snprintf(tbuf,1 024, "accessdeniedbyl ine%dof %",
tlp->tl_I num
acf - >pf _f nane);

94



| og_toast(pi,t buf);
exit(-1);
}
}
}

#i f def K | DENT

elsei f( strenp(tlp->tl_tokens[0]," kident")= =0){

inti ;
for( i=2 i<t | p->tl _ntokens;i ++){
i f( match_connection(pi,t Ip->tl_tokens[i])){
/*T hismeanswe e xpectc onnectionsf romt hi sh ost
*t obehandingusk erberosi denti nfo.Wemustc onvert
*w hatw eh avef romanyi dentr esponsee xtractt her
*u sernaneandverifyt hevalidityoft hek erberost icket
*/
juni per_krb_ident(pi);
/*p i->clean_idents houldnowbet her ealu sernanee xtracted
*f romthek erberosi nfo.Wenowcontinue,a ndallf uture
*r uleswillm atcha gainstt hisi nfo.
*/
}
}
}
el se{

sysl og(LOG ERR," ERROR - Actionmustb e \"allow", \"paranoid\",
\"deny\",o0 r \"kident\"a tl ine%di n%s",
tlp->tl _I num
acf->pf _f nane);
}
#el se
el se{
sysl og(LOG ERR " ERROR - Actionmustb e \"allow", \"paranoid\",
or \"deny\"a tl ine%di n%s",
tlp->tl_I num
acf->pf _f nane);
}
#endi f

}

}
}
/*1 fwer eadt hewholef ileandgott hroughi t,wedidn tm atch
*s onethingt oexplicitlyalloword enyi t,s ot hedefaulta ction
*i salwayst odenyi t

*/
snprintf(tbuf,1 024, "noallowingmatchi n%s",

acf - >pf _f nane);

| og_toast(pi,t buf);
exit(-1);

Juniper firewall —Rotinas de kernd

/*
*J uniperf irewall - kernelr outines
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*

*C opyright( c)1 996,1997, 1998, 1999 Obtuse Systens C orporati on

*a llr ightsr eserved

*

*THSSOFTWARE | SPROVIDED * "AS| S''W | THOUT A NY WARRANTI ES
*OFANYKIND. U SEOFTHE SOFTWARE ( W TH OR W THOUT MQDI FI CATI ONS)

*I NTH SORANY FORMFORANY PURPCSEI SATYOUROW RISK. | F

*Y OUFINDTH STO BE UNACCEPTABLE THEN DON T USE T HE S OFTWARE.

*

*T hiss oftwarei sparto fO btuseSystenmsCorporation's JuniperF irewall
*T oolkit.U seoft hiss oftwarei sc overedbyt het ernso ft heJ uni per
*L icenseAgreement.Ac opyo ft hisagreementi si nt hef ilelL | CENSE
*i ncludedwitht heJ uniperr el ease.

*

*C ontacti nfo@btuse.comify ourc opyo ft hef ileL ICENSEi smi ssing.
*/

#ifdef _ _linux__

#i fdefO

#defineV12 /[/*D efinef ork ernel<l .3%*/
#endi f

/*|l inuxk erneli ncludes* /
#include < linux/types. h>

#i ncl ude < | i nux/ ker nel . h>
#incl ude < | i nux/ sched. h>
#incl ude < |i nux/ nm h>
#include<linux/string. h>
#i ncl ude < |i nux/ errno. h>

#i ncl ude < i nux/config. h>

#incl ude < | i nux/ socket . h>

#i ncl ude < | i nux/ socki os. h>
#include <l inux/in.h>

#incl ude <l i nux/inet. h>

#i ncl ude < | i nux/ net devi ce. h>
#i ncl ude < | i nux/ et her devi ce. h>
#include <linux/proc_fs.h>
#include< linux/stat.h>

#ifdefV 12

#i ncl ude" snnp. h"
#include" ip.h"

#i ncl ude" protocol.h"
#include" route. h"
#include" tcp. h"

#i ncl ude" udp. h"

#el se

#i ncl ude < net/snnp. h>
#include<net/ip. h>

#i ncl ude < net/ protocol . h>
#incl ude < net/route. h>
#include<net/tcp. h>
#i ncl ude < net/ udp. h>
#endi f

#i ncl ude < | i nux/ skbuff. h>
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#i f def V12

#i ncl ude "sock. h"

#i ncl ude "arp. h"

#i ncl ude "icnp. h"

#i ncl ude "raw. h"

#el se

#i ncl ude <net/sock. h>

#i ncl ude <net/arp. h>

#i ncl ude <net/icnp. h>

#i ncl ude <net/raw. h>

#i ncl ude <net/checksum h>

#endi f

#i ncl ude <linux/ignp. h>
#include <linux/ip_fw h>

#incl ude <linux/juniper_firewall.h>
#define printf printk /* sigh */

#el se

/* Bezerkel ey kernel includes */
#i ncl ude <sys/param h>

#i ncl ude <sys/types. h>

#i ncl ude <sys/nmal |l oc. h>

#i ncl ude <sys/nmbuf. h>

#i ncl ude <sys/errno. h>

#i ncl ude <sys/ protosw. h>

#i ncl ude <sys/socket. h>

#i ncl ude <sys/proc. h>

#i

ncl ude <machi ne/ cpu. h>

#include <net/if. h>

#i ncl ude <net/route. h>

#i ncl ude <net/netisr. h>

#incl ude <netinet/in.h>

#i ncl ude <netinet/in_systm h>
#i ncl ude <netinet/ip.h>
#ifdef _ FreeBSD _

#i ncl ude <sys/queue. h>

#i ncl ude <sys/systm h>

#incl ude <netinet/ip_var. h>
#endi f

#i ncl ude <netinet/in_pcbh. h>
#i ncl ude <netinet/in_var. h>
#incl ude <netinet/juniper_firewall.h>
#i ncl ude <sys/systm h>

#i ncl ude <sys/sysl og. h>

int juniper_silent = 0; /* Let people make the kerne
#endi f

/*
* Sanity check on JUNI PER {$CsS} vari abl es
*/

#i fdef JUN PER_LI NUX
/[* life is wonderful in Linux |land */
# ifdef JUN PER _BSD

slightly quieter */

%W8olife is weird - both JUNIPER_LINUX and JUNI PER _BSD are defined
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# endif
#el se
# ifdefJ UN PER BSD
/*1 ifei swonderfuli nBerkeleyl and* /
# el se
%80l ifei sNOTwonderful - oneofJ UNIPER _LINUXorJ UN PER BSD must
be d efi ned
# endif
#endi f

/*
*V ectoro ft rustedi nterfacen anes
*/

statici nt max_trusted_if_count=0 ,t rusted_if_count=0 ;
staticc har* *trusted_ifs=0 ;

/*
*Defineani nterfaceast rusted.
*/

i nt
juni per_define_trusted_if(c har* ifnane,i nti fname_len)

{

registeri nti x;

/*

*Bailo utn owi fwearen'tr oot. shouldbec heckedbyc aller
*i fw ewantt ocatchi tg racefully.l fs anityc heckf ailsh ere
*g eto utf ast,s omething' swrong.

*/

#i f defJ UN PER_LI NUX
i f( !suser())
ret urn E PERM

#endi f
/*
*Makes uret hatt herei saOb ytes omewherei nsidet hep araneter.
*/
for(i x=0 ;i x<i fnane_len;i x+=1){
if(i fname[ix]= =" \0"){
br eak;
}
}
if(i x==i fname_len){
return( El NVAL) ;
}
/*
*L ookf ort hei nterface( thisain'tc alledmuch sos peedain'to f
t he
*e ssence)
*/
for(i x=0 ;i x<t rusted_if_count;i x+=1){

if(s trcenp(trusted_ifs[ix],ifname)= =0){
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br eak;

}
}

/*
* |f we found it then it is already trusted
*/

if (ix <trusted_if_count ) {
return( EALREADY); /* Already trusted */

}
/*

* Do we need to expand the vector?

*/

if ( trusted_if_count == max_trusted_if_count ) {

char **ol d_vector;
i nt new_nax;

old_vector = trusted_ifs

new nmax = mex_trusted_i f_count + 10;
#i f def JUNI PER_BSD

trusted_ifs = (char **)mall oc(new_nmax*si zeof (char *), M DEVBUF,
M _DONTWAI T) ;
#endi f
#i f def JUNI PER_LI NUX

trusted_ifs = (char **)kmal | oc(new_max*si zeof (char *), GFP_KERNEL);
#endi f

if ( trusted_ifs == 0 ) {

r et ur n( ENGSPC) ;

}
if ( old_vector !'=0) {
for ( ix =0; ix <trusted_if_count; ix += 1) {
trusted_ifs[ix] = old_vector[ix];
/* Say no to leaks. free the old ones :-)*/

}
#i f def JUNI PER_BSD
free(ol d_vect or, M DEVBUF) ;
#endi f
#i f def JUN PER_LI NUX
kfree_s(old_vector, max_trusted_if_count*sizeof (char *));

#endi f
}
mex_trusted_i f_count = new_nmx;
}
/*
* Add the interface to the vector
*/

{
#i f def JUNI PER_BSD
regi ster char *p
p = (char *)malloc( strlen(ifnanme) + 1, M DEVBUF, M DONTWAIT );
if (p=0){
r et ur n( ENGSPC) ;

}
strcpy(p, i fnane);
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trusted_ifs[trusted_if_count++]=p ;

#endi f

#i f defJ UN PER_LI NUX
trusted_ifs[trusted_if_count++]=i fnane;

#endi f

}
| og(LOG I NFO " Addedt rustedi nterface: % s\n"
trusted_ifs[trusted_if_count - 1]);

return(0);

}

/*
*| sas pecifiedi nterfacenaneat rustedi nterface?
*/

i nt
juni per _trusted_ifname(constc har* ifnanme)
{
registeri nti x;
for(i x=0 ;i x<t rusted_if_count;i x+=1){
registerc har* pp=t rusted_ifs[iXx];
registerc onstc har* pt=i fnaneg;
registerc harc h;
/*o ptimzeouta |Ils trcnpcalls: -)* /
while( (ch=* pt++)= =* pp++)
if( ch==0)
return(l);
return(0);
}

/*
*| sa specifiedi nterfaceat rustedi nterface?

*

*| nvalidnanmesarenott rusted
*/

#i f defJ UN PER_BSD
i nt
juniper_trusted_ if(structi fnet* ifp)
{
if(i fp==NULL){
return(-1);

}

#i f def | FNAMSI Z
/*NetBSD>1 .1hasi f_xname==nane+unit,u nlike
*o I der/other* BSD swhichhavei f_nameandi f_unit
*gs eperate.
*/

if(s trlen(ifp->if_xname)>J UN PER_MAX_ | F_NAMELEN ){
return(0);
}
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return(j uniper_trusted_ifname(i fp->if_xnane)) ;
#el se
/*We'reona* BSDt hat hasi f_nanmeandi f_units eperately* /

if(s trlen(ifp->if_nanme)>J UN PER MAX | F_NAMELEN ) {
return(0);

}

/*Closeyoure yes...* /

chart buf [ JUNI PER_MAX | F_NAMELEN+10];
registerc har* p,* q;
registeri ntu num

p=& tbuf[ JUNI PER_MAX_ | F_NAMELEN+10] ;
*--p=" \0";
unum=i fp->if_unit;
if(u num==0){
*__p:- 0';
le I'se{

while(u num>0){
*--p=" 0'+( unum%10);
unum/ =1 0;

}
}

unum=s trlen(ifp->if_nane);
g=i fp->if_name+u num
while(u num- >0){

if(q! =i fp->f_nane){
printf("p=%,q =%,i f_nanme=%\n",
p,q,ifp->if_nane);
pani c("backwardss trcpys crewedu p");

return(j uniper_trusted_ifnanme(p)) ;

}
#endi f

}
#endi f

#i f defJ UN PER_LI NUX
i nt
juniper _trusted_ if(structd evice* dev)

{

if(d ev==NULL){
return(-1);

}
if(s trlen(dev->nane)>J UN PER_MAX_ | F_NAMELEN ){
return(0);

return(j uniper_trusted_ifnane(d ev->nane)) ;

}
#endi f
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/*
*F lushallt het rustedi nterfaces
*/

static

voi d

juni per _flush_trusted_ifs(void)
{

registeri nti x;

for(i x=0 ;i x<t rusted_if_count;i x+=1){
#i f defJ UNI PER_BSD
free(trusted_ifs[ix], M DEVBUF);
#endi f
#i f defJ UNI PER_LI NUX
kfree_s(trusted_ifs[ix],s trlen(trusted_ifs[ix])+1);
#endi f

}

trusted_if_count=0 ;

return;
}
#ifdefJ UNFPER BSD/ *S tarto fB SD-onlyf unctions* /
/*

*P rocessnornmall PJ[ gs]etsockoptc alls

*

*R eturnv al ues:

* -1:0 ptionnotr ecognized
* 0:0 ptionr ecogni zeda ndp rocessed
* >0:e rrnovaluet or eturnt oc aller
*/

i nt

juni per i p_sockopt(into p,i nto ptnane,s tructm buf* *mstructi npcb
*inp)
{

inte rror;
structp roc* p;

error=0 ;

switch(o ptnanme)({

casel P_JUNI PER_DEFI NE_TRUSTED I F:
/*Onlyr ootc anuset hisoption*/

p=c urproc;/ *%%owon'tw orkonanS M %%%6*/
error=s user(p->p_ucred, & p->p_acfl ag);
if(e rror==0){
if(o p==PRCO SETCOPT){
if(* m==0){
error=E | NVAL;
} else{
error=j uniper_define_ trusted_if(mtod(*mchar*),(*n)-
>mlen) ;
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le I'se{
/*T herei snogetf ormoft hisr equest* /
error=E | NVAL;
}
}
return(error);
casel P_JUNI PER FLUSH TRUSTED | FS:
/*Onlyr ootc anuset hisoption*/

p=c urproc;/ *%%owon'tw orkonanS M %%%6*/
error=s user(p->p_ucred, & p->p_acfl ag);
if(e rror==0){
if(o p==PRCO SETCOPT){
juniper _flush_ trusted_ifs();
error=0 ;
le I'se{
/*T herei snogetf ormoft hisr equest* /
error=E | NVAL;

}

return(error);
casel P_JUNI PER_SOCKET:

if(o p==PRCO SETOPT){
if(m= =0){
error=E | NVAL;
}e Isei f(* ntod(*mi nt* )= =0){
i np->i np_j uni per _socket=0 ;
le Ise{
i np->i np_j uni per _socket=1;

le I'se{
*m=m_get (MWAI T, M T_SCOPTS) ;
*mod(*mi nt* )=i np->inp_juniper_socket;
(*m->mlen=s izeof(int);
}
return(error);
defaul t:
return(-1);
}
}
/*

*Contenplatec apturingap ackett hati sn'tf ort hish ost
*/

i nt
j uni per _capture_packet(registers tructm buf* m

{
registers tructi p*ip;
registers tructi n_ifaddr* ia;
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ip=mtod(ms tructi p*);

/*

*I fi ti sn'"tc omngf romak nowmi nterfacet hendropt hep acket.
*

*U nknown interfacesareuntrusted( byd efinition)

*/

if(( m>mflags&M _PKTHDR)= =0| |m ->mpkthdr.rcvif= =0){

| og(LOG | NFO " juni per (unknown): droppingnot-for-usp acketf rom
%l. %d. %d. %dt o %d. %d. %d. %@\ n",

((unsignedc har* )& p->ip_src.s_addr)[0],

((unsignedc har* )& p->ip_src.s_addr)[1],

((unsignedc har* )& p->ip_src.s_addr)[2],

((unsignedc har* )& p->ip_src.s_addr)[3],

((unsignedc har* )& p->ip_dst.s_addr)[0],

((unsignedc har* )& p->ip_dst.s_addr)[1],

((unsignedc har* )& p->ip_dst.s_addr)[2],

((unsignedc har* )& p->ip_dst.s_addr)[3]);

return(-1);
}
/*
*I fi ti sn'"tc omngf romat rustedi nterfacet hendropt hep acket.
*/

if(j uniper_trusted_if(m>mpkthdr.rcvif)< =0){

#i f def | FNAMSI Z

| og(LOG | NFO " juniper(%): droppingnot-for-usp acketf rom
%l. %d. %d. %dt o %d. %d. %d. %@\ n",

m >m pkt hdr. rcvif->i f_xnane,
#el se

| og(LOG_ | NFO " j uni per (%%): droppingnot-for-usp acketf rom
%l. %d. %d. %dt o %d. %d. %d. %@\ n",

m >m pkt hdr. rcvif->if_nane,

m >m pkthdr.rcvif->if_unit,
#endi f

((unsignedc har* )& p->ip_src.s_addr)[0],

((unsignedc har* )& p->ip_src.s_addr)[1],

((unsignedc har* )& p->ip_src.s_addr)[2],

((unsignedc har* )& p->ip_src.s_addr)[3],

((unsignedc har* )& p->ip_dst.s_addr)[0],

((unsignedc har* )& p->ip_dst.s_addr)[1],

((unsignedc har* )& p->ip_dst.s_addr)[2],

((unsignedc har* )& p->ip_dst.s_addr)[3]);

return(-1);
}
/*
*I fi ti ss onmethingt hatc an'tb ef orwardedt hendon'tc apturei t
*/
if(m ->mflags&M _BCAST| |i n_canforward(ip->ip_dst)= =0){

return(-1); /*Punt!* /

/*
*Whichi nterfacewouldt hisp acketb es ento utv ia(ifwel eti t)?
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*/
}

*/

ia=( structi n_ifaddr* )i p_rtaddr(ip->ip_dst);
if(i a==NULL){
return(-1); /*Nor oute - punt!* /

}

/*
*] sout-boundi nterfacet rusted?
*/

if(j wuniper_trusted_if(ia->a_ifa.ifa_ifp)>0){
return(0); /*I nterfacei st rusted - wewon'tc apturei t
*a | thoughwemightf orwardi ti n" ip_input.c".
*/
}

return(l); /* Qut-boundi nterfacei suntrusted - capturei t.

#endif /*e ndofB SD-onlyf unctions* /

#ifdefdJ UNIPER LINUX/ *s tarto fL inux-onlyf unctions* /

intj

uni per _capture_packet(regi sters tructs k_buff* skb)

registers tructi phdr* iph=s kb->h.iph;
structr table* rte;

/*
*I fi ti sn'"tc omngf romak nowmmi nterfacet hendropt hep acket.

*

*U nknowni nterfacesareuntrusted( byd efinition)
*/

if(s kb->dev==0){
printf("juniper(unknown): droppingnot-for-usp acketf rom

%l. %d. %. %t o0 %d. %d. %d. %\ n",

((unsignedc har* )& ph->saddr)[0],
((unsignedc har* )& ph->saddr)[ 1],
((unsignedc har* )& ph->saddr)[ 2],
((unsignedc har* )& ph->saddr)[ 3],
((unsignedc har* )& ph->daddr)[ 0],
((unsignedc har* )& ph->daddr)[ 1],
((unsignedc har* )& ph->daddr)[ 2],
((unsignedc har* )& ph->daddr)[3]);
return(-1);

}

/*
*| fi ti sn'"tc omngf romat rustedi nterfacet hendropt hep acket.
*/

if(j uniper_trusted_if(skb->dev)< =0) {
printf("juniper(%): droppingnot-for-usp acketf rom%. %l. %. %d

t o %d. %l. %d. %\ n",

skb- >dev- >nane,
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((unsignedc har* )& ph->saddr)[0],
((unsignedc har* )& ph->saddr)[ 1],
((unsignedc har* )& ph->saddr)[ 2],
((unsignedc har* )& ph->saddr)[ 3],
((unsignedc har* )& ph->daddr)[ 0],
((unsignedc har* )& ph->daddr)|[ 1],
((unsignedc har* )& ph->daddr)[ 2],
((unsignedc har* )& ph->daddr)[3]);

return(-1);
}
/*
*I fi ti ss onethingt hatc an'tb ef orwardedt hen don'tc apturei t
*/

if(s kb->pkt_type==PACKET_MJLTI CAST) {
return(0); /*L ets omethingelsedealw ithi t.* /

}
/*
*Whichi nterfacewoul dt hisp acketb es ento utv ia(ifwel eti t)?
*/
#ifdefVv 12
rte=i p_rt_route(iph->daddr, N ULL,N ULL);
#el se
rte=i p_rt_route(iph->daddr,0 );
#endi f
if(r te==NULL){
return(0); /*Nor oute - lets onethingelsedealwithi t.* /
}
/*
*| sout-boundi nterfacet rusted?
*/

if(j wuniper_trusted if(rte->rt_dev)>0){
return(0); /*I nterfacei st rusted - wewon'tc apturei t
*a | thoughwemightf orwardi ti n" ip_input.c".
*/
}

return(l); /*1 nterfacei suntrusted - capturet hep acket.

/*
*ProcessallL inuxl P[ gs]etsockoptc alls.

*

*Callv al ues:

* op:1f ors et,0f org et
* opval:u sermenory

* oplen:I engthofo pval
*

*R eturnv al ues:

*

ENOPROTOOPT : 0 ptionn otr ecogni zed
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0 : option recogni zed and processed
>0 : errno value to return to caller

*

*/

i nt
juni per _linux_ip_sockopt(int op, int optname, struct sock *sk, char
*optval, int *optlen)

{

int error;

error = 0;
switch ( optname ) {

/* privil eged socket options */
case | P_JUNI PER DEFI NE_TRUSTED | F:
if (!'suser()) {
print K(KERN_ERR "juni per: non-root user attenpted to define trusted
interface\n");
r et ur n( EPERM ;
}
if (op==1){
char * new f nane;
error=verify_area(VER FY_READ, optval, *optl en);
if(error)
return error;
newi f name = knall oc(*optlen * sizeof (char), GFP_KERNEL);
if ( newifname == 0 ) {
return ENGSPC;
}

mencpy_fronfs(new f nane, optval, *optlen);
error = juniper_define_trusted_if(new fname, *optlen);
if (error '=0) {
kfree_s(new fname, *optlen * sizeof(char));
}

} else {

/* There is no get formof this request */

error = ElI NVAL;

}

return(error);

case | P_JUNI PER FLUSH TRUSTED | FS:

if (!suser()) {

print K(KERN_ERR "juni per: non-root user attenpted to flush trusted
interfaces\n");

r et ur n( EPERM ;

if (op==1){

juniper _flush_ trusted_ifs();

error = 0;

} else {

/* There is no get formof this request */
error = ElI NVAL;

}
return(error);

/* normal options */

case | P_JUNI PER_SOCKET:
if (op==1){
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if ( optval == NULL ) {
error = ElI NVAL;

} else {
int val;
error=verify_area(VER FY_READ, optval, sizeof(int));
if(error)
return error;
#i f def V12
val = get _fs long((int *) optval);
#el se
val = get _user((int *) optval);
#endi f
if (val == 0) {
sk->sk_j uni per _socket = 0;
} else {
sk->sk_j uni per _socket = 1;
}
} else {
error=verify_area(VER FY_WRI TE, optval, sizeof(int));
if(error)

return error;
error=verify_area(VER FY_WRI TE, optlen, sizeof(int));
if(error)
return error;
#i f def V12
put _fs_long(sizeof(int), (int *) optlen);
put _fs_long((int)sk->sk_juniper_socket, (int *) optval);
#el se
put _user(sizeof (int), (int *) optlen);
put _user ( (i nt)sk->sk_juniper_socket, (int *) optval);
#endi f
}

return(error);

def aul t:
r et ur n( ENOPROTQOOPT) ;

}

#endif /* end of Linux-only functions */

Andlise gramatical do ar quivo juniperd.conf*®

/*
* Parse the juniperd.conf file
*/

S www . obtuse.comvjuniper/
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char *juni per_parse_config_copyright =

"Copyright 1996 - (btuse Systens Corporation - Al rights reserved."
char *juni per_parse_config_rcsid = "Juniper $ld: parse_conf file.c,v 1.4
1999/ 03/ 14 03:27:29 beck Exp $";

/*

* RCS information:

* $1d: parse_conf_file.c,v 1.4 1999/03/14 03:27:29 beck Exp $
*/

#i ncl ude <stdio. h>
#incl ude <stdlib. h>

#i ncl ude <string. h>
#incl ude <netinet/in.h>
#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>
#i ncl ude <pwd. h>

#i ncl ude <net db. h>

#i ncl ude <ctype. h>
#incl ude <fcntl. h>

#i ncl ude <errno. h>

#i

ncl ude <t parser.h>

#i ncl ude <juni per_util.h>
#i ncl ude <juni perd. h>

voi d
free_proxy_cnd_desc(proxy_cnd_desc_t *pcdp)

{
char **pp;

if ( pcdp == NULL ) {
return;

}

i

f ( pcdp->pcd_parms != NULL ) {
for ( pp = pCdp' >pCd_parmS, *pp | = NULL, pp += 1 ) {
free(*pp);
}

free(pcdp->pcd_parns) ;

i f (pcdp->pcd_binary !'= NULL)
free(pcdp->pcd_bi nary);
i f (pcdp->pcd_binary_nmd5 !'= NULL)
free(pcdp->pcd_bi nary_nd5) ;
i f (pcdp->pcd_binary_stat != NULL)
free(pcdp->pcd_binary_stat);
}

voi d
free_proxy_desc(proxy_desc_t *pdp)
{

if ( pdp->pd_nane != NULL ) free(pdp->pd_nane);
free_proxy_cnd_desc( pdp->pd_captured_proxy );
free_proxy_cnd_desc( pdp->pd_trusted_daenon );
free_proxy_cnd_desc( pdp->pd_untrusted_daenon );

free(pdp);
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}

voi d
free_conf _file(conf _file t* cfp)
{
proxy_desc_t* *pdpp;
char* *tifpp;
for(p dpp=c fp->jc_proxies;* pdpp! =NULL;p dpp+=1){
free_proxy_desc(*pdpp);
}
free(cfp->jc_proxies);
for(t ifpp=c fp->jc_trusted_ifs;* tifpp! =NULL;t ifpp+=1){
free(*tifpp);
}
free(cfp->jc_trusted_ifs);
if(c fp->jc_proxy_ directory! =NULL)f ree(cfp->jc_proxy_directory);
free(cfp);
}
char*
parse_trusted_if(parser_file_t* pf)
{
structt okenized_line* tlp;
char* p;
tlp=p f->pf_tokenized_line;
if(t |Ip->tl_tokens[1]= =NULL){
parser_error(pf,"mssingi nterfacenaneont rusted-ifl ine");
return( NULL);
}
if(t |Ip->tl_tokens[2]! =NULL){
parser_error(pf,"toomanyp aranmeterso nt rusted-ifl ine");
return( NULL);
}
p=t |p->tl_tokens[1];
if(* p=="\0"){
parser_error(pf,"nulli nterfacenameont rusted-ifl ine");
return( NULL);
}
return(s trdup(t |p->tl_tokens[1])) ;
}
char*

parse_proxy_directory(parser_file_t* pf)

{

structt okenized_line* tlp;
char* p;
structs tats buf;

tlp=p f->pf_tokenized_line;
if(t |Ip->tl_tokens[1]= =NULL){
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parser_error(pf,"mssingdirectorynameonproxy-directoryl ine");
return( NULL);

}

if(t |Ip->tl_tokens[2]! =NULL){
parser_error(pf,"toomanyp arameterso np roxy-directoryl ine");
return( NULL);

}

p=t |p->tl_tokens[1];

if(* p=='10){
parser_error(pf,"nulli nterfacenameonproxy-directoryl ine");
return( NULL);

}

if(e pt="171"{
parser_error(pf,"directoryn aneonproxy-directoryl inemusts tart
withal/ ");
return( NULL);
}

if(s tat(p,&sbuf)! =0){
parser_error(pf,"can'ts tat \"9%\"", p);
return( NULL);

}

if(( sbuf.st_nmde&S IFDIR = =0){
parser_error(pf,"\"%\"i sn'tad irectory",p);
return( NULL);

}

return(s trdup(t |p->tl_tokens[1])) ;
}

i nt
parse_proxy_port(parser _file_ t* pf,p roxy_desc_t* pdp)
{

structt okenized_line* tlp;

char* nextch;

tlp=p f->pf_tokenized_line;

if(t |Ip->tl_tokens[1]= =NULL){
parser_error(pf,"m ssingp ortn anme/ nunber");
return(l);

}

if(t |Ip->tl_tokens[2]! =NULL){
parser_error(pf,"junka fterp ortn ane/ nunmber");

return(l);
}
if(i sdigit(*(tlp->tl_tokens[1]))){
| ong p num
pnum=s trtol (t | p->tl_tokens[1],& nextch,1 0) ;
if(* nextch! =" \0'"| |p num>6 5535){
parser_error(pf,"invalidp ortn unber");
return(l);
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}
pdp->pd_port=h tons(( u_short)pnum);

return(0);
le I'se{
structs ervent* svp;

if(p dp->pd_protocol! =1 PPROTO TCP) {
parser_error(pf,"protocoli sn'tl PPROTO TCP");
return(l);

}
svp=g etservbynane(t |p->tl _tokens[1]," tcp") ;
if(s vp==NULL){
par ser_error(pf,"unknowmns ervicenane \"%\"",tlp-
>t| _tokens[1]);
return(l);
}

pdp->pd_port=s vp->s_port;

return(0);

}
}

i nt
par se_proxy_usernanme(parser _file_t* pf,p roxy_desc_t* pdp)

{
structt okenized_line* tlp;
structp asswd* pwp;

tlp=p f->pf_tokenized_line;

if(t |p->tl_tokens[1]= =NULL){
parser_error(pf,"m ssinguseri d/ nane");
return(l);

}

if(t |Ip->tl_tokens[2]! =NULL){
parser_error(pf,"junka fteru sern ane");
return(l);

}

pwp =g etpwnan(tl p->tl _tokens[1]);
if(p wp==NULL){
parser_error(pf,"invalid/ unknownusern ame \"%\"",tl p-
>t| _tokens[1]);
return(l);

}

pdp->pd_usernane =s trdup(tlp->tl_tokens[1]);
pdp->pd_uid=p wp->pw_ui d;
pdp->pd_gid=p wp->pw_gi d;

return(0) ;
}
i nt
parse_proxy_options(parser_file_t* pf,p roxy_desc_t* pdp,i nt
got _options)
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struct tokenized_line *tlp;
static int got_option_vpc,
got _option_pc,

got _option_upc

got _option_wp,

got _option_ui

got _option_ti,

got _option_ci,

got _option_debug

got _option_acct,

got _option_tineout,

got _opti on_naxsessi ons,
got _option_honest,

got _option_ipnat,

got _option_ipnat_bc,
got _option_no_rdns,

got _option_no_t _rdns,
got _option_no_u_rdns,
got _option_no_c_rdns;
int got_error = O;

char **tp

tlp = pf->pf_tokenized_line

if ( tlp->tl_tokens[1] == NULL ) {
parser_error(pf,"no options specified on options line");
return(l);

}

if (!got_options) {
got _option_vpc
got _option_upc
got _option_pc = 0;
got _option_wp = 0;
got _option_debug = 0;
got _option_acct = O;
got _option_tineout = O;
got _option_maxsessi ons = O;
got _option_honest = O;
got _option_ipnat = 0;
got _option_ipnat_bc = 0;
got _option_no_rdns =

= 0;
= 0:

1

0;
got_option_no_t_rdns = O;
got _option_no_u_rdns = 0;
got _option_no_c_rdns = O;

got _option_ui = 0;
got _option_ti = 0;
got _option_ci = 0;

}
for ( tp = tlp->tl_tokens + 1; *tp != NULL; tp += 1) {
if ( strenp(*tp,"verify-privileged-client") == 0) {
if ( got_option_vpc ) {
par ser _war ni ng( pf,

"verify-privileged-client option appears nore than once");

}
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”%s"

if ( got_option_pc ) {
par ser _war ni ng( pf,
"option verify-privileged-client option is inplied %",
"by privileged-client option");

}

pdp->pd_verify_privileged_client = 1;

got _option_vpc = 1;

} else if ( strcnp(*tp,"use-privileged-port") == 0 ) {

if ( got_option_upc ) {
par ser_war ni ng( pf, "use-privil eged-port option appears %"
"nmore than once");

}

if ( got_option_pc ) {
par ser_war ni ng( pf, "opti on use-privil eged-port option is %",
"inplied by privileged-client option");

pdp- >pd_use_privil eged_port = 1;
got _option_upc = 1;

} else if ( strcecnp(*tp,"privileged-client") == 0 ) {

if ( got_option_pc ) {
par ser_warni ng(pf, "privil eged-client option appears nore %",
"than once");

}
if ( got_option_vpc ) {
par ser_war ni ng( pf, "option verify-privileged-client option

"is inplied by privileged-client option");

}

if ( got_option_upc ) {
par ser_war ni ng( pf, "opti on use-privil eged-port option is %",
"inplied by privileged-client option");

}

pdp->pd_verify_privileged_client = 1;

pdp->pd_use_privil eged _port = 1;

got _option_pc = 1;

} else if ( strenp(*tp,"wldports”) == 0 ) {

if ( got_option_wp ) {
par ser_warni ng(pf,"w | dports opti on appears %"
"nmore than once");

}

pdp->pd_wi | dports = 1;

got _option_wp = 1;

} else if ( strcecnp(*tp,"acct”) == 0 ) {

if ( got_option_acct ) {
par ser _war ni ng( pf, "acct option appears %"
"nmore than once");

pdp- >pd_acct = 1;
got _option_acct = 1;

} else if ( strncnp(*tp,"debug”,
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strlen("debug"))= =0){
char* cp;
cp=(*tp)+strlen("debug");
if(g ot_option_debug)/{
par ser _war ni ng( pf, "debug o pti ona ppears %s"
"nmoret hano nce");

}
if( !'*cp){
pdp- >pd_debug=1 ;
got _option_debug=1 ;
}
el se{
if( *cp=='=){
cp++;
i f( sscanf(cp," %",& (pdp->pd_debug))= =1){
got _option_debug=1 ;
le I'se{
par ser_error(pf,"unknown argunentt odebug \"%\"", *cp);
got _error=1 ;
}
}
el se{
par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1;

}

}e Isei f(s trncnp(*tp,"tineout”,
strien("tinmeout"))= =0){
char* cp;
cp=(*tp)+strlen("ti meout");
if(g ot_option_timeout){
par ser_war ni ng(pf,"ti meouto ptiona ppears %s"
"nmoret hano nce");

}

if (*cp){
parser_error(pf,"timeouto ptionr equiresat ineargument");
got _error=1 ;

}
el se{
if( *cp=='=){
cp++;
i f( sscanf(cp," %",& (pdp->pd_tineout))= =1){
got _option_tineout=1 ;
le I'se{
par ser_error(pf,"unknownargunmentt ot i meout \"%\"", cp);
got _error=1 ;
}
}
el se{
par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1 ;
}
}e I'sei f(s trncnp(*tp, " maxsessions",
strlen("mxsessions"))= =0){
char* cp;

cp=(*tp)+strlen(" maxsessi ons");
if(g ot_option_naxsessions){
par ser _war ni ng( pf, "maxsessi ons o pti ona ppears %s"
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"nmoret hano nce");

}
if( !'*cp){
par ser_error(pf,"maxsessionso ptionr equiresan uneric
argument ") ;
got _error=1 ;
}
el se{
if( *cp=='="){
i nt m axsessi ons;

cp++;
i f( sscanf(cp," %",& (maxsessions))= =1){
got _option_maxsessions=1 ;
if(m axsessions<3){
parser_error(pf,"invalidmaxsessionsv alue \"%\"( nust
beatl east3 )",cp);
got _error=1 ;
le I'se{
pdp- >pd_maxsessi ons =m axsessi ons;

}
le I'se{
par ser_error (pf,"unknowna rgunentt omaxsessions
\"%s\"", cp);
got _error=1 ;
}
el se{

par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1 ;

}

}
}e Isei f(s trncnp(*tp,"captured-ident"”,
strlen("captured-ident"))= =0){

char* cp;

cp=(*tp)+strlen("captured-ident");

if(g ot_option_ci){
par ser_war ni ng( pf, "captured-i dento ptiona ppears %s"
"nmoret hano nce");

}
if( '*cp){
pdp->ci=1 O0;
got _option_ci=1 ;
}
el se{
if( *cp=="=){
cp++;
i f( sscanf(cp,” %",& (pdp->ci))= =1){
got _option_ci=1 ;
le I'se{
par ser_error(pf,"unknowna rgunmentt oc aptured-ident
\"os\"", *cp);
got _error=1 ;

}

el se{
par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1 ;

}

116



}e Isei f(s trncnp(*tp,"trusted-ident",
strlen("trusted-ident"))= =0){
char* cp;
cp=(*tp)+strlen("trusted-ident");
if(g ot _option_ti){
par ser_war ni ng(pf, "trusted-i dento ptiona ppears %s"
"nmoret hano nce");

}
if( !'*cp){
pdp->ti=1 O0;
got _option_ti=1 ;
el se{
if( *cp=='=){
cp++;

i f( sscanf(cp," %",& (pdp->ti))= =1){
got _option_ti=1 ;
le I'se{
par ser_error (pf,"unknowna rgunentt ot rusted-ident
\"os\"", *cp);
got _error=1 ;
}
}
el se{
par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1 ;
}
}

le Isei f(s trncnp(*tp,"untrusted-ident",
strlen("untrusted-ident"))= =0){
char* cp;
cp=(*tp)+strlen("untrusted-ident");
if(g ot_option_ui){
par ser_war ni ng( pf, "untrusted-i dento ptiona ppears %s"
"nmoret hano nce");

}
if( !'*cp){
pdp->ui=1 O0;
got _option_ui=1 ;
el se{
if( *cp=='=){
cp++;

i f( sscanf(cp," %",& (pdp->ui))= =1){
got _option_ui=1 ;
le I'se{
parser_error (pf,"unknowna rgunentt ou ntrusted-ident
\"os\"", *cp);
got _error=1 ;
}
}
el se{
par ser_error(pf,"unknowno ption \"%\"", *tp);
got _error=1 ;

}
}
le Isei f(s trcnp(*tp,"honest")= =0){
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if(g ot_option_honest)({
par ser _war ni ng( pf, "honesto ptiona ppears %s"
"nmoret hano nce");

pdp- >pd_honest=1 ;
got _option_honest=1 ;

le Isei f(s trcenp(*tp,"ipnat")= =0){

if(g ot_option_ipnat){
par ser_warni ng(pf,"i pnato ptiona ppearsmoret hano nce");

}
pdp->pd_i pnat=1 ;
got _option_ipnat=1 ;

}e I'sei f(s trncnp(*tp,"ipnat-backchannel ",
strlen("i pnat-backchannel "))= =0)({

char* cp;

cp=(*tp)+strlen("ipnat-backchannel ");
if( *cp==" ="){
if(g ot_option_ipnat_bc){
par ser_war ni ng( pf, "i pnat - backchannelo ptiona ppearsmoret han

}
cp++;
got _option_ipnat_bc=1 ;
pdp->pd_i pnat_bc=s trdup(cp);
i f( pdp->pd_i pnat_bc==NULL){
parser _error(pf,"Mallocf ailedwhilep arsing");
got _error=1;
}
}
el se{

parser_error(pf,"Arrghu nknowno ption \"%\"", *tp);
got _error=1 ;

once");

}
}e Isei f(s trenmp(*tp,"no-rdns")= =0){

if(g ot_option_no_rdns) {
par ser_war ni ng( pf, "no-rdnso pti ona ppears %s"
"nmoret hano nce");

}e Isei f(g ot_option_no_t_rdns| |g ot_option_no_u_rdns

| |g ot_option_no_c_rdns){
par ser_war ni ng( pf, "no-rdnso ptiono verrides %s",
"mores pecificn o-xx-rdnso ption(s)");

}

pdp->pd _no t _rdns=1 ;

pdp->pd_no_u_rdns=1 ;

pdp->pd _no _c_rdns=1 ;

got _option_no rdns=1 ;

}e Isei f(s trcenp(*tp,"no-trusted-rdns")= =0){
if(g ot_option_no_rdns){

par ser_war ni ng( pf, "previousn o-rdnso pti onmakest his%s"
"no-trusted-rdnso ptionr edundant");

118



}

int

} else if ( got_option_no_ t _rdns ) {
par ser_war ni ng( pf, "no-trusted-rdns opti on appears %",
"nmore than once");

}

pdp->pd_no_t _rdns = 1;

got _option_no_t _rdns = 1;

} else if ( strcecnp(*tp,"no-untrusted-rdns") == 0 ) {

if ( got_option_no_rdns ) {
par ser_war ni ng( pf, "previ ous no-rdns option nakes this %"
"no-untrusted-rdns option redundant");

} else if ( got_option_no_u_rdns ) {
par ser _war ni ng( pf, "no-untrust ed-rdns opti on appears %",
"nmore than once");

}

pdp->pd_no_u_rdns = 1;

got _option_no_u_rdns = 1;

} else if ( strcecnp(*tp,"no-captured-rdns") == 0 ) {

if ( got_option_no_rdns ) {
par ser_war ni ng( pf, "previ ous no-rdns option nakes this %"
"no-captured-rdns option redundant");

} else if ( got_option_no_c_rdns ) {
par ser _war ni ng( pf, "no-captured-rdns opti on appears %",
"nmore than once");

}

pdp->pd_no_c_rdns = 1;

got _option_no_c_rdns = 1;

} else {

par ser_error(pf,"unknown option \"%\"", *tp);
got _error = 1;

if ( got_error ) {
return(l);

} else {
return(0);

par se_proxy_proxycnd(parser_file_t *pf, int juniper_proxy,
proxy_cnd_desc_t **pcdpp)

{

struct tokenized_line *tlp;
proxy_cnd_desc_t *pcdp

char **pp;

tlp = pf->pf_tokenized_line
*pcdpp = NULL;

if ( tlp->tl_tokens[1] ==0) {
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parser_error(pf,"mssing%sbinaryf ilen ane",
j uni per_proxy?" proxy":" daenon") ;
return(l);

}
pcdp=( proxy_cnd _desc_t* )call oc(sizeof(proxy_cnd_desc _t), 1);
if(s trenp(tlp->tl_tokens[1],"NONE")= =0){
if(t |Ip->tl_tokens[2]! =NULL){
parser_error(pf,"junka fterN ONEp araneter");

free_proxy_cnd_desc(pcdp);
return(l);

}
free(pcdp);
return(0);

}

if(t |Ip->tl_tokens[2]= =0){
parser_error(pf,"mssing%snaneafterb inaryf ilen ane",

j uni per_proxy?" proxy":" daenon") ;
free_proxy_cnd_desc(pcdp);
return(l);

}
pcdp->pcd_binary= strdup(tlp->tl_tokens[1]);

/*

*T aket het okensf romt het okenizedl ineanduset hemaso ur

*v ectoro fp araneters( afters hiftingt hemleftt wop |l aces).

*

*Notet hat' takingt het okenized!| inet okens'i ss afe(i.e.i ti s
*' definedt owork').

*/

pcdp->pcd_parnms=t | p->tl _tokens;

tlp->tl_tokens=N ULL;

pp=p cdp->pcd_par irs;

while(( *pp=p p[2])! =NULL){
pp+=1;

}

/*

*| ft hebinaryi sP ASSTHROUGHt hent hismustb eaj uniper

*p roxya ndt heremustb ee xactlyoneadditionalp arm(i.e.
argv[0]).

*/

if(s trcnp(pcdp->pcd_binary, " PASSTHROUGH')= =0
| strcnmp(pcdp->pcd_bi nary, "PASSTHRU") = =0){
if(! juniper_proxy){
parser_error (pf,"PASSTHROUGHi so nlya || owed o nc aptured-proxy
lines");
free_proxy_cnd_desc(pcdp);
return(l);

}
if(p cdp->pcd_parns[1]! =NULL){
parser_error(pf,"nop aranmetersa llowedf or P ASSTHROUGH pr oxy");
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free_proxy_cnd_desc(pcdp);
return(l);

}
pcdp->pcd_passt hrough=1 ;
}

/*OK, I fw e'regonnar uni tl et'sr enenberw hati ts
*md5s uml ooksl| ike,a swella sas tato fi t.
*/

i f( !pcdp->pcd_passt hrough) {

intf d;

if( (fd=o pen(pcdp->pcd_binary,O RDONLY))<O0 ){
parser_error(pf,"Can'to pen%sf orr eading",p cdp->pcd_binary);
free_proxy_cnd_desc(pcdp);
return(l);

}

pcdp->pcd_binary_md5=s trdup(md5 _file(fd));

i f( pcdp->pcd_binary_nd5==NULL) {
parser_error(pf,"Cops.mallocs aidno!");
free_proxy_cnd_desc(pcdp);
return(l);

pcdp->pcd_binary_stat=( structs tat* )malloc(sizeof(structs tat));
i f( pcdp->pcd_binary stat= =NULL){
parser_error(pf,"Cops.mallocs aidno!");
free_proxy_cnd_desc(pcdp);
return(l);

}

if( fstat(fd,p cdp->pcd_binary_stat)! =0){
parser_error(pf,"Couldn'ts tat% s!r eason:% s",

pcdp->pcd_bi nary,s trerror(errno));

free_proxy_cnd_desc(pcdp);
return(l);

}

}

*pcdpp=p cdp;
return(0);

}

proxy_desc_t*
parse_proxy_description(parser_file_t* pf)
{
structt okenized_line* tlp;
proxy_desc_t* pdp;
intg ot _error=0 ;
ntg ot_port=0 ;
ntg ot_captured proxy=0 ;
ntg ot _trusted_daenon=0 ;
ntg ot_untrusted_daenon=0 ;
ntg ot _usernane=0 ;
ntg ot _end proxy=0 ;
ntg ot_options=0 ;
ntr val;

tlp=p f->pf_tokenized_line;
if(t |Ip->tl_tokens[1]= =NULL){
parser_error(pf,"mssingproxynameonproxyl ine");
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return( NULL);
}

pdp = (proxy_desc_t *)call oc(sizeof (proxy_desc_t),1);
pdp- >pd_nanme = strdup(tlp->tl _tokens[1]);
pdp->pd_I| num = pf->pf | num

pdp->ci = pdp->ui = pdp->ti = 0O;

if ( tlp->tl_tokens[2] == NULL ) {
pdp- >pd_protocol = | PPROTO_TCP
} else {

if ( strenp(tlp->tl_tokens[2],"tcp") == 0

| strenmp(tlp->tl _tokens[2],"tcp/ip") == 0) {
pdp- >pd_protocol = | PPROTO _TCP

} elseif ( strcenp(tlp->tl_tokens[2],"udp") == 0

| ] stremp(tl p->tl_tokens[2],"udp/ip") ==0) {
parser_error(pf,"udp protocol not supported (yet)");
free_proxy_desc(pdp);
return( NULL);

} else {
par ser_error(pf,"unknown protocol");
free_proxy_desc(pdp);
return( NULL);

}
if ( tlp->tl _tokens[3] != NULL ) {
parser_error(pf,"junk after protocol type on proxy line");
free_proxy_desc(pdp);
return( NULL);
}
}

for (

pf->pf_goterror = O;

(rval = tokenize_line(pf)) ==
pf->pf _goterror = 0 ) {

tlp = pf->pf_tokenized_line

if ( strcnp(tlp->tl_tokens[O0],"end-proxy") == 0 ) {

if ( tlp->tl_tokens[1] == NULL ) {
got _end_proxy = 1;
br eak;

} else {

parser_error(pf,"junk after end-proxy keyword");
free_proxy_desc(pdp);
return( NULL);

}
} else if ( strenp(tlp->tl_tokens[O],"port") == 0 ) {

if ( got_port ) {
parser_error(pf,"nmore than one port |ine in proxy
description");
got _error = 1;
} else if ( parse_proxy_port(pf,pdp) !'=0) {
got _error = 1;
}

got_port = 1;
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} else if ( strcenp(tlp->tl_tokens[O],"usernane") == 0 ) {

if ( got_usernane ) {
parser_error(pf,"nore than one usernane line in proxy
description");
got _error = 1;
} else if ( parse_proxy_username(pf,pdp) !'=0) {
got _error = 1;
}

got _usernanme = 1;
} else if ( strcenp(tlp->tl_tokens[O],"options") == 0 ) {

if ( parse_proxy_options(pf, pdp,got_options) !'=0 ) {
got _error = 1;
}

got _options = 1;
} else if ( strenp(tlp->tl_tokens[O0],"trusted-daenon") == 0 ) {

if ( got_trusted_daenmon ) {
parser_error(pf,"nmore than one trusted-daenon line in proxy
description");
got _error = 1;
} else {
if ( parse_proxy_proxycnd(pf, 0, &dp->pd_trusted_daenon) != 0
) {

got _error = 1;
}
}
got _trusted_daenon = 1;

} else if ( strenp(tlp->tl_tokens[O0],"captured-proxy") == 0 ) {

if ( got_captured_proxy ) {
parser_error(pf,"nore than one captured-proxy line in proxy
description");
got _error = 1;
} else {
if ( parse_proxy_proxycnd(pf, 1, &dp->pd_captured_proxy) !'=0
) {

got _error = 1;
}
}
got _captured_proxy = 1;
} else if ( strcnp(tlp->tl_tokens[O],"untrusted-daenon") == 0 ) {

if ( got_untrusted_daenon ) {
parser_error(pf,"nore than one untrusted-daenon |ine in proxy
description");
got _error = 1;
} else {
if ( parse_proxy_proxycnd(pf, 1, &dp->pd_untrusted_daenon) !=
0) {

got _error = 1;
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got _untrusted_daenon=1 ;
le I'se{

par ser_error(pf,"unknowmnk eywordi np roxyd escriptionstarting
onl i ne%d", pdp->pd_I| nun ;
got _error=1 ;

}

i f(! got_port){
parser_error(pf,"mssingportl inei nproxyd escription");
got _error=1 ;

}

if(! got_end_proxy){
par ser_error(pf,"unexpectedEOFi nproxyd escription");
got _error=1 ;

}

i f(! got_usernane)(
structp asswd* pwp;
pdp->pd_usernane =s trdup("nobody");
pwp =g et pwnan("nobody");
if(p wp==NULL){
parser_error(pf,"can'tf ind \"nobody\"i nt hep asswd
dat abase");
got _error=1 ;
}

pdp->pd_uid=p wp->pw_ui d;
pdp->pd_gid=p wp->pw_gi d;
}

if(! got_captured_proxy){
par ser _war ni ng(pf, "captured-proxyd efaultedt o NONE") ;
pdp- >pd_captured_proxy =N ULL;

}

if(! got_trusted daenon){
par ser_warni ng( pf, "trusted-daenond efaul tedt o NONE");
pdp- >pd_trusted_daenmon=N ULL;

}

if(! got_untrusted_daenon){
par ser _war ni ng( pf, "untrusted-daenond efaul tedt o NONE");
pdp- >pd_untrust ed_daenon=N ULL;

}

if(( !got_captured proxy)& &( !got_trusted_daenon)& &
(!got_untrusted_daenon)){
parser_warning(pf,"noproxyp rogransd efinedi np roxy
description");

}

if(g ot_error){
free_proxy_desc(pdp);
return( NULL);
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}

if ( pdp->pd_wildports && ntohs(pdp->pd _port) >= | PPORT_RESERVED ) {
parser_error(pf,"w I dports option may only be specified on
privileged ports (i.e. port number < %l)", | PPORT_RESERVED) ;
got _error = 1;

}

return(pdp);
}

conf_file_t *
parse_conf_file(parser_file_t *pf)
{
conf _file_t *cfp
tokenized line_t *tlp;
i nt nmax_proxies, next_proxy;
int max_trusted_ifs, next _trusted_if
int rval

cfp = (conf _file_t *)calloc(sizeof (conf _file_ t),1);

max_proxi es = 50

cfp->jc_proxies = (proxy_desc_t **)null oc(sizeof (proxy_desc_t) *
max_pr oxi es) ;

next _proxy = 0;

cf p- >j c_proxi es[ next _proxy] = NULL;

mex_trusted_ifs = 50

cfp->jc_trusted_ifs = (char **)mall oc(sizeof(char *) *
max_trusted_ifs);

next _trusted_if = O;

cfp->jc_trusted_ifs[next _trusted_ if] = NULL;

/*
* Start parsing lines
*/
for ( ;
(rval = tokenize_line(pf)) == 0;

pf->pf _goterror = 0 )
tlp = pf->pf_tokenized_line

if ( strenp(tlp->tl_tokens[0],"trusted-if") == 0 ) {
char *trusted_if;

trusted_if = parse_trusted_if(pf);

if ( trusted_if !'= NULL ) {
char **pp;

for ( pp = &fp->jc_trusted_ifs[0]; *pp !'= NULL; pp += 1) {
if ( strenp(*pp,trusted_if) == 0 ) {
br eak;
}
}

if ( *pp == NULL ) {
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cfp->jc_trusted_ifs[next_trusted_if++]=t rusted_if;
if(n ext_trusted if= =max_trusted_ ifs){
max_trusted_ ifs+ =10;
cfp->jc_trusted_ifs=( char* *)reall oc(
cfp->jc_trusted._ifs,
sizeof (char* )*m ax_trusted_ifs);

}
cfp->jc_trusted_ifs[next trusted_ if]=N ULL;

le I'se{

parser_error(pf,"interface \"%\"i salreadyd efinedasa
trustedi nterface",trusted_if);
free(trusted._if);

}

}e I'sei f(0O/ *s trenp(tlp->tl _tokens[O0],"proxy-directory")= =0
*/
) s
*T heproxy-directoryk eywordi sb eingd el eted.
*Disablei tf orn ow.
*/

char* proxy_directory;

proxy_directory=p arse_proxy_directory(pf);

if(c fp->c_proxy_ directory! =NULL){
parser_error(pf,"extra \"proxy-directory\"l inei gnored");

}e Isei f(p roxy_directory! =NULL){
cfp->jc_proxy_directory=p roxy_directory;

}

le Ise if( stremp(tlp->tl _tokens[0]," untrusted-acl")= =0){
if( (tlp->tl_ntokens)! =2){
parser_error(pf,"untrusted-aclm ustb ef ollowedb yo ne
fil ename");
pf->pf_goterror=1 ;

el se{
if( untrusted_acl _file!l =NULL){
/*s houldn'th appensinceweonlygetc alledo nce,b ut
*w hatt heh eck..
*/
free(untrusted_acl _file);

}
untrusted_acl _file=s trdup(tlp->tl_tokens[1]);

}
}e Isei f( strenmp(tlp->tl_tokens[0]," trusted-acl")= =0){
if( (tlp->tl_ntokens)! =2){
parser_error(pf,"trusted-aclm ustb ef ollowedb yo ne
fil ename");
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pf->pf_goterror = 1,

el se {
if (trusted_acl _file !'= NULL) {
free(trusted_acl _file);

}
trusted_acl _file = strdup(tlp->tl_tokens[1]);

}
} else if (strcenp(tlp->tl_tokens[0], "captured-acl") == 0) {
if ((tlp->tl_ntokens) !=2) {
parser_error(pf,"captured-acl nust be foll owed by one
fil ename");
pf->pf _goterror = 1,

el se {
if (captured_acl_file !'= NULL) {
free(captured_acl _file);

captured_acl _file = strdup(tlp->tl_tokens[1]);

}
} else if ( strcenp(tlp->tl_tokens[O],"proxy") == 0) {
proxy_desc_t *pdp

pdp = parse_proxy_description(pf);

if ( pdp !'= NULL ) {
proxy_desc_t **pdpp;

for ( pdpp = cfp->jc_proxies; *pdpp != NULL; pdpp += 1) {
if ( strcnp((*pdpp)->pd_nane, pdp->pd_nane) == 0 ) {
parser_error(pf,"proxy \"%\" already defined on |line
%" , pdp- >pd_nane, (* pdpp) - >pd_I num ;
br eak;

}
if ( (*pdpp)->pd_port == pdp->pd_port ) {
parser_error(pf,"proxy port % al ready used by proxy
\"%\" defined on |ine %", ntohs(pdp->pd_port), (*pdpp) - >pd_nane, (*pdpp) -
>pd_I nun ;
break;
}
}

if ( *pdpp !'= NULL ) {
free_proxy_desc(pdp);
pdp = NULL;

} else {

cfp->j c_proxi es[ next_proxy++] = pdp
if ( next_proxy == max_proxies ) {
max_proxi es += 10;
cfp->jc_proxies = (proxy_desc_t **)real |l oc(
cf p->j c_proxi es,
si zeof (proxy_desc_t *) * nax_proxies);
}
cf p->j c_proxi es[ next _proxy] = NULL;
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} else {

par ser_error(pf,"unknown keyword \"9%\"",tlp->tl _tokens[O0]);

}

#if 0
if ( next_trusted if == 0) {
parser_error(pf,"there nmust be at |east one trusted interface
defined");

}
#endi f

if ( next_proxy == 0) {
parser_error(pf,"there nust be at | east one proxy defined");

}

if ( pf->pf_error_count >0 ) {
free_conf _file(cfp);
cfp = NULL;

}

return(cfp);

}

voi d
dunp_proxy_cnd( proxy_cnd_desc_t *pcdp, const char *nane )

if ( pcdp == NULL ) {
printf("\t% NONE\n", nane);

} else {
char **pp;
printf("\t% %", nane, pcdp->pcd_bi nary);
for ( pp = pcdp->pcd_parns; *pp !'= NULL; pp += 1) {

printf(" %", *pp);
}
printf("\n");
}

voi d
dunp_proxy_desc( proxy_desc_t *pdp )
{

printf("proxy %", pdp->pd_nane) ;

if ( pdp->pd_protocol == | PPROTO TCP ) {
printf(" tcp");
} else {
fprintf(stderr,"proxy has illegal protocol value %\ n", pdp-
>pd_protocol);
abort ();

}

printf("\n");

printf("\tport %\ n", ntohs(pdp->pd_port));
printf("\tusernane % # uid % gid %\ n", pdp- >pd_user nane,
(int)pdp->pd_uid, (int)pdp->pd_gid);
dunp_proxy_cnd( pdp->pd_capt ured_pr oxy, "capt ur ed- proxy") ;

128



dunp_proxy_cnd( pdp->pd_t rust ed_daenon, "t rust ed- daenon") ;
dunp_proxy_cnd( pdp->pd_unt rust ed_daenon, "unt rust ed- daenon") ;
printf("end-proxy\n");

/*
* Dunp out the parsed configuration file structure
*/
voi d
dunp_conf _file( conf_file_t *cfp )
{
proxy_desc_t **pdpp;
char **tifpp
if ( cfp->jc_proxy_directory !=0) {
printf("proxy-directory %s\n", cf p->jc_proxy_directory);
}
for ( pdpp = cfp->jc_proxies; *pdpp != NULL; pdpp += 1) {
dunp_proxy_desc(*pdpp);
}
for ( tifpp = cfp->jc_trusted_ifs; *tifpp !'= NULL; tifpp += 1) {
printf("trusted-if %\n",*tifpp);
}
}
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LISTA DE PLACAS DE REDE COMPATIVEIS

Abaixo, segue alista de placas de rede compativeis para Linux

Placas PCI

DEC 21x4x

ENI/Adaptec ATM

3Com 3c59x

3Com 90x[B]

SMC EPIC/100 Ethernet

Essential HIPA card

DEC DEFPA FDDI

Intel EtherExpressPRO PCnet-PCI Ethernet

NE2000 Compativel

SiS 900 Ethernet

ThunderLAN Ethernet

DECchip 21x4x Ethernet
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VIA RhineFast Ethernet

Lan Media Corp SSI/HSSI/DS3Resltek 8129/8139

Placas | SA

AT1700

CS8900 Ethernet

3Com 3¢503

3C505

3C501

3C509

3C507

StarLAN

FMV-180 series

EtherExpress/16

EtherExpress 10 ISA DEC EtherWORKS |11

DEPCA

NE2100
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BICClsoLan

NE[12]000 ethernet

SMC91C9x Ethernet

IBM TROPIC (Token-Ring)

IBM TROPIC (Token-Ring)

3COM TROPIC (Token-Ring)

WD/SMC Ethernet

Placas PCM CIA

BayStack 650(802.11FH)

Xircom/Netwave AirSurfer

3Com 3c¢589 e 3¢562

M B8696x based Ethernet

NE2000-compativel Raytheon Raylink (802.11)

M egahertz Ethernet

Lucent WavelLan |EEE (802.11)

Xircom CreditCard Ethernet.
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MODUL OS DE REDE DISPONIVEIS

Os madulos de rede disponiveis no arquivo /etc/r c.d/rc.modules, no Linux, sio:

# Ethernet cardsbased on the 8390 chip.

# 3com 3¢503 support:

#/sbin/modprobe 3c503

# Ansd Communications EI SA 3200 support:
#/sbin/modprobe ac3200

# Cabletron E21xx support:

#/sbin/modprobe €100

#HP PCLAN+ (27247B and 27252A) support:
#/sbin/modprobe hp-plus

#HP PCLAN (27245 and other 27xxx series) support:
#/sbin/modprobe hp

# NE2000/NE1000 support (non PCI):
#/sbin/modprobe ne i0=0x300 # NE2000 at 0x300
#/sbin/modprobe ne i0=0x280 # NE2000 at 0x280
#/sbin/modprobe ne i0=0x320 # NE2000 at 0x320
#/sbin/modprobe ne i0=0x340 # NE2000 at 0x340
#/sbin/modprobe ne i0=0x360 # NE2000 at 0x360

# PCI NE2000 clone support:
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#/sbin/modprobe ne2k-pci

# SMC Ultra support:

#/sbin/modprobe smc-ultra

# SMC Ultra32 EI SA support:

#/bin/modprobe smc-ultra32

# Western Digital WD80*3 (and clones) support:
#/sbin/modprobe wd

#

# Other natwork hardwaredrivers.

#

# 3com 3c501 (consder buying a new card, since the 3c501 is slow, broken, and
obsolete):

#/sbin/modprobe 3c501

# 3com 3¢503:
#/sbin/modprobe 3¢503

# 3com 3c505:
#/sbin/modprobe 3¢c505

# 3com 3c507:
#/sbin/modprobe 3¢507

# 3com 3¢509 and 3c579:
/shin/modprobe 3¢509

# 3com 3c¢515:
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#/sbin/modprobe 3c515

# Thisone worksfor all 3com 3¢590/3¢592/3¢595/3¢597 and the
# EtherLink XL 3c900 and 3c905 cards:

#/sbin/modprobe 3c59x

# Apricot Xen-11 on board Ethernet:

#/sbin/modprobe apricot

# Generic ARCnet support:

#/sbin/modprobe arcnet

# AT1700/1720 support:

#/sbin/modprobe at1700

# AT-LAN-TEC/RealTek pocket adapter support:
#/sbin/modprobe atp

# BPQ Ethernet driver:

#/sbin/modprobe bpgether

# Generic DECchip & DIGITAL EtheeWORKS PCI/EI SA:
#/sbin/modprobe de4x5

# D-Link DE60O pock et adapter support:

#/sbin/modprobe de600

# D-Link DE620 pock et adapter support:

#/sbin/modprobe de620

# DEPCA support:
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#/sbin/modprobe depca

# Digi International RightSwitch cards:
#/sbin/modprobe dgrs

# Intel Ether Express Pro support:
#/sbin/modprobe eepro

# Intel Ether Express PRO/100 PCI support:
#/sbin/modprobe eepro100

# Intel Ether Expressl6 support:
#/sbin/modprobe eexpress

# SMC Ether Power 11 9432 PCI support:
#/sbin/modprobe epic100

#1CL EtherTeam 16i/32 support:
#/sbin/modprobe eth16i

# DEC EtherWorks 3 support:
#/sbin/modprobe ewrk3

# Fujitsu FMV-181/182/183/184 support:
#/sbin/modprobe fmv18x

# HP 10/100VG PCLAN (I SA, EISA, PCI) support:
#/sbin/modprobe hp100

#1BM Tropic chipset based adapter support:

#/sbin/modprobe ibmtr
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#AMD LANCE and PCnet (AT1500 and NE2100) support:
#/sbin/modprobe lance

# N15210 support:

#/bin/modprobe ni52

# N16510 support:

#/bin/modprobe ni65

#AMD PCnet32 (VLB and PCI) support:

#/sbin/modprobe pcnet32

# Red Creek Hardware Virtual Private Network (VPN) support:
#/sbin/modprobe rcpci

# Real Tek 8129/8139 (not 8019/8029!) support:
/shin/modprobe rtl8139

# Sangoma S502A FRAD support:

#/sbin/modprobe sdla

# SM C 9194 support:

#/sbin/modprobe smc9194

# DECchip Tulip (dc21x4x) PCI support:

#/sbin/modprobe tulip

# VIA Rhine support:

#/sbin/modprobe viarrhine

#AT&T WaveLAN & DEC RoamAbout DS support:
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#/sbin/modprobe wavelan
# Packet Engines Y ellowfin Gigabit-NIC support:

#/sbin/modprobe yellowfin
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QUANTOS FREEBSD HACKERS SAO NECESSARIOS PARA TROCAR UMA

LAMPADA?

Mil cento e sesenta e nove:
Vinte etrés parareclamarem no-CURRENT que estdo sem | uz;

Quatro para dizer que € um problema na @nfiguracdo, e que esa pergunta deveria ser feita na
freebsd-questions;

Trés para ewiar Reatorio de Problemas sobre a |ampada, dos quais a0 menos um, ndo estd

compl etamente cond uido, e consiste apenas de um breve “ta escuro”;

Um para adicionar uma lampada que nuncafoi testada, que danifica todo o buildworld e depois de

5 minutos tem que ser retirada;

Oito para redamarem para os autores dos Relatorios de Problemas por ndo ter incluido corregdes

em seus red atorios;
Cinco parareclamar que o buildworld ndo esta funcionando;

Trinta eum para responder que funciona para des, e que os problematicos devem ter feito CV Sup

na hora errada;
Um para ewviar uma rrecdo para anova lampada na freebsd-haders;
Um parareclamar que d e tinha corregdes para essaléampada ha 3 ancs, mas que quando elas foram

enviadas para o -CURRENT, foram simplesmente ignoradas, e que sua experiéncia com o sistema

de Rdatdrio de Problemas ndo foram as melhores possive's; aém disso a nova lampada proposta
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ndo erareflexiva;

Trinta e sete para gritarem em ato e bom som que as |ampadas ndo fazem parte da base do sistema,
e que os desenvolvedores ndo tem o direito de sair fazendo esse tipo de misa sem antes consultar a
comunidade, e O QUE O -CORE ESTA FAZENDO SOBRE ISSO!?

Duzentos para reclamar da cor do quartinho de bicicletas;

Trés para dizer que a @rrecdo enviada ndo esta de acordo com os padrdes que o codigo dokernel

deveter, conforme documentado na pégina de manua do style(9);

Dezessete para reclamar que a hova lampada proposta esté licenciada sob a Licenca Plblica Geral
GNU (GPL);

Quinhentos e oitenta e sas para etrarem de @rpo e dma an uma discussio sobre as vantagens
comparativas entre ali cenca Publica Geral GNU (GPL), alicenca BSD, alicencadoMIT, aNPL e

a higiene pessoal dos fundadores da Free Software Foundation;

Sete para @piar varios trechos da discussio para alista de discussdo freebsd-chat e para afreebsd-
advocacy;

Um paratrocar a novalampada sugerida, apesar de a nova brilhar bem menos que a antiga;

Dois pararetirarem alampada, furiosos, dizendo que o FreeBSD esta mehor no escuro do que com
uma lémpada téo fraca;

Quarenta e seis para mntestarem vorazmente sobre a retirada da |ampada fraca e ecreverem um
relatdrio para o -core

Onze paradar aidéia de aiar umalampada menorzinha, que poderia caber no Tamagotchi dees, se

um dia nés deddirmos portar o FredBSD paratal plataforma;

Setenta e trés pararedamar da razéo sind versus ruido na freebsd-chat e na freebsd-haders, e se

retirarem das li stas em protesto;

Treze para ewiarem mensagens com o contelido "unsubscribe”, "Como eu saio dalista?', ou "Por
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favor, metirem dalista', seguidas do rodapé tradicional do servidor de discussio com as instrugcdes

parasar dalista;

Um, para adicdonar uma nova lampada que funciona bem, enquanto todos os outros estdo ocupadaos

demais com a discussio para perceber que alguém jatrocou alampada por uma funcional;

Trinta eum para afirmar que a hova lémpada brilha em média 0.364% mais, se comparada com as
lampadas TenDRA (contudo, elatera que ser refeita an formato de cubo) e que o FreeBSD deveria
mudar para TenDRA ao invés do GCC;

Um parareclamar que a nova lampada ndo € honesta;

Nove (incluindo aguel es que enviaram os Relatérios de Problemas) para perguntar “o que significa
MFC?”; (Merged From-CURRENT)

Cinquenta e sete para redamar que ficaram no escuro por duas $manas até que a lampada fosse
trocada.

Um adendo do Nik Clayton <nik@FreeBSD.org>:

Ai pensd, "Perai, ndo deveriater ao menos 1 para documentar anovalampada en algum lugar?”

Dai eu fui iluminado :-)

(Autor desconhecido) [PRO - 10].
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