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“Anyone, from the most clueless amateur to the best cryptographer, can create
an algorithm that he himself can’t break.” (SCHNEIER, 1998)






RESUMO

O esforco computacional necessario para enfraquecer algoritmos de criptografia assimétrica
atualmente usados € proveniente de problemas da teoria de nimeros e algebra. Com o advento
de computadores quanticos, tais problemas tornam-se passiveis de resolu¢do em tempo polino-
mial. A 4rea de pesquisa formada por criptossistemas assimétricos independentes de tais pro-
blemas é chamada de criptografia pés-quantica. Um exemplo de problema onde € desconhecido
se sua resolucdo € acelerada por computadores quanticos € o problema de resolugdo de siste-
mas de equacdes, alicerce para a criptografia baseada em polindmios multivariados. Chaves
publicas e privadas desses algoritmos sdo representadas por sistemas de equacdes proibitiva-
mente extensos, mas operagdes com mensagens sao demasiado eficientes. Este comportamento
¢ facilmente identificivel no esquema de assinatura digital Rainbow, atualmente finalista no
processo de padronizacdo de criptografia pés-quantica liderado pelo Instituto Nacional de Pa-
droes e Tecnologia dos Estados Unidos. O esquema Rainbow € baseado em polindmios de “6leo
e vinagre”, que tém resistido a métodos criptanaliticos até o presente momento. Neste trabalho,
um método para reduzir as chaves privadas do esquema Rainbow € proposto, baseado na subs-
tituicdo antecipada de valores em polindomios de chaves privadas, permitindo representacdes
mais compactas. Uma consequéncia imediata deste fato € que assinaturas sao geradas com um
nivel reduzido de aleatoriedade, mas sdo apresentados argumentos que mostram a insignificin-
cia estatistica deste fato em compara¢des com assinaturas convencionais. O método proposto
leva a reducgdo de chaves privadas em até 6.5 vezes, e pode ser combinado com estratégias que
reduzem chaves publicas. Entretanto, € exposto que tal método leva a um ataque de recupera-
cao de chaves eficiente, que invalida totalmente a seguranca do esquema de assinatura digital
derivado. Este trabalho analisa como o ataque é implementado na pratica, e demonstra que uma
generalizacdo do método proposto € ainda insegura para varios parametros do esquema.

Palavras-chave: Assinatura digital. Criptografia pos-quantica. Criptografia baseada em po-

lindmios multivariados. Rainbow.






RESUMO EXPANDIDO

Introducao

Seguranca nas comunicagdes entre dispositivos eletronicos € um requisito frequentemente de-
sejado, em vista do acréscimo exponencial de troca digital de informagdes a cada dia. Neste
contexto, a criptografia de chaves ptblicas fornece arcabougos matematicos para diferentes
casos de uso. Particularmente, esquemas de assinatura digital sdo utilizados para prover au-
tenticidade, integridade e ndo-repudio de mensagens e seus remetentes. A seguranga de assi-
naturas digitais utilizadas atualmente é baseada em problemas matemdticos cuja resolucdo é
computacionalmente impraticavel até o momento, como a fatora¢do de inteiros e o logaritmo
discreto. Entretanto, em modelos computacionais recentes, como na computacdo quantica, sao
propostos algoritmos que podem resolver tais problemas matematicos mais rapidamente. Desse
modo, observa-se a necessidade de analisar algoritmos criptogrificos baseados em problemas
matematicos que ndo sdo afetados por computadores quanticos. Esta disciplina chama-se crip-
tografia pds-quantica, e existe um esfor¢o considerdvel de pesquisa na criagdo de tais métodos,
que adicionalmente podem ser executados em computadores convencionais, com o intuito de
substituir algoritmos utilizados atualmente. Em especial, os criptossistemas baseados em po-
linbmios de vdrias varidveis sao extremamente eficientes na criacdo e verificagao de assinaturas,
porém suas chaves tém tamanho proibitivo em comparacdo com métodos utilizados atualmente.
Assim, demonstra-se uma necessidade da pesquisa em estratégias para reducao de chaves em
esquemas de assinatura digital baseados em polindmios multivariados.

Objetivos

O objetivo principal deste trabalho € a discussdo de estratégias para reducao de chaves no es-
quema de assinatura digital Rainbow. Mais precisamente, sao abordadas consequéncias de tais
estratégias em relacdo a seguranga dos esquemas derivados propostos, levando em conta mé-
todos de criptandlise algébrica existentes na literatura. Neste contexto, deseja-se identificar
estratégias inseguras apresentadas na literatura e isolar suas caracteristicas comuns, a fim de
prover recomendacgdes na construcao de esquemas de assinatura digital derivados do esquema
Rainbow com chaves reduzidas. Consequentemente, o objetivo especifico central € a proposi-
¢do de uma estratégia original para reducio de chaves através de uma modificacdo no esquema
Rainbow, dissimilar dos métodos apresentados na literatura. Apds, discute-se os efeitos da mo-
dificacdo no ambito do desempenho e da seguranca do esquema de assinatura digital resultante.

Metodologia

Os objetivos propostos sdo concretizados através de uma revisao sistemdtica da literatura, inici-
ada com uma pergunta de pesquisa relacionada a seguranca de estratégias de reducao de chaves
em esquemas de assinatura digital derivados do esquema Rainbow. Para tanto, uma revisao
bibliografica exaustiva é realizada, identificando métodos de reducdo de chaves similares, e
criptandlise relacionada a inspecdo da seguranca de tais estratégias. A classificagdo € feita de
acordo com o tipo de beneficio obtido, ou seja, se apenas chaves privadas, publicas, ou am-
bas sdo reduzidas. Em seguida, procede-se ao estudo da nova estratégia de reducao de chaves
aplicada ao esquema Rainbow, distinta das encontradas. A afericdo da seguranca do esquema
resultante € feita através de métodos estatisticos e algébricos obtidos da revisao bibliografica,
observando os artefatos gerados pelo criptossistema, como chaves e assinaturas. Por fim, ta-
manhos de chave sdo comparados entre o esquema modificado e original a fim de observar
quantitativamente o efeito da alteracdo.



Resultados e discussao

A revisdo bibliografica realizada demonstra que a modificagdo do esquema Rainbow, a fim de
obter reducdes nos tamanhos de suas chaves, frequentemente facilita a aplicacio de métodos
algébricos que reduzem drasticamente a seguranca do esquema resultante. Desse modo, uma
nova estratégia € proposta a fim de reduzir chaves privadas do esquema Rainbow, baseada em
um método ndo explorado na literatura, e compativel com outras modificacdes do esquema
subjacente. A estratégia é baseada na reducdo da aleatoridade de assinaturas através de uma
substituicdo de varidveis prematura na chave privada. A anélise estatistica de assinaturas e cha-
ves mostra que estes artefatos sdo indistinguiveis de outros produzidos sem a aplicagdo do novo
método. Chaves privadas sdo reduzidas em até sete vezes para certos parametros, € em conjunto
com métodos que reduzem chaves publicas, pares de chaves do esquema resultante sio até qua-
tro vezes menores, em comparacdo com o esquema Rainbow sem modificagdes. Entretanto,
a andlise algébrica de assinaturas mostra que a modificacao proposta difunde informagdes da
chave privada em cada assinatura. Desse modo, a reunido de vdrias assinaturas produzidas pelo
esquema de assinatura digital modificado permite o cdlculo de uma chave privada equivalente
de maneira eficiente.

Consideracoes finais

Modificacdes feitas ao esquema Rainbow com o intuito de reduzir chaves privadas e publicas
tornam o esquema resultante extremamente suscetivel a ataques algébricos que reduzem sua se-
gurancga. Isto é demonstrado através de uma revisdo sistematica da literatura, onde observou-se
que apenas uma quantidade limitada de estratégias sdo consideradas seguras para a redugao de
chaves do esquema Rainbow. Ainda, um novo método com este intuito foi proposto. A estra-
tégia € superficialmente resistente a métodos estatisticos e algébricos. Entretanto, um método
para recuperar uma chave privada equivalente foi proposto a fim de desprovar a segurancga do es-
quema de assinatura digital subjacente. Isto habilita uma entidade maliciosa a forjar assinaturas
com baixo esfor¢co computacional. Portanto, consolida-se que modificagdes ao esquema Rain-
bow a fim de reduzir chaves sdo t€nues. Deste modo, sugere-se que estratégias sejam aplicadas
ao esquema a fim de prevenir a reducio de aleatoridade na geracdo de chaves e assinaturas.

Palavras-chave: Assinatura digital. Criptografia pos-quantica. Criptografia baseada em po-

lindbmios multivariados. Rainbow.



ABSTRACT

The computational difficulty of breaking public-key cryptographic algorithms in current use is
based on problems from number theory and algebra. With the advent of quantum computers, it
becomes feasible to solve such problems in polynomial time. The discipline formed by public-
key cryptosystems independent of such problems is called post-quantum cryptography. One
example of a problem that is not known to be solved more efficiently by quantum algorithms
is the polynomial system solving problem, which is the basis for multivariate cryptography.
Prohibitively large polynomial systems represent private and public keys of these algorithms,
but operations on messages are very efficient. The Rainbow multivariate signature scheme,
currently a finalist of the NIST Post-Quantum Cryptography Standardization Process, is no
exception to this norm. Rainbow is based on Oil-Vinegar polynomials, which have resisted
known cryptanalysis to this day. We propose a method to reduce Rainbow private keys based
on the early substitution of values on the polynomials of private keys, allowing for their compact
representation. A direct consequence of this fact is that signatures are generated with a smaller
level of randomness, but we argue that this is not statistically discernible from conventional
Rainbow signatures. Our method reduces private keys by up to a factor of 6.5 and can be
combined with strategies that reduce public keys. However, we find out that our strategy leads
to an efficient key recovery attack, which completely undermines the security of the scheme.
By analyzing how the attack proceeds in practice, we further argue that a generalization of our
previous method is still insecure for several parameter sets.

Keywords: Digital signatures. Post-quantum cryptography. Multivariate cryptography. Rain-

bow.
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1 INTRODUCTION

Cryptography is the discipline in which techniques for achieving secure communi-
cations are studied. Historically, information was hidden from adversaries by scrambling its
contents with an algorithm that received a single key as input. The possession of the key is
paramount in obtaining the original information. A well-designed algorithm would prevent its
discovery by any means other than the usage of the specific key. Said key can encrypt plain text
or decrypt the corresponding ciphered text. This practice, known as symmetric cryptography,
persists nowadays with increasingly sophisticated algorithms.

Storage, transportation, and communication of such keys are sensitive procedures.
More precisely, an insecure channel can yield a cryptographic key due to a logistical failure
or a malicious actor that controls part of the channel. With the advent of computers and the
consequent facilitation of communications, this situation became apparent to a greater extent.
In order to solve this problem, a new paradigm of cryptography was introduced in (DIFFIE;
HELLMAN, 1976), called asymmetric, or public-key cryptography. Within this system, an
entity holds a key pair, composed of a private key and a public key.

Key pairs are mathematically bound to a computationally hard problem to solve, which
is the basis for the security of the resulting cryptosystem. It should be computationally hard
to recover a private key from its corresponding public key. There exist various methods of
constructing a public-key cryptosystem, with direct consequences on its resulting security, per-
formance, and assurance of distinct properties. Notably, public-key cryptography provides a
digital alternative to handwritten signatures, which are one of the ubiquitous ways to ensure
trust when a contract is sealed between parties.

Signatures in the form of seals, stamps, or ink drawings present various logistical and
security shortcomings. For instance, individuals are advised to be physically present to sign
any documents, for they cannot be truthfully identified otherwise. Additionally, this kind of
personal calligraphy or symbolism can be forged with little effort. A modern solution is found
within mathematical frameworks known as signature schemes, that enable explicit assertions
on the security of signatures.

A vibrant discipline of public-key cryptography, signature schemes are often associ-
ated with digital systems, in which transit of sensitive messages is again expected to be se-
cure. The initial public discovery of digital signature schemes is given in (RIVEST; SHAMIR;
ADLEMAN, 1978) and still widely used at the time of the writing. The RSA signature scheme
is based on the difficulty of integer factorization. Other schemes, such as Ed25519 (BERN-
STEIN et al., 2012), are based on the difficulty of calculating a discrete logarithm. There is no
known polynomial-time algorithm to solve such problems on a classical computer.

Classical computers are electronic, using circuits to perform computations. However,
quantum computers have emerged as a new paradigm, in which computations are performed
outside the scope of classical mechanics. Although these computers are physically hard to im-

plement, algorithms that use quantum phenomena have already been proposed and present a
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provable speed-up compared to classical computers. One of these algorithms (SHOR, 1997)
simplifies the complexity of factoring integers and calculating discrete logarithms. Conse-
quently, it can be theoretically used to break widely used signature schemes.

Post-quantum cryptography addresses this issue by defining public-key cryptosystems
that are either not known to be affected by quantum computers, or provably so (BERNSTEIN;
BUCHMANN; DAHMEN, 2008). Such algorithms operate on classical computers, and as
such, post-quantum cryptography does not encompass quantum algorithms for cryptography.
While a new discipline, post-quantum cryptography has generated considerable research effort
to replace current cryptosystems with comparatively practical, quantum-safe counterparts. A
noteworthy example is the standardization process by the National Institute of Standards and
Technology (NIST) (ALAGIC et al., 2019; ALAGIC et al., 2020), which houses proposals
based on several distinct mathematical structures as the theoretical bases for underlying prob-

lems.

1.1 SCOPE OF OUR RESEARCH

The difficulty of solving polynomial systems over multiple variables does not change
in the quantum setting, as discussed in Section 2.2. The discipline of cryptographic primitives
based on this problem is known as multivariate public-key cryptography or solely multivariate
cryptography. Families of multivariate cryptosystems are defined according to how finite fields
are employed in the computations, for instance, using a base field and an extension field. Spe-
cific improvements are then obtained, such as trade-offs between key and signature sizes, or
larger security parameters.

Multivariate cryptosystems are extremely time- and space-efficient when operating
over messages. However, public and private keys are defined by large polynomial systems with
little opportunity for compression or sparseness. Large key sizes frequently impose constraints
on the use of signature schemes in devices of limited storage and processing power. In multi-
variate cryptography, keys are often orders of magnitude larger than those used in conventional
signature schemes.

In this thesis, we solely discuss multivariate signature schemes based on the Oil—
Vinegar principle. More precisely, Unbalanced Oil and Vinegar (UOV) (KIPNIS; PATARIN;
GOUBIN, 1999) and its generalization Rainbow (DING; SCHMIDT, 2005) receive primary
attention. Such schemes perform computations over a single field and present a balanced
nature with simple, elegant definitions. Signature schemes of a different structure such as
HFE (PATARIN, 1996), or multivariate public-key encryption schemes such as SRP (DUONG;
PETZOLDT; TAKAGI, 2016), are not addressed. Furthermore, we specifically discuss strate-
gies for reducing key sizes of Rainbow-like signature schemes and the security implications of

such methods.
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1.2 CONTRIBUTIONS AND OUTLINE OF THIS THESIS

We intend to provide the reader with a complete overview of the mathematical back-
ground necessary to understand the family of Oil-Vinegar signature schemes and related dis-
cussions of its security. Thus, in Chapter 2, we start by introducing the mathematical concepts
used in the description of such schemes and then proceed to present the UOV and Rainbow
signature schemes.

We develop upon Rainbow on Chapter 3, where we propose a novel approach to reduce
the private key size with three possible implementations. We discuss the consequences of our
modifications via statistical analysis and show its consequences on key pair sizes for several
parameter sets. The contents of this chapter were published as a peer-reviewed paper in a
conference proceeding (ZAMBONIN; BITTENCOURT; CUST6DIO, 2019).

In Chapter 4, we show that our modification is susceptible to a key recovery attack and
discuss the practical efforts associated with applying the attack. Moreover, we argue that the
general form of our proposal, even in its simplest form, considerably reduces the security levels
of several Rainbow parameter sets.

Finally, in Chapter 5, we summarize and finish our discussion with pointers to open

research topics.

1.3 RELATED WORK

In this section, we use the previously well-defined boundaries with regards to the scope
of our work to perform the necessary search in the literature. We recall that our main object
of study consists of digital signature schemes which make use of Oil-Vinegar polynomials in
their construction. More precisely, it is known that key sizes for instances of such schemes
are currently impractical. Thus, we inspect works that aim to mitigate this situation to identify
common strategies and pitfalls.

We conduct our literature review by using the Google Scholar meta-indexer tool, which
covers most scientific literature providers, and allows the user to delimit the desired scope
efficiently. We identify three critical works in the history of signatures based on Oil-Vinegar
polynomials (PATARIN, 1997; KIPNIS; PATARIN; GOUBIN, 1999; DING; SCHMIDT, 2005)
and search for works that directly cited at least one of those. We consider only publications
written in English that additionally are not patents. From this set, we select relevant papers and
present a summary below.

We note that Rainbow is in the third round of the NIST standardization process as
a finalist (ALAGIC et al., 2020, Sec. 3.20). Throughout this work, we discuss the algorithm
as submitted to the second round (DING et al., 2019). Currently, there is no available third-
round submission for inspection. However, NIST strongly suggests that no significant changes
are made to the algorithm, and thus we expect that our conclusions also hold for the newest

submission.
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In this section, we mention by name several methods that have thwarted schemes.
Such techniques of algebraic cryptanalysis are discussed in Section 3.1.4. In particular, equiv-
alent keys can also be used to reduce private key sizes. A summary of the theory is given in
Section 2.2, and in Section 2.3 within the context of UOV and Rainbow.

1.3.1 Improvements to private key size

Rainbow is the most popular multivariate signature scheme based on Oil-Vinegar poly-
nomials. However, schemes of that class that feature modifications to reduce key sizes have
been proposed even before Rainbow itself was proposed. Chronologically, the first schemes
with this feature are tame transformation schemes (TTS) (CHEN; YANG; PENG, 2002), in
which equations of the private key are required to present a minimum level of sparseness. This
strategy was attacked with various algebraic techniques, e.g. MinRank and the UOV attack, and
corrected several times, as summarized in (DING; SCHMIDT; YIN, 2006).

A similar idea introduced at roughly the same time is the use of stepwise triangular
systems (STS) in their generalized form (WOLF; BRAEKEN; PRENEEL, 2006). The shape of
their private keys is derived from restrictions on polynomials of the central map. This strategy
indirectly enables a reduction in private key size. STS were found to be insecure in the same
work that designed the general classification. The authors propose an inversion attack that
recovers the original message from its corresponding signature, and they additionally show that
it is possible to build an equivalent private key.

STS and TTS were later found to be particular cases of the general Rainbow construc-
tion (DING et al., 2008), due to their similarities in the usage of layers and the central map
inversion procedure. These advances, as well as further cryptanalysis of Rainbow itself (BIL-
LET; GILBERT, 2006) with the MinRank attack, led to the proposal of new parameters for
TTS and Rainbow (DING et al., 2008). This improvement was achieved with “Rainbow-Band-
Separation” (RBS), an extension of the UOV “reconciliation” attack.

Further modifications were proposed as an attempt to salvage previous schemes (TSU-
JIT et al., 2010), but every such variant was broken through a key recovery attack (THOMAE;
WOLF, 2012) which stems from the generalization of the theory of equivalent keys. A con-
sequence of this theory is that the associated matrices of the affine transformations that hide
the central map structure may be thoroughly simplified. It is explored in (CZYPEK; HEYSE;
THOMAE, 2012), for instance, to insert instances of UOV and Rainbow into low-resource
devices.

We note that in the case of STS and TTS, reducing the private key was not the primary
intention of the authors, and it is thus not trivial to estimate such gains through direct compari-
son to Rainbow. Indeed, the reduction of keys is a known strategy to increase the performance
of operations on signatures. On the other hand, several proposals in the literature focus on the
modification of Rainbow with the sole purpose of reducing key sizes. This motivation par-

tially stems from recent efforts to present quantum-safe cryptography as a valid alternative to
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traditional digital signature schemes (BERNSTEIN; BUCHMANN; DAHMEN, 2008).

A variant of Rainbow based on quadratic forms (YASUDA; TAKAGI; SAKURALI
2013) features a trade-off between the private key and public key sizes to increase the per-
formance of the signature generation step. It replaces the central map with a small invertible
matrix, reducing the private key size by up to 91.2% and increasing the public key threefold.
However, it was found to be insecure afterward (HASHIMOTO, 2016) by algebraic cryptanal-
ysis leading up to the discovery of equivalent keys.

NC-Rainbow (YASUDA; SAKURAI; TAKAGI, 2012) is proposed as a novel strategy,
based in non-commutative rings, used to reduce a private key by up to 75%. However, it was
shown by independent researchers to be insecure through a combination of rank attacks and the
UOV attack (THOMAE, 2012; HASHIMOTO, 2015). The variants MB-Rainbow (YASUDA et
al., 2013) and NT-Rainbow (YASUDA; TAKAGI; SAKURALI, 2014b) are based on the insertion
of, respectively, sparse diagonal and non-triangular matrices into the central map, to reduce the
private key by up to 40%. The authors merged MB- and NC-Rainbow into a single scheme
MNT-Rainbow (YASUDA; TAKAGI; SAKURALI, 2014a), shortening private keys by up to
76%.

The parameters of MB- and NT-Rainbow were deemed vulnerable to the RBS attack
by the authors of (PENG; TANG, 2017). Circulant Rainbow is also proposed in that work,
based on the concept of rotating relations introduced to the central map. It gives a reduction of
the private key by up to 45%. This approach and its analogous UOV variant (PENG; TANG,
2018) were broken shortly after with an application of the UOV attack (HASHIMOTO, 2019).
The strategy of MB-Rainbow was applied to UOV in (TAN; TANG, 2015), alongside with the
replacement of certain parts of the private key by values generated through linear recurring
sequences. While these strategies reduce the private key by up to 89.1%, they were found to be
insecure (PARK, 2018) with the discovery of an attack to find equivalent keys efficiently.

In the ELSA variant (SHIM; PARK; KOO, 2017), a hidden layer of quadratic equa-
tions is inserted to simplify the private key and obtain a size reduction of up to 88%. Nonethe-
less, it was found that such structure introduced shortcuts enabling an attacker to find equiva-
lent keys (HASHIMOTO; IKEMATSU; TAKAGI, 2019). The SOV signature scheme (SHIM;
PARK; KOO, 2020) is built by preventing overlap of quadratic terms in the central map and
assigning a specific rank to the matrices associated with its polynomials, reducing the private
key size by up to 91.9%.

Some non-intrusive approaches are also found in the literature. The authors of Lite-
Rainbow-0 (SHIM; PARK; BAEK, 2015) propose the replacement of the entire private key
with a small pseudorandom number generator (PRNG) seed. The private key is reduced by a
factor of approximately 99.8%, but the cost for signature generation increases in roughly 70%.
In (BORGES; PETZOLDT; PORTUGAL, 2012), it is suggested to use the RC4 stream cipher
in the private key generation of UOV, presenting analogous decreases in the private key size
but no noticeable effects on signature generation performance. Such an approach also works
with Rainbow (DORNELLES; LARA; HENRIQUES, 2019). A similar result is also given in
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another work (SEO et al., 2014), in which AES-CTR is employed as the PRNG of choice.

The pre-computation of UOV signatures such that the private key is not required is
proposed in (CHEN et al., 2016). This “online-offline” approach does not modify the key
itself but can be used to yield signatures without the need to load the private key, thus reducing
total storage requirements. Finally, our proposal (ZAMBONIN; BITTENCOURT; CUST6DIO,
2019) is discussed in more detail in (BITTENCOURT, 2019) and further expanded in Chapter 3.

1.3.2 Improvements to public key size

In the case of modifications to the public key, there are not as many approaches
as for private keys. The first strategy is based on field lifting, where the resulting LUOV
scheme (BEULLENS; PRENEEL, 2017) has the central map and public key lifted to an exten-
sion field, such that coefficients of those polynomial systems are now smaller. It is a trade-off
between public key size and signature size, but general enough to be compatible with other
public-key reduction strategies. LUOV has been submitted to the standardization process by
NIST (ALAGIC et al., 2019), and it was subsequently attacked with a new strategy based on
differentials between the base and extension fields (DING et al., 2020). Thus, it was not con-
sidered to the third round of the process (ALAGIC et al., 2020, Sec. 3.24). An extension of
the LUOV proposal to Rainbow (DUONG; LUYEN; TRAN, 2020) was submitted before any
attacks were known, but it is unclear if it is affected by the differential method.

A development by the name of BACUOV (SZEPIENIEC; PRENEEL, 2019) forces
matrices representing the central map and public key to be block-anti-circulant. It allows for
a compression of both keys in the key pair, although only public key size improvements are
featured on the work mentioned above. Still, the authors of (FURUE et al., 2020) show that the
security levels of BACUQV are smaller than initially claimed by manipulating the public key
and applying the UOV attack.

We also classify the work in (SZEPIENIEC; BEULLENS; PRENEEL, 2017) as rele-
vant since it is a general method motivated by the context of public key infrastructures, in which
the size of a public key and signature bundle must be minimized. The strategy, which consists
of a trade-off between signature and public key sizes with their combined length still reduced,
was initially proposed for multivariate trapdoors, and subsequently generalized to work in dif-
ferent security models and other signature schemes (BEULLENS; PRENEEL; SZEPIENIEC,
2018).

The approach proposed in (PETZOLDT; BULYGIN; BUCHMANN, 2010a) is, to the
best of our knowledge, the most scrutinized method for public-key reduction without compro-
mises to the signature size. It was initially used to create cyclic UOV, which has cyclic relations
built into the public key, reducing its size by up to 80.5%. It explores the fact that specific
parts of the public key do not contribute to the security of the scheme and can be structured at
will. A detailed discussion of the mathematical relations that allow for these improvements and

their limitations are shown in Subsection 3.1.2. Schemes that make use of this framework are
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discussed below.

A strategy analogous to a manipulation between base and extension fields is given
in (PETZOLDT et al., 2011). The resulting scheme is 0/1 UOV, in which coefficients of the
public key are in [F,. The proposal consists of creating the matrix associated with the structured
part of the key according to a graph structure. Such a graph describes a relationship of coeffi-
cients that, while sparse, does not facilitate known attacks over UOV, reducing the public key
size by up to 88.6%. However, it is unknown if this proposal can be extended to Rainbow.

The CyclicRainbow variant (PETZOLDT; BULYGIN; BUCHMANN, 2010b) is a di-
rect extension of cyclic UOV. It is featured on the Rainbow submission for the second round
of the standardization process conducted by NIST (DING et al., 2019). It reduces public keys
by up to 53.8%, and the associated key generation algorithm is comparably efficient to Rain-
bow (PETZOLDT, 2020). Another strategy is the usage of linear recurring sequences to gen-
erate such unimportant parts of the public key. It is summarized in two works (PETZOLDT,;
BULYGIN; BUCHMANN, 2011; PETZOLDT; BULYGIN, 2012) and reduces public keys by
up to 56.6%.

1.3.3 Improvements to total key pair size

Additionally, there are works in the literature that manage to reduce both private and
public key sizes through novel strategies. The authors of LWRS (ZHANG et al., 2012) cre-
ate a scheme with low-resource devices in mind. The left affine transformation of the usual
bipolar construction is dropped, and thus the private key is reduced accordingly. The “minus”
method (WOLF, 2005, Sec. 3.2.1), which consists of removing several equations in order to
reduce storage requirements, is applied to the public key.

A modification that consists of adding cross-terms of oil variables in the last layer to
the last two layers of Rainbow is proposed in (TAN et al., 2016). With this method, which is
also applicable to UOV, the authors reduce Rainbow private and public keys by up to 46.2% and
36.8%, respectively. The matrices associated with the public and private keys of the Hufu-UOV
scheme (TAO, 2019) have special Toeplitz and circulant constructions that, for instance, enable
compression of the public key by up to a factor of 4.5.

The variant cubic UOV (NIE et al., 2015) introduces several cubic polynomials in the
central map of the private key. A consequence is that both keys of this variant are smaller
compared to the original UOV scheme, although the focus of the original work is on reducing
public keys. However, it was found to be insecure (HASHIMOTO, 2017) through the recovery
of equivalent keys.

Repaired versions named CSSv and SVSv were proposed (DUONG et al., 2016). The
former removes most cubic polynomials and further unnecessary structure from the key pair,
while the latter does not feature cubic polynomials at all and uses a sparse central map. These
proposals achieve further decrease in key sizes, being comparable to Rainbow in some in-

stances. However, independent researchers found both strategies to be flawed (SHIM; KOO;
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PARK, 2017; HASHIMOTO, 2017) to HighRank and key recovery attacks using equivalent
keys.

There have been commendable efforts in the creation, validation, and correction of
signature schemes based on Oil-Vinegar polynomials. However, most works that introduce any
kind of structure into the key pair eventually succumb to algebraic cryptanalysis. We perform
this review to present evidence that such approaches should be applied with caution and to

suggest a distinct approach, as presented in Chapters 3 and 4.
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2 MATHEMATICAL BACKGROUND

In this chapter, we give the mathematical toolbox necessary to comprehend the re-
mainder of this work adequately. In Section 2.1, we define basic algebraic structures that rule
the operations of mathematical structures within our scope. In Section 2.2, a brief panorama
of concepts associated with multivariate cryptography is given. In Section 2.3, we discuss the
Unbalanced Oil and Vinegar signature scheme, its generalized form Rainbow, and how crypt-
analytic methods impact this trapdoor.

We use the following symbols throughout this work. The symbol <~ is read as “chosen
randomly from”. The symbol ~¢ means that two numbers are equal within a precision of €. The
usual function composition is given by the symbol o, and the inverse of a function f is given by
f~!. The usual mean and standard deviation functions for a set of elements S are respectively

given by u(S) and o(S). The concatenation of two elements up to context is given by ||.
2.1 ALGEBRAIC STRUCTURES

We define below the elementary algebraic structures known as groups, rings, fields,
and vector spaces. We make this clear distinction since there are several underlying struc-
tures used in multivariate cryptography that, for instance, operate in the context of a finite field
but form only a group or ring. Most definitions are taken from (DUMMIT; FOOTE, 2003)
and (MULLEN; PANARIO, 2013), and we refer the reader to these references for proofs of the
facts given below.

Definition 2.1.1. Given a set G and any g1,g2,83 € G, a binary operation * on a set G is a
function x : G x G — G, where we denote *(g1,g2) as g1 *g>. A binary operation x on a set G
may also satisfy the following conditions, for all g1,g2,¢3 € G:

o Itis associative if gy x (g2 *g3) = (g1 xg2) * g3.
o Itis commutative if g1 xgr = goxg1.

e Itis closed under G if g1 xg> € G.

Definition 2.1.2. Given a set G, any g € G and a binary operation * on G, a group is an ordered
pair (G, *) that satisfies the following axioms:

1. The binary operation % is closed under G.
2. The binary operation x on G is associative.
3. There exists a unique element e € G, the identity of G, such that gxe = exg = g.

4. There exists a uniquely determined element / € G, the inverse of g, such that gxh =

h* g = e, and indeed the inverse of 4 is g.
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We are particularly interested in specific types of groups and transformations between

those. Thus, we also give the following definitions, which are useful throughout the work.

Definition 2.1.3. Given a group (G, *), if G is a finite set, then the group is finite. The number
of elements in a group is its order. A group is never “empty”’, due to the existence of the identity

element.

Definition 2.1.4. Given a group (G, x), if the binary operation x on G is commutative, then the

group is commutative, or abelian.

If clear from the context, we hereafter refer to group-like structures by the name of
its base set with a sans-serif font and omit the associated binary operations. By restricting the
binary operation to specific elements of the underlying set, we obtain the intuitive structure
defined below.

Definition 2.1.5. Given a group G = (G,*) and H C G, if H = (H, %) forms a group, then H is
a subgroup of G.

Furthermore, often it is convenient to interpret elements as those of a different group.
However, the binary operation has to be “preserved” throughout this mapping. We precisely
define this below.

Definition 2.1.6. Given two groups G = (G,x),H = (H,¢) and any g1,g> € G, a function ¢ :
G — H is a homomorphism if ¢(g1xg2) = @(g1) o ¢(g2)-

Definition 2.1.7. Given two groups G and H, if a homomorphism ¢ : G — H is a bijection,
it is an isomorphism. If G = H, @ is an endomorphism. If the function is simultaneously an

isomorphism and an endomorphism, it is an automorphism.

Proposition 2.1.8. Given a group G and the set of all its automorphisms Autg, then Aut(G) =
(Autg,0) is a group.

Groups carrying usual addition or multiplication operations are additive and multi-
plicative groups, respectively. Common examples are the additive group under R, that is,
(R,+), and the multiplicative group of integers modulo n, (Z/nZ)*. Adding further opera-

tions to groups leads to more usual arithmetic structures.

Definition 2.1.9. Given a set R, any r,7r2,73 € R, and two binary operations + and * on R, a

ring is an ordered 3-tuple (R, +, *) satisfying the following axioms:
1. The ordered pair (R, +) forms an abelian group.
2. The binary operation * on R is associative.

3. The binary operation * left- and right-distributes over +, that is, ry x (r, +r3) = (r] *
r)+ (rixr3)and (rp+r3)xry = (rpxry) + (r3*ry).
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Definition 2.1.10. Given aring (R, +, %), if the binary operation * is commutative, then the ring

1S commutative.

We hereafter refer to O as the additive identity and to 1 as the multiplicative identity
of a ring, if it exists. Analogously, for any element r of a ring, we denote —r as the additive
inverse of r, and r~! as the multiplicative inverse of r, if it exists. Indeed, these inverse binary

operations are respectively known as subtraction and division.

Definition 2.1.11. Given a ring (R, +,*), the smallest integer n such that 1+ 1+---4+1 =0,
where 1 is added n — 1 times, is the characteristic of the ring. If such n does not exist, then the

characteristic is zero.

Definition 2.1.12. Given a ring R and any r € R, r # 0, if there exists a unique element 1 € R

such that rx 1 = 1 xr = r, then R is a ring with unity.

Definition 2.1.13. Given a ring R with unity, if (R\ {0}, *) forms a group, then R is a division

ring.

The ring of integers equipped with the usual addition and multiplication operations
(Z,+,%) is a commutative ring with unity. The quaternions, a number system employed, for
example, in three-dimensional computer graphics, form a non-commutative division ring with

its usual binary operations.
Definition 2.1.14. A commutative division ring is a field.

Particularly, Galois fields or finite fields are at the heart of various branches of math-
ematics and computer science, and especially cryptography. They are denoted as F,, g = p"
where the prime number p is the characteristic of the field, and ¢ is omitted for brevity if

appropriate.

Proposition 2.1.15 (MULLEN; PANARIO, 2013, Cor. 2.18)). The order of a finite field is
always of the form p" with p prime and n € N. If n = 1, then it is a prime field.

For instance, the prime field I, is composed of the set {0,...,p — 1} equipped with
the usual addition and multiplication operations modulo p. The respective inverse operations
are subtraction modulo p and the modular multiplicative inverse, which is calculated by solving
Bézout’s identity with the extended Euclidean algorithm. Apart from the examples above, we
can also construct more elaborate structures over mathematical objects that live outside the usual

sets of numbers. Specifically, we aim to define non-prime fields with the following framework.

Definition 2.1.16. Given k € Ny, a set of coefficients A with ag, . .. ,a; € A, and an indeterminate
X, a univariate polynomial is an expression of the form

k
Zaix’:ak-xk+---+a2-x2+a1-x+a0. (2.1)
i=0

Each of the terms in the summation is a monomial.
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Definition 2.1.17. Given n € N, a polynomial over a sequence of indeterminates X = (xy,...,x,)
1s a multivariate polynomial. The highest sum of the exponents of the indeterminates in a mono-
mial with a non-zero coefficient is the degree of the polynomial, or deg(-). If all monomials

have the same degree, then the polynomial is homogeneous.

Polynomials of degree zero, one, two and three are respectively called constant, linear,
quadratic and cubic. We note that addition and subtraction between polynomials is done by

simply operating coefficients of monomials with the same product of variables, that is,

k k k
Z a,'Xl + Z b,'Xl = Z(Cli + b,‘)XZ (22)
i=0 i=0 i=0
where x' = x’i' ---xinand iy,...,i, € No. Multiplication is calculated through repeated applica-

tions of the distributive law. Division is calculated with the Euclidean algorithm, considering
x¥ < x! <. < xF as an intuitive ordering to identify divisors and dividends, in the case of

univariate polynomials. This allows us to define the following structure.

Definition 2.1.18. Given k € Ny, coefficients ag,...,a; in a commutative ring R and indeter-
minate x, the set of polynomials Y'¥ a;x' form an univariate polynomial ring R[x]. Given n € N

and indeterminates X, the respective set of polynomials form a multivariate polynomial ring
Rlx1,...,x,] or R[x].

Definition 2.1.19. Given f1, f>, f3 € R[x] with deg(f;) > 0, if fi = f» x f3 implies that either
deg(f2) =0 or deg(f3) =0, then f is an irreducible polynomial over R]X]|.

We note that an irreducible polynomial over a ring always exists (MULLEN; PA-
NARIO, 2013, Remark 2.1.25). An irreducible polynomial cannot be reduced or divided into
simpler polynomials. In the context of multivariate polynomial rings, the division operation
is ambiguous if no additional structure is attached. This distinction is discussed in detail in
Section 2.2, tailored to the context of multivariate cryptography. We are now ready to define

non-prime fields.

Definition 2.1.20. Given p prime, n € N and f € F,[x] irreducible with deg(f) = n, then the
finite field IF » is the set of polynomials with coefficients in IF, and deg(-) < n carrying the usual

polynomial arithmetic operations modulo f.

Finite fields of the form [, are especially useful in computer science, given that co-
efficients are restricted to {0,1} and may be represented by bit arrays, with arithmetic done
through logic operations.

We remark that a polynomial by itself is simply a mathematical expression, but it
is commonly used to define a polynomial function. In this case, the indeterminates are the
variables of the function f(x) associated with the polynomial. The domain and codomain of

such a function must be thus well-defined, for instance, by picking a field. Further, the solutions
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to the associated equation f(x) = 0, if they exist, are the zeros of the function or the roots of a
polynomial.
Several polynomials may be used to model a complex structure in which they behave

concurrently. It is thus useful to have a relevant mathematical concept to represent this situation.

Definition 2.1.21. Given m € N, a polynomial system is a simultaneous sequence of polynomial
equations f(V(x) =0,..., " (x) =0, or

f(l)(xl7"'7xn) :07
: (2.3)
" (xy,. . x)  =0.

If m > n, the system is overdetermined. If m < n, the system is underdetermined. If m = n, the

system is exactly determined.

A polynomial system is consistent if there exists at least one solution xi,...,x, and
inconsistent otherwise. We remark that there may exist polynomial equations that are linear
combinations of other equations, which may affect the classification of Definition 2.1.21. Root-
finding techniques have been studied extensively, and there exist several different methods to
calculate one or all roots (PRESS et al., 2007, Chap. 9). We are mostly focused on solving
systems of linear equations, in which all polynomials have deg(-) < 1, which can be done by
the Gaussian elimination algorithm (PRESS et al., 2007, Sec. 2.2).

It is useful to define an algebraic structure that falls outside of the class of ring-like

structures to generalize the notion of grouping polynomials into a system.

Definition 2.1.22. Given a finite field F equipped with binary operations + and *, a set V, any
elements 51,57 € IF, vq,v3 € V, a binary operation 4+ on V and a binary operation X : F —V, a

vector space over I is an ordered 3-tuple (V,+, x) satisfying the following axioms:

1. The ordered pair (V,+) forms an abelian group.
2. The binary operation X is associative, that is, s1 X (s X v1) = (5] *52) X V1.

3. The binary operation X left distributes over +, that is, s1 X (v +v3) = (51 X v1) + (51 X

Vz).

4. The binary operation + left distributes over X, thatis, (51 +s2) X v1 = (51 X v1) + (52 X

Vl).

Vector spaces are the object of study of linear algebra. The members of V are vec-
tors, and the members of [ are scalars. It follows that the binary operation X is the scalar
multiplication. If clear from the context, we hereafter name vector spaces by capital boldface
letters, without mentioning the associated binary operations. Given ¢ € N, if members of V

are c-tuples of elements of [F, the resulting vector space is a coordinate space represented by
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F¢, with component-wise addition, subtraction and scalar multiplication. We can thus recall

Definition 2.1.21 and create a function of several polynomials.

Definition 2.1.23. Given n,m € N, a polynomial ring F = F[xy,...,x,] and f(1), ... f") € F, a
polynomial map is a function j : " — """ defined by an m-tuple of polynomial functions

Gt o) = FO )y f (L x) (2.4)
We give other useful traits of a vector space before returning to polynomial maps.

Definition 2.1.24. Given a vector space (V,+, X) over F, vi,...,vy, € V and s1,...,s, € F, if

the unique solution for the linear combination s1 X vi+--- 45, X vy =0is s =--- =5, =0,
then the vectors vy,..., vy are linearly independent.
Definition 2.1.25. Given a vector space V and B = {vy,...,vp} C V, the set of all linear com-

binations S = {51 X vy + -+ 5, X Vo | 51,...,5, € F} is the linear span of B. If the elements of

B are linearly independent and S =V, then B is a basis of the vector space V.

There always exists at least one basis for a vector space (DUMMIT; FOOTE, 2003,
p. 409, Prop. 1). Indeed, it is a compact way of representing the entire set of vectors. For
example, the standard basis is a sequence of unit vectors (1,0,...,0),...,(0,...,0,1) over F".
The ordered arrangement of the standard basis yields the identity matrix I,,. Furthermore, all
bases have the same number of elements (DUMMIT; FOOTE, 2003, p. 411, Cor. 4), which is
the dimension of the vector space, or dim(-).

Analogously to group- and ring-like structures, there are mappings between vector
spaces that must “preserve” both binary operations, akin to Definition 2.1.6. The general form

of such functions is presented below.

Definition 2.1.26. Given two vector spaces V= (V,+, x) and V' = (V' +’, x') over the same
field IF, any vectors vi,vy € V and any scalar s € F, a function ¢ : V — V' is a linear transfor-

mation if it satisfies the following conditions:

1. The addition operation is preserved, that is, ¢ (v1+v3) = ¢ (v1) +' ¢ (v2).

2. The scalar multiplication operation is preserved, that is, ¢ (s X v1) = s X" ¢ (vq).

We obtain a vector subspace of V by applying the rationale of Definition 2.1.5. Ob-

serving how a linear transformation acts on a subspace leads to the following definition.

Definition 2.1.27. Consider a vector space V over I, a linear transformation ¢ : V— V, a vector

subspace W of V and any w € W. If ¢(w) € W, then W is an invariant subspace under ¢.

Such functions between coordinate spaces can be represented by polynomial maps. A
trivial example of a linear transformation is the identity function id : V — V such that id(vy) =

V1. Moreover, if dimV = dimV’, there may exist an inverse function (])‘1 : V' — V such that
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¢ 0¢~! =id. We remark that Definition 2.1.7 and Proposition 2.1.8 are analogous in the setting
of vector spaces. Indeed, there exists an automorphism group Aut(V), which is the set of all
invertible linear transformations carrying the usual function composition operation. Such group

is also known as the general linear group GL(V).

Proposition 2.1.28 (DUMMIT; FOOTE, 2003, p. 418, Cor. 14)). Consider a vector space
V over F with dim(V) = n. Let the general linear group of degree n, GL,(IF), be the set of
all invertible matrices of order n x n over ¥ carrying the usual matrix multiplication binary

operation. Then, there exists an isomorphism y : GL(V) — GL,(F).

We observe that the GL, () notation does not refer to a vector space. This is due to
the remarkable fact that linear transformations may be interpreted as matrices over the base
field of the vector space (DUMMIT; FOOTE, 2003, Sec. 11.2). Thus, map compositions and
applications can be interpreted as matrix-matrix and matrix-vector multiplications throughout
our work. For example, the matrix associated with id is exactly Iy, v. More generally, given
¢ € GL(V), its associated matrix y(¢) = M € GL,(IF) and a vector v € V, then ¢ (v) = Mv.

2.2 MULTIVARIATE SIGNATURE SCHEMES

With most mathematical machinery defined, we now introduce the building blocks to
create a generic public-key cryptosystem based on multivariate polynomial equations, focusing

on digital signature schemes. We firstly recall two essential components of cryptography, with
definitions taken from (GATHEN, 2015, Sec. 7.1) and (GOLDREICH, 2004, Sec. 6.1).

Definition 2.2.1. Given a function H : X — Y and any m,m; € X, H is a cryptographic hash

function if it satisfies the following conditions:

1. It is deterministic and easy to compute.
2. Ttis preimage resistant, i.e. it is computationally unfeasible to find m; given H (m).

3. It is second preimage resistant, 1.e. it is computationally unfeasible to find m, given m;
such that m; # my and H(m;) = H(my).

4. Tt is collision resistant, i.e. it is computationally unfeasible to find a pair (m;,m;) such
that m; # mp and H(m;) = H(my).

The cryptographic hash function is the usual method of transforming a variable-length
message into a fixed-length digest. Usually, the set X is composed of all binary words {0, 1}*,
while Y is IE"; for some small k € N. A well-designed function outputs a random string with no
apparent connection to the input, which changes completely even with the smallest correction

applied to the original message. It is a handy tool for integrity checking.
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Multivariate cryptography is based on public-key cryptography. Let us denote private
and public keys as sk and pk, respectively. We give the formal definition of a signature scheme

below.

Definition 2.2.2. Given n € N and a message w € {0, 1}*, a 3-tuple of probabilistic polynomial-
time algorithms (GEN, SIG, VER) is a digital signature scheme if every signature generated by
S1G verifies under VER for every possible key pair generated by GEN. Equivalently,

V(sk, pk) <— GEN(1"), Pr[VER(pk,w, SIG(sk,w)) = 1] = 1. (2.5)

The integer n is the security parameter.

This mathematical framework ensures authenticity and non-repudiation of the sender,
and integrity of the message for a secure choice of the 3-tuple. The algorithm GEN is the key
generation step, which outputs a key pair as a pair of bit strings. The algorithm SIG is the
signature generation step and outputs a signature uniquely determined by the combination of
the private key and the message. The algorithm VER is the signature verification step and
checks if the message was signed correctly with the corresponding key, outputting a truth value.

We note that public keys in multivariate cryptography are polynomial systems with
no apparent structure. However, if a malicious party can efficiently solve such systems, it can
perform signature forgery, defeating the security of the underlying scheme. It is then crucial
that solving random instances of polynomial systems is computationally hard, such that a cryp-
tosystem can be based upon this problem. Fortunately, this is the case for several classes of

polynomial systems.

Definition 2.2.3. Given a polynomial system of the form presented in Definition 2.1.21, finding

a solution vector x,...,x, is the polynomial system solving problem, or PoSSo.

Theorem 2.2.4 (PATARIN; GOUBIN, 1997, App. A)). Consider a polynomial system of
quadratic equations over [ of the form presented in Definition 2.1.21, then finding a solution

vector Xxi,...,x, is NP-complete. This is the multivariate quadratic (MQ) problem.

Hence, multivariate quadratic equations are good candidates for building cryptosys-
tems based on Definition 2.2.3. Indeed, while the choice of I, is more varied, most modern
multivariate cryptography schemes are based on quadratic equations for efficiency reasons. We
expand Definition 2.1.23 to its explicit form, taking into account the proposed degree restriction

of the polynomials, to better visualize such systems.
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Definition 2.2.5. Given n,m € N, a polynomial ring F = F[xy,...,x,] and FO ) e F g

system of multivariate quadratic polynomials over I is defined as

( n n

f(l)(x17"'vxn) - Zzal-(jl)xl'x]"i—Zﬁi(l)Xi+5(l),
i=1

i=1j=i
(2.6)

N
N

f(m)(xl,...,xn) = Zzai(]m)xixj‘f';ﬁi(m)xi+6(’n),

L i=1j=i

where Ocl.(f), ﬁi(k), 8®) €T, 1 <k < m. The set of all such systems is denoted by MQ(n,m). If
all linear and constant terms are zero, then the resulting system is homogeneous quadratic, and

the respective set is MHQ(n, m).

We recall that division of polynomials in a multivariate polynomial ring is ambiguous
if a structure to order monomials is not given. More precisely, the quotient and remainder of a
division between two multivariate polynomials depend on which is considered the divisor, that
is, one representing the “largest monomial”. Thus, we give a short discussion on how to order
multivariate polynomials. The definition below amounts to ordering monomials according to

their associated n-tuples of exponents, which is relatively intuitive.

Definition 2.2.6. Let Z" be the set of n-tuples of integers and any o, 3,0 € Z". Given a well-
order < in Z" such that o + 6 < B + 9 if a < B, a monomial ordering is defined by using « as

x% =x{"x5? - x% € R[x]. Examples of monomial orderings are given below.

« The ordering given by x* < ¢ xP if o < B; with minimal 1 < i < n such that o # B; is

the lexicographic ordering, or “dictionary ordering”.

* The ordering given by X% <g/jex xP if degx® < degxP or, as a tie-breaker, X% <oy xP is

the graded lexicographic ordering.

* The ordering given by x* < grevlex xP if degx® < deg xP or, as a tie-breaker, the last non-

zero element of @ — 3 is negative is the graded reverse lexicographic ordering.

In the context of multivariate cryptography, monomial ordering is used, for instance,
to define matrix representations of multivariate polynomial systems, and to solve those using
Grobner bases (GATHEN; GERHARD, 2013, Sec. 21.4). Additionally, as seen in Section 1.3,
the visualization and manipulation of multivariate polynomials as matrices are pivotal in un-
derstanding and even attacking some cryptosystems. Thus, we also show how to represent

multivariate quadratic polynomials with or without constant or linear terms.
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Definition 2.2.7. Given a polynomial system P € MQ(n,m), the matrix representation of a
polynomial f) e P,1 <i<mis given by

o) o) oa, B
0 o ) B
M(fY) = ' I 2.7)
0 0 oy B
0 0 0 80}

such that f() = x-]\_/l(f(i)) X! forx = (xq,...,x,,1).
Definition 2.2.8. Given a polynomial system P € MHQ(n,m), the matrix representation of a
homogeneous quadratic polynomial f/) € P,1 <i<mis given by

(i) (i)

. oy Ay
M= 2.8)
such that f() = x-M(f®).x" for x = (x1,...,x,). Its unique symmetric version is given by

MOy =M(FD)+M(fT.

While the matrix representation of P itself is highly dependant on a monomial order-
ing, the matrix of Definition 2.2.7 does not necessarily need any. However, the resulting product
may differ from the original polynomial in this aspect. Further, we remark that the symmetric
matrix of Definition 2.2.8 has a diagonal of zeroes if the underlying field characteristic is even.

We now turn to the most used framework to build cryptosystems in multivariate cryp-
tography. The bipolar construction, due to its twofold nature, yields the possibility of building
public-key encryption or signature schemes with the same idea.

Consider n,m € N the number of variables and equations as in Definition 2.2.5, and
C:F* — F" € MQ(n,m). This is the central map and regarded as the trapdoor, that is, a
function that is easy to compute but difficult to invert without particular information. Evidently,
it shall be hidden to prevent signature forgery. Two lateral maps Ly : F" — F™ € GL(F™)
and L, : F" — F" € GL(F") are used to hide the structure of C, by creating the composition
P = L 0C o L, that looks random, making recovery of the central map hard.

The sequence of operations in the bipolar construction is summarized in Figure 1. It
depicts the steps used to operate on a message h or ciphertext z. As a consequence of the
degree choice for multivariate cryptography, this is the only possible arrangement of maps. In
other words, there always must be a quadratic trapdoor hidden by linear maps such that the
composition of the functions is still a quadratic map. Further, the symbol C’ is an abuse of
language that means precisely the act of obtaining the preimage C(x) =y. Since usually m # n,
by definition, the central map cannot be invertible, and thus using the symbol C~! could be

misleading.
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decryption / signature generation

L7l / Jou
hepr v yern —C o g e 2

zc " ‘
private

public

P

encryption / signature verification

Figure 1 — Standard flow of operations in the bipolar construction.

Source — the author.

We now observe the relationship between m and n to understand how the bipolar con-
struction works. The lateral maps need not be considered in this discussion due to their lack of
structure. For m > n, the map C should be injective, to ensure that there exists a unique plaintext
z related to each ciphertext h, by the preimage step. In the case of m < n, one expects that C is
surjective, such that every message h has a signature z, once again by the central map preimage.

The private and public keys are respectively a 3-tuple and its aforementioned compo-

sition, that is,
sk =(Ly,C,Ly) € GL(F™) x MQ(n,m) x GL(F"),

(2.9)
pk =P € MQ(n,m).

The bipolar construction can be extended to work differently from the main idea given, for
instance in the case of schemes that perform calculations over multiple finite fields. We invite
the reader to consult (PETZOLDT, 2013, Sec. 2.2) for a discussion of such schemes, and even
ones that do not use the construction at all.

While very elegant, schemes derived from the bipolar construction are not exclusively
based on Definition 2.2.3. There exist signature schemes constructed via the Fiat—Shamir trans-
formation that only depend on PoSSo, such as MQDSS (CHEN et al., 2016), but their efficiency
is lacking compared to schemes based on the bipolar construction. Consequently, a scheme us-
ing the bipolar construction is based on some variant of the isomorphism of polynomials (IP)
problem. There are several versions of the IP problem, and we give a short definition for the

variant that Oil-Vinegar schemes are based on, as introduced in (DING et al., 2008).

Definition 2.2.9. Let MQ(n,m) be a class of structured quadratic polynomial maps and U =
GL(F™) x MQ(n,m) x GL(IF") be a set of private keys. Given a 3-tuple (£1,C,Ls) € U with
P = L10Co Ly, finding a decomposition P = L10Co L, such that (/31,5, /32) € U is the
extended isomorphism of polynomials (EIP) problem.

The amount of information regarding the difficulty of EIP is sparse (THOMAE, 2013,
p. 69), preventing complete security proofs for Oil-Vinegar schemes. This is also the case
for other IP problems, and thus most multivariate cryptosystems simply have ad hoc secu-

rity. A consequence of EIP is that there exist many private keys that compose a single public
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key (WOLF; PRENEEL, 2011), and this has been used to attack several schemes, as seen in
Section 1.3.

Definition 2.2.10. Given U as per Definition 2.2.9, and private keys (£1,C, £5), (£1,C, £,) € U,

they are equivalent keys if
P=LioCoLy=L10CoL,. (2.10)

Definition 2.2.11. Given a private key (£,C,£,) € U, linear transformations 7 € GL(F"), o €

GL(TF") are sustaining transformations if they preserve the structure of the central map, that is,
P=(Liot Ho(toCom)o(w oLy) (2.11)
such that ToCo® € MQ(n,m).

This concept is further explored in the context of the schemes of Section 2.3. Finally,
we remark that our description of the bipolar construction is slightly different from the liter-
ature. The usual, broader description has £; € AGL(F") and £, € AGL(F"). We recall that
this is the affine group, which is composed of matrix-vector pairs (M,b) that encode the affine
transformation a — Ma +b. By setting the translation vector b = (0,...,0), we get a linear
transformation.

However, it is argued in (WOLF; PRENEEL, 2011, Remark 3.1) that due to the the-
ory of equivalent keys, it is not relevant to the security of most schemes based on the bipolar
construction if £ and £, are linear instead of affine transformations. Hence, our description
of the bipolar construction is based on this technical result. Furthermore, there is independent
evidence of this fact for the schemes presented in Section 2.3.

It is argued in (THOMAE, 2013, Lemmas 3.2, 3.10, 3.19) that some IP problems mod-
elled to represent Oil-Vinegar schemes are no harder to solve using linear transformations in
place of affine ones. As a consequence, the polynomials in the central map must be homoge-
neous quadratic. Moreover, there exist works that confirm homogeneous quadratic maps and
linear transformations are safe both in UOV (KIPNIS; SHAMIR, 1998, Sec. 5) (BRAEKEN;
WOLF; PRENEEL, 2005, Sec. 3.1) and Rainbow (DING et al., 2019, Sec. 3.1).

2.3 THE OIL-VINEGAR TRAPDOOR

In this section, we describe the classic schemes based on the Oil-Vinegar trapdoor,
introduced in (PATARIN, 1997). We define the Unbalanced Oil and Vinegar (UOV) signature
scheme in Subsection 2.3.1, alongside with its multi-layer generalization Rainbow, in Subsec-
tion 2.3.2. We discuss the theory of equivalent keys for each scheme alongside their descrip-
tions. Our definitions are based on (DING; GOWER; SCHMIDT, 2006, Chap. 3) and (PET-
ZOLDT, 2013, Chap. 3).
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2.3.1 Unbalanced Oil and Vinegar signature scheme

The idea of the original Oil and Vinegar signature scheme is to build the central map
with two sets of variables, vinegar and oil variables, such that the multivariate quadratic polyno-
mials do not feature any quadratic oil terms. Thus, by choosing the values of vinegar variables,

the systems become linear in the oil variables and consequently easy to solve.

Definition 2.3.1. Given v,o € N, let V. ={1,...,v}, O={v+1,...,v+ 0} and a vector x =
(X1y-ve 3 Xps Xyt 1, - -+ Xp40). Given a polynomial ring F[x|, an Oil-Vinegar polynomial is a mul-
tivariate quadratic polynomial of the form

Z Z OC,‘jxl'Xj-i-Z Z ﬁ,-jxixj-l— Z yix,--l—é, (2.12)

i€V jev i€V jeo i€VUo

where @;j, Bij, %, 6 € F. The set of all such polynomials is defined as OVP(v,0).

Definition 2.3.2. Let n = v+ 0. A polynomial map C : F" — F° consisting of f(1),... (0
OVP(v,0) is an Oil-Vinegar polynomial map. The set of all such maps is defined as OV (n,0).
If all polynomials are homogeneous quadratic, then the respective set is OVH(v,0).

The integers v and o represent the quantity of vinegar and oil variables, respectively.
After the substitution of vinegar variables, the resulting system is exactly determined, with o
equations and o variables. We remark that the first summation of Definition 2.3.1 is explicitly
split into cross-vinegar terms, and product of vinegar and oil terms, to emphasize that there do

not exist cross-oil terms. A visualization of this structure is given below.

Definition 2.3.3. Given a homogeneous quadratic Oil-Vinegar polynomial f() € OVH(v,0), its

unique symmetric matrix representation is
M(f(t)) _ *ypxv  Kyxo . (2.13)
*oxv  Doxo

We are now ready to describe the Oil-Vinegar signature scheme.

2.3.1.1 Key generation.

Since Oil-Vinegar schemes are based on the bipolar construction, the private key is
composed of a central map C and a linear transformation £, to hide its structure. We remark
that the linear transformation £ is always id, since it simply performs a permutation of the
coefficients in the central map (THOMAE, 2013, p. 71) and is not relevant to the security of the

scheme. Hence, we do not consider £ to be part of the private key. Then, let
sk = (C, L) < OV(n,0) x GL(F"). (2.14)

In the case of C, the random choice amounts to picking all coefficients of the polynomi-

als at random. For £, a new matrix with random coefficients is generated until it is invertible.
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As discussed in Section 2.2, we choose the lateral maps to be linear transformations, since it is
proven that this also does not affect the security of Oil-Vinegar schemes (BRAEKEN; WOLF;
PRENEEL, 2005, Sec. 3.1). The same fact holds for homogeneous quadratic Oil-Vinegar poly-
nomials. Let P =Co L, and

pk =P € MQ(n,0). (2.15)
2.3.1.2 Signature generation.

Consider a cryptographic hash function H : {0,1}* — F?, any message M € {0,1}*,
and obtain the message digest h = H(M). The Oil-Vinegar trapdoor is built to allow the signer

to randomly choose vinegar variables xi,...,x, such that a preimage of the message digest can
be obtained, by solving for the remaining oil variables C(x1, ..., Xy, Xy41,...,Xp40) = h.
To sign a message, one chooses (x1,...,x,) <~ F”, substitutes these values into C(x) =h

and solves the resulting linear system with, for instance, Gaussian elimination, obtaining the
remaining values of x. Usual parameters for Oil-Vinegar schemes are small enough, as per
Subsection 3.3, such that special methods for solving linear systems are not needed.

If the linear system is inconsistent due to a bad choice of vinegar variables, new ones
are simply picked. This event happens with a very low probability, as seen in Subsection 3.2.1.
Then, the signature is the result of the inverse linear transformation applied to the preimage. In

other words, z = £5 ' (x).
2.3.1.3 Signature verification.

To verify a signature, compute h’ = P(z). If h = h’, then the signature is valid, and
otherwise invalid.

The balanced Oil-Vinegar scheme occurs when v = 0. However, it was found to be in-
secure shortly after its proposal (KIPNIS; SHAMIR, 1998). We discuss this attack in Chapter 4.
In the following year, the UOV variant with v = 20 was proposed as a secure variant (KIPNIS;
PATARIN; GOUBIN, 1999), and no security weaknesses are known to the date of writing if the
correct choice of parameters is performed. An instance of UOV is denoted by UOV(IF, v, 0).

The size of a private key is the number of elements in y(£;), added to the count of all

valid monomial combinations in C. In other words,

: 1
#skzo-(w—kv-o%—v—ko#—l) + n? (2.16)
2 e
C
field elements. The size of a public key is the number of coefficients of o polynomials in the ring

F[x1,. .., %], which is known to be ("}¢) for the degree d € N. Since Oil-Vinegar polynomials

are quadratic, we have d = 2, and hence
(n+1)-(n+2)

#pk =0
pk=0 5

(2.17)
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field elements. We note that if the Oil-Vinegar polynomials are homogeneous quadratic, then
the private key size decreases by o- (v+ o0+ 1) elements, and the public key size decreases by

o-(n+1) elements.

2.3.1.4 Equivalent keys.

We recall that there exists a specific form of sustainers of Definition 2.2.11 for each
scheme. In the case of UOV, these mappings are given in (WOLF; PRENEEL, 2011, Sec. 4.3).
We follow the notation of (PETZOLDT, 2013).

Theorem 2.3.4 (WOLF; PRENEEL, 2011, Thm. 4.15)). Given a UOV private key (C,L;) €
OV(n,0) x GL(F") and o € GL(F") such that

2.18
02 o 2.18)

oOXV 0X0

(1)
ll/(a)) — [a)VXV OVX()]

with ®1) € GL,(F) and ®®) € GL,(F), then (Co ®,w~" 0 L5) is an equivalent private key.

We remark that y(@~!) has the same form as @ due to the restrictions on o) and
a)(3), that is,

(1)\—1
(@) Orxo ] (2.19)

y(o™) = [_(w@))l.w(z) (M)~ (0®)~!

where we remove the sub-indices that indicate the dimension of the block matrices to improve
readability. It is a direct consequence of this theorem that there exist at least as many equivalent
keys as possible choices for @. This redundancy may be cast away by observing the shape of

®~ ' o £, and only selecting lateral maps with this structure.

Theorem 2.3.5 (BEULLENS, 2017, Thm. 2)). Given a UOV private key (C,L;) € OV(n,0) x
GL(F") and o € GL(IF") such that

£ 0 £ 0
L) = 2 2 , o) = 2 vxo 2.20
V(L) O g v(o) O 2B L0 (o)1 o (2.20)
and Egl) € GL,(F), then
(Dy-1, (2)
V(o oLy = [ L ()74 (2.21)
OOXV I()

Then, as long as Egl) is invertible, there exists an equivalent key for UOV. This happens

with overwhelming probability as per Subsection 3.2.1. Hence, one may simply choose ENZ €
GL(TF") such that

y(Ls) =

IV *V xXo (2 22)
O{IXV I() .

. . . . 2
and obtain a reduction in the private key size of a factor .



44

2.3.2 Rainbow signature scheme

The Rainbow signature scheme, originally defined in (DING; SCHMIDT, 2005) and a
finalist of the NIST standardization process (ALAGIC et al., 2020, Sec. 3.20), is a generalized
version of UOV that reduces the length of keys and signatures. Several smaller “oil and vinegar”
layers are combined to create a “rainbow”, enabling this optimization.

Consider a finite field F and u,n € N where u < n. Choose a sequence of integers
Vi,...,V, such that 0 = vg < v; < --- < v, < v,y = n. Take the usual set V = {1,...,n}
and, for the range 1 <[ < u, define vinegar variables as V; = {1,...,v,} and oil variables as
Oy = {Vg—i— 1,...,Vg+1}. We note that V| C --- C V1 =V and Oy = V1 \Vg. Let oy = |Og|
and m = n—v. Now, we define u vector spaces spanned by quadratic Oil-Vinegar polynomials
of the form OV (v, 0y), that is,

Z Z 0 XX+ Z Z ﬁijxixj+ Z Yixi + 0, (2.23)
ieVy jevy icVy jeOy 1€V,uU0y
where @;j, Bij, %, 0 € F. We define RB(vy,01,...,0,) = OV(v1,01) X --- X OV(vy,0,). We are

now ready to describe the Rainbow signature scheme.
2.3.2.1 Key generation.

In the case of Rainbow, all three maps are needed to securely hide the structure of the

central map. Therefore,
sk=(L£1,C,Ls) < GL(F™) x RB(v1,01,...,04) x GL(F"). (2.24)

For the central map C, the random choice is equivalent to randomly choosing polyno-
mial systems from each OV(vy,0y) with 1 <[ < u, analogous to multiple UOV systems. The
linear transformations are random invertible matrices. Since each sequence of vinegar vari-
ables in a layer contains all oil and vinegar variables from the previous layer, this allows for the

correct preimage calculation of C. Let P = L oC o £, and
pk =P € MQ(n,m). (2.25)

For example, in the case of u =2 and 1 < i < m, the matrix representation of a homogeneous

quadratic C is

( B 0 T
*V1><V1 *V1><01 V1 X072

*01><Vl 001><01 001><02 for f(])v"'af(m) 667

~ ~ _002><V1 002><01 002><02_

M(f9) = (2.26)

*V1><V1 *V1><()1 *v1><02
o1+1 07
*01><V1 *01><01 001><02 for f( )77f( ) GC

\ _*02><V1 002><01 002><02_
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2.3.2.2 Signature generation.

Consider a cryptographic hash function # : {0,1}* — F”, any message M € {0, 1},
and obtain the message digest h = 7(M). Compute y = £, ' (h). To obtain the preimage C(x) =
y, every layer must be inverted recursively. One chooses (x1,...,x,,) < F"1 and substitutes the
values into the first layer, or in other words, the first system of o; polynomials. This brings
forth a system of o; linear equations in x,, 41, ..., X,,. It can be solved with an algorithm such as
Gaussian elimination. If the system does not have a solution, new vinegar variables xi,...,x,,
have to be chosen. These solutions can then be substituted into the next layer, which creates a
system of o linear equations, that can be solved analogously. This procedure is repeated until

all layers are solved. Finally, we compute z = £, : (x).

2.3.2.3 Signature verification.

To verify a signature, compute h’ = P(z). If h =/, then the signature is valid, and
otherwise invalid.

The remarks about UOV regarding the size of parameters, chances of failure in the
central map preimage calculation and lack of security weaknesses are maintained in the case of
Rainbow. An instance of Rainbow is denoted by Rainbow(F,vy,01,...,0,), with usually u = 2
for efficiency reasons. We note that when u = 1, we get the UOV scheme.

Measured in field elements, the size of a private key is the number of elements in
y(Ly) and y(L,), added to the count of all valid monomial combinations from each layer of
Oil-Vinegar polynomials as per Equation (2.23). In other words,

#sk = mz—i—io- w—kv o+ vitor+1)+ n? 2.27)
_,L: , = k D) k" Ck k k .E . .
] NS 7 2

-~

c

The size of a public key is similar to the UOV case, and thus we have

(n+1)-(n+2)
2

Hok = m. (2.28)

field elements. If polynomials are homogeneous quadratic, then the private key size decreases

by Y, 0k - (v +0i + 1) elements, and the public key size decreases by m - (n+ 1) elements.

2.3.2.4  Equivalent keys.

As a generalization of UOV, there exist equivalent keys in Rainbow using a similar
rationale. The theory is developed in (WOLF; PRENEEL, 2011, Sec. 4.4) for STS, a particular
sparse case of Rainbow. It is argued in (PETZOLDT, 2013) that the strategy is also suitable for
Rainbow.
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Theorem 2.3.6 (WOLF; PRENEEL, 2011, Thm. 4.17)). Without loss of generality, consider a
private key (L1,C,Ly) € GL(F™) x RB(vy,01,...,04) x GL(F") with u = 2. Given © € GL(F™)
and @ € GL(F") such that

(1)

T(l) 0 a)V]le 0V1><01 0V]><02

01%X0 o1 %0

y(t) = [ Rt 2], (@)= 0L, @0 Ooixon | - (2.29)
Toyxor  Toyxos (4) (5) (6)

w02><vl

oV € GL,,(F), 11, 0®) € GL,, (F) and 1), 0® € GL,,(F), then (L0t ', 10Com,0 ' o

L7) is an equivalent private key.

()

02 X01 o

07 X072

The linear transformations 7! and @~! maintain their forms by a similar block in-
verse calculation, as seen below. We use a compact notation to represent operations between
inner block matrices for easier reading. For example, —(7(3))~1. 7). (¢(1))~1 is denoted as
7(=371217Y) Then,
vy = | L e |

(o))~ 0, %o, 0y, %0, (2.30)
ye)=| o2 ()T 0,0,
_w6*1.(4+5.3*1-2).r1 (-6 1537 (@©))!

The redundancy is removed by the same rationale of UOV, observing the shape of the lateral

maps in the equivalent key.

Theorem 2.3.7 (PETZOLDT, 2013, Thm. 3.6)). Without loss of generality, consider a private
key (L1,C,Ly) € GL(F™) x RB(vy,01,...,04) X GL(F") with u = 2, such that

1 2 3
£ ) ) oy
y(Lr) = ng) £E4)] and y(Lo) = | L0 £P]. 2.31)
1 1

£§7) £é8) £§9)
1. Given © € GL(IF™) such that

y(t)=|"! o 02?;)2 (2.32)
and LY € GL,, (F), then

.
y(Liot ") = [0101 Cﬁi"‘ )] (2.33)

0 %01 02

2. Given ® € GL(F") such that
£ 0o, Oy

(@)= |28 L5 0,0, ], (2.34)

£ £ ol

w©) _ﬁ((9—7.1*1~3)—(8—7~r1-2)~(5—4~r1-2)*1~(6—4-r1-3))
)
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with £ € GL,, (F) and ©3) € GL,, (F), then

—12 -13
L, ci'? £t )
Yo oL) = 0,0, L, (0@) .0 (2.35)
002><v1 002><01 102

If Egl) and 0 are invertible, which once again happens with overwhelming proba-
bility, then there exists an equivalent key for Rainbow with £ € GL(F™) and £, € GL(F") such
that

I * IV] *V]><01 *V[XOQ
w(Lr)=| " W)= (0 Lo oy | (2.36)
002><01 102
002><V1 002><01 102

2

. . . m2 n
The private key size is consequently reduced by a factor of o105 T vio1 03

There exists a generalization of the theory of equivalent keys, developed in (THOMAE,

2013), called good keys. 1t is the result of cryptanalytic developments that targeted a specific
variant of Rainbow, which claimed to reduce private keys, with the intent of proving it inse-
cure (THOMAE; WOLF, 2012). A particular consequence of the theory underlying this attack
is that good keys may be used to further reduce private keys, through distinct linear transforma-
tions 7 and .

More precisely, several quadratic terms in the central map C do not contribute to the
security of the scheme, as seen in Section 3.1.2. The structure of the lateral maps in the context
of good keys is depicted in (SHIM; PARK; KOO, 2020, Fig. 3). Specifically, for u = 2, l//(El)
is L, except for the last 0, values of the o1-th row, which are arbitrary. Analogously, y (ENZ)
is I,,, except for the arbitrary first v, values of its last column. We hereafter follow the more
common usage of equivalent keys in the literature, but we encourage further research on the

reduction of private keys using good keys.
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3 NEW APPROACH TO REDUCE PRIVATE KEYS

We observe that the reuse of vinegar variables in the signature generation step of the
Rainbow scheme leads to a shorter representation of its central map, and consequently, of the
entire private key. We analyze the security implications of this strategy and present modifica-
tions to the Rainbow scheme, enabling a reduction in private key sizes of up to 85% with secure
parameters. Furthermore, this framework can be applied on top of existing schemes that shorten
private or public keys, spawning derivatives that reduce the total key pair size by a factor of 3.5.

The contents of this chapter are an extended version of (ZAMBONIN; BITTENCOURT;
CUST6DIO, 2019). In Section 3.1, we give a formal description of our modifications, along-
side with a security analysis taking into account current cryptanalytic methods for Rainbow. In
Section 3.2, we argue that no change of parameters is needed to maintain performance and ran-
domness when creating signatures. In Section 3.3, we measure how our modifications behave

when applied to current sets of parameters for Rainbow-like schemes.

3.1 MODIFICATIONS TO THE ORIGINAL SCHEME

Our approach consists of modifications to the key and signature generation steps of
Rainbow-like signature schemes. We propose to reuse the first set of vinegar variables for sev-
eral signatures and replace these only when necessary. In other words, situations where the
central map preimage cannot be calculated would fail. By locking such variables and substitut-
ing them on the central map C early in the key generation algorithm, we create a C map linear
in vy, thus reducing storage requirements.

We recall that as per Subsection 1.3.1 most variants that shorten private keys are struc-
tural. Hence, some heuristic limits the key space with the intent of producing a compact private
key. Moreover, the primary approach to reduce public keys (PETZOLDT, 2013) prevents al-
terations to the private key. It indirectly generates C from a partial public key through linear
relations between the maps.

Alternatively, our proposal does not modify the underlying structure of the key pair,
but rather of the central map preimages, and consequently of the signatures. We thus present
three general methods based on different techniques that shorten private keys in all Rainbow-
like schemes. We collectively denote these by Rainbow-1, as an easy way to refer to the
general method, and use the same definitions as in Subsection 2.3.2, further denoting the vinegar

variables for the first layer as V)= (X1, Xy,)-
3.1.1 Usage of a seed
We use the fact that a PRNG can recreate the same sequence of numbers given a seed.

The choice of such a generator is outside the scope of our work, and we assume that a crypto-
graphically secure PRNG is chosen. This approach is similar to (SHIM; PARK; BAEK, 2015),
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but it is not as costly, since the private key does not need to be recreated before every signa-
ture generation. It is best suited to environments in which an efficient generator is previously
supplied. We are not aware of any Rainbow variants that disallow this practice. Let us call this

variant Rainbow-1;.
3.1.1.1 Key generation.

We bound the creation of the key pair to a seed S € Ny. Thus, £, C and L, are
generated through the target scheme key generation algorithm, seeded by S. The composition
P = L, 0Co L, must be obtained before the substitution of the vinegar variables such that it
does not need to be recreated. We then choose V; <~ F” and substitute these into C, giving
C € RB(v3,03,...,0,). Finally,

Skr'l = (S,?],[»l 787 [»2),

P 3.1)

3.1.1.2 Signature generation.

This step does not change significantly from the original scheme. Consider a message
M and obtain its digest h = H(M). Compute y = Ll_l(h). The preimage C(x) =y already
has its first v; elements set in the form of V;. The rest are obtained by recursively solving the
remaining linear systems arising from the first layer. In the rare case that a failure occurs in the
central map preimage calculation algorithm, we invoke the key generation step with S to obtain

C, choose other values for ‘71 and create a different C. Finally, compute z = L, ! (x).
3.1.1.3 Signature verification.

This step does not change. To verify a signature, compute h’ = P(z). If h =/, then

the signature is valid, and otherwise invalid.
3.1.2 Linear relations of Petzoldt

This approach is based on the fact that a private key owner can recover the original
central map through the possession of the lateral maps and the public key. We use the linear
relations first introduced in (PETZOLDT; BULYGIN; BUCHMANN, 2010a) and applied in the
definition of the well-known CyclicRainbow scheme. We denote this variant as Rainbow-17;.
A brief explanation of the relations is given below, with the full rationale available in (PET-
ZOLDT, 2013, Chap. 7).

Consider the key pair of a UOV signature scheme as described in Equations (2.14) and
(2.15). It is known that quadratic terms do not mix with linear and constant terms in the case of

Oil-Vinegar signature schemes, and thus we refer only to the quadratic part of any polynomial
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systems in our description. Let the quadratic part of the k-th polynomial cMec 1<k<m,
represented by Definition 2.3.1, be denoted as

b = znj i o xix;. (32)

Wk = i i vi ). (3.3)

Let the elements of y(L£,) be denoted as d; i, 1 <, j <n. Werecall that the function composition
P = C o L; can be represented as a series of matrix multiplication operations. For instance,

Equation (3.3) may be rewritten as

n

A=Y Z ( e Z dyix, Zd ]xs> . (34)
i=1j=i

Focusing on the inner summation, we can represent the matrix multiplication by y(£;) in a

compact way by letting

p dyi-dyj ifr=s,
a =3 - (3.5)
dyi-dgj+dsi-dyj otherwise,

allowing the rewrite of Equation (3.4) as

=L E () £ £ ) 5
i=1j=i

If we recall Equation (3.3), the coefficient associated with the monomial x;x; of the public key
is thus exactly

=YY o ZZdﬁﬁ”. (3.7)
i=1 j=i r=1s=1

By fixing a specific £;, Equation (3.7) becomes a linear relation between the coefficients of the
private and public keys. This allows for the reconstruction of the quadratic part of C from P and
L,. Thus, if the scheme uses homogeneous quadratic polynomials, the entire central map can be
reconstructed. In the literature, this is depicted by representing the coefﬁcients of maps C and
‘P as a matrix with respect to some monomial ordering, and analogously for dr (PETZOLDT
2013, p. 94).

The process for Rainbow is similar, with a small difference due to the presence of two
lateral maps in the private key. Equations (2.24) and (2.25) show, respectively, the private and
public keys of Rainbow. Since £; simply permutes coefficients maintaining the structure of C,

we let Q@ = C o L;, and consequently P = L o Q. The relationship between Q and C is exactly
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as described above in the case of UOV. Let qgf) be the coefficient associated with the monomial

x;x;j in the k-th component of Q. Then,
n n n n
k k i j
@)=Y Yo'y Yl (3.8)
i=1j=i r=1s=1
and by letting the elements of (L) be denoted as ¢y, 1 < k,I < m, then
m
k k
v =Y englt. (3.9)
I=1

We note that the performance of this method is lower than that of Rainbow-7;, due to the
efficiency of PRNGs and the inherent amount of matrix multiplications to recreate C. However,
itis a general technique that works on all Rainbow-like schemes if the polynomials in the central

map are homogeneous quadratic, or their linear and constant parts are independently stored.

3.1.2.1 Key generation.

The usual key generation algorithm for the target scheme is used, yielding (£;,C, L)
and P. Substitute the sequence V; <~ F"! into C, giving C. Then,

SkT72 = (‘71,51,2,52),

o p (3.10)
pk™ =P.

3.1.2.2 Signature generation.

This step does not change significantly from the original scheme. Consider a message
M and obtain its digest h = H(M). Compute y = El_] (h), and attempt to generate the preimage
C(x) =y by inverting every layer recursively. By the relations above, one is able to reconstruct C
with no additional mechanisms if any transitory systems are not solvable, choose other vinegar

variables and create another C. Finally, compute z = Ly ! (x).

3.1.2.3 Signature verification.

This step does not change. If h = P(z), then the signature is valid, and otherwise

invalid.
3.1.3 Application to the EU-CMA variant

The second-round Rainbow submission to the NIST standardization process (DING
et al., 2019) gives a scheme description that diverges from the original works. The authors
introduce modifications that provide security against the EU-CMA model, whereas the original
scheme only prevents a weaker notion of universal forgery. We first recall the target security

model.
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Definition 3.1.1 ((CHEN et al., 2016, Def. 1.2)). Let a digital signature scheme parametrized
by n € N be denoted by DSS(1") = (GEN, SIG, VER). Given a probabilistic polynomial-time
algorithm A which can perform Q € N queries, usually called the adversary, let the following
experiment be defined:

Experiment Expp (i) (A)
(sk, pk) < GEN(1")
(M 2) - ASO) (pk) (3.11)
p < {M;: 1 <i< Q} are the queries to SIG(sk, -)
Return 1 iff VER(pk,M’,Z') =1 and M’ & p.

A signature scheme DSS(1") is existentially unforgeable under adaptive chosen message attacks
(EU-CMA) if A has negligible success probability in ExpED[;'SC(II’{l’;(A).

Given a public key, the adversary can obtain signatures from at most Q messages.
These messages may be chosen adaptively, that is, a new query may depend on replies to pre-
vious ones. The adversary succeeds if it produces a valid pair, consisting of a message not in
a previous query, and a signature valid under pk. The EU-CMA model is considered the most
strict notion of security for signatures. In the case of Rainbow, it is possible to provide security
according to this model through small modifications to the scheme.

More precisely, the introduction of a “salt” prevents that two signatures of the same
message are correlated. We briefly describe this approach, with the intent of preventing the
recalculation of C in the case that \71 is not suitable. Let us denote this method as Rainbow-13.

Concrete implementations of this method are tested on Section 3.3.
3.1.3.1 Key generation.

Consider w € N as the length of the aforementioned salt. Generate the maps (£1,C, L)
and P through the usual key generation algorithm. Substitute the sequence Vi < F" into C,
giving C. We remark that the approach of Rainbow-7; may be applied here, that is, using a seed
S to yield the maps. Then,

Skn3 - (?lvﬁlvav ‘CZaW)a

(3.12)
pk? = (P,w).

3.1.3.2 Signature generation.

Let r <~ {0,1}". Consider a message M and obtain its digest by calculating h =
H(H(M) || r). Compute y = £, '(h), and attempt to generate the preimage C(x) =y. In the
rare case that this does not succeed, other variables in \71 would be chosen and a new C created.

However, the concatenation of a salt to the original message digest alters h completely, due to
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the application of H. Thus, it is only necessary to generate a new r and restart the signature
generation process, such that Vi, and consequently C, need not be modified. Alternatively, if the
preimage is generated successfully, we finish by computing z = £, ! (x). The signature is the

pairz' = (z,r).
3.1.3.3 Signature verification.

We recall that r is used to obtain h again. Then, if h = P(z), the signature is valid, and
otherwise invalid.

We are now able to discuss private key sizes. We note that all coefficients related to
monomials with variables in V; are now removed from the central map. The public key size
does not generally change, and it is evident that the methods mentioned above only slightly

modify the total size. Thus, we first give a general proposition.

Proposition 3.1.2. The size of a Rainbow-1 private key, denoted by sk'l, is

#sk= v, + m> + n?
‘7 ,Cl [,2
1
- vi—vi)(vk—vi+1
-i-ZOk-(( k 1)(2k 1 )+(vk—v1)-0k+(vk+1—v1)+l). (3.13)
k=1

7

Qg

field elements. If the polynomials of C are homogeneous quadratic, the size decreases by

Y 10k (Vkr1 —vi+ 1) elements.

Proof. We subtract v; terms from every collection of vy monomials in Equation (2.27), and add

V; so that the whole preimages can be computed. L

The private key size for Rainbow-1); is exactly #sk plus the size of the seed S, usually
a standard integral data type composed of a small number of bytes, e.g. eight. In the case of
Rainbow-1;, the polynomials in the central map must be homogeneous quadratic. For Rainbow-
M3, the length of the salt is taken to be w = 128 bits (DING et al., 2019, p. 11), and thus only 7
bits, or the equivalent representation in a non-binary field, are added to #sk'. We note that the

public key size of Rainbow-73 also increases by this amount.
3.1.4 Security analysis

A variety of attacks currently thwart the security of Rainbow-like signature schemes
if parameters are not chosen carefully. We briefly state each attack, its estimated complexity,
and argue that our methods do not facilitate such a strategy. Moreover, we also mention attacks
which do not target the structure of Rainbow, but a concrete implementation of the scheme or

one of its building blocks.
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We follow the analysis of (DING et al., 2019, Sec. 8) and (PETZOLDT; BULYGIN;
BUCHMANN, 2010c) for attacks in the classical setting. Direct and collision attacks aim for
signature forgery, since there exist many possible x for any digest h. Side-channel attacks are
a general definition that may encompass either signature forgery or key recovery attacks. All

other attacks are considered key recovery attacks.
3.1.4.1 Direct attack.

An attacker with possession of a digest h and the public key P tries to solve P(x) = h.
This is done by fixing some of the variables until the system is exactly determined and apply-
ing an algorithm built upon the theory of Grobner bases, such as the Hybrid approach (BET-
TALE; FAUGeRE; PERRET, 2012). While it is hard to pinpoint the exact running time of such
methods, the authors estimate its asymptotic complexity as pn-0(1.38-044@logy(9) ™) (BETTALE;
FAUGeRE; PERRET, 2012, Thm. 3), when n = m, for the linear algebra constant 2 < @ < 3.

3.1.4.2 Collision attack.

Since only the message digest is signed in the case of multivariate signature schemes,
the cryptographic hash function H used to calculate such digest must be secure against collision
attacks. It is not within the scope of this work to consider attacks against specific functions, but
we remark that these must also be taken into account. The message digest is an m-tuple of
elements in [, which has order gq. We assume that elements of [F are trivially represented as a
collection of bits of length log, g. Thus, one must require at least V210224 evaluations of H to
compute a collision, due to the birthday attack.

3.1.4.3 UOV attack.

The multi-layer approach of Rainbow does not hinder attacks that also work on the
UOV signature scheme. Kipnis and Shamir created this attack (KIPNIS; SHAMIR, 1998) to
break the balanced Oil-Vinegar scheme. The objective of this attack is to obtain an equivalent
private key through finding the preimage of a specific oil subspace under the map £,. The
complexity of the generalized attack for unbalanced schemes (KIPNIS; PATARIN; GOUBIN,
1999) is ¢"~!=2%«. o field multiplications. We discuss the UOV attack in more detail on Sub-
section 4.1.1.

3.1.4.4 MinRank attack (MR).
We recall that systems of polynomials in the public key P may be individually repre-

sented as matrices. This attack consists of finding o1 linear combinations of these, such that they

have rank v;, in the case of Rainbow. Such rank allows an attacker to isolate the central map
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polynomials from the first layer of Rainbow, and analogously recover the remaining layers with
much lower efforts. In the context of Rainbow (BILLET; GILBERT, 2006; FAUGeRE; LEVY-
DIT-VEHEL; PERRET, 2008), its complexity was considered to be qvlJrl -m- (% — ’%2) field
multiplications. However, recent developments, for example (BARDET et al., 2020, Tab. 3)
and (NAKAMURA; WANG; IKEMATSU, 2020) have greatly improved the complexity of the
attack. This fact is discussed briefly further into the text.

3.1.4.5 HighRank attack (HR).

Like MinRank, linear combinations of public key matrices are used to find the vari-
ables that are less likely to appear in the central map. Such a strategy is used to identify the
last Rainbow layer and obtain the previous layers similarly. The complexity of the improved
attack (DING et al., 2008) is g« - % field multiplications.

3.1.4.6  Rainbow-Band-Separation attack (RBS).

An extension of the UOV reconciliation attack in the context of Rainbow (DING et al.,
2008). It explores the fact that the central map matrix representation is composed of zeroes on
its lower right corner. These yield quadratic equations that lead to an equivalent private key if
solved. The complexity of this attack is given by the hardness of solving a polynomial system
with n variables and m +n — 1 equations (THOMAE, 2013, Thm. 3.30), which as seen above, is
hard to estimate. It has been proposed by (PETZOLDT; BULYGIN; BUCHMANN, 2010c) that,
in order to resist this attack, n > (5(’”3—_1)} Furthermore, recent works (PERLNER; SMITH-
TONE, 2020; NAKAMURA et al., 2020) have shown improvements in the complexity of this
attack, inducing a slight increase in parameter values submitted to the NIST standardization

process. This fact is also discussed in the following.

3.1.4.7 Side-channel attacks.

We remark that none of our proposed Rainbow variants present constant time signature
generation algorithms. It has been demonstrated that private keys can be recovered through
correlation power analysis (PARK et al., 2018). A secure implementation is only given in the
NIST standardization second-round submission of Rainbow (DING et al., 2019). Moreover, in
Rainbow-1;, a considerable amount of computation is added to the signature algorithm when
one of the systems is not solvable. In a chosen message attack, one may observe the time spent
on multiple signature generation steps and quickly check if the linear systems are solvable, thus
obtaining information about the central map. Although there are no known attacks that make
use of this technique, there may exist information leaks of this kind when applying our methods

to Rainbow-like schemes.
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3.1.4.8 Comparison.

In Table 1, we show the security level for several parameter sets in the literature and
the attacks described above, except for side-channel attacks. We only show results for known
secure parameter sets to prevent accidental endorsement of untested, and possibly insecure,
instances. Further, we remark that our calculations are presented as approximate measures and
reflect only an estimate of the complexities.

The Rainbow submission authors made conservative choices in the first (DING et al.,
2017) and second (DING et al., 2019) rounds to fit security categories as requested by NIST.
We apply our method to these recent proposals, and additionally choose parameters from (PET-
ZOLDT, 2013, Tabs. 6.12, 9.8) for further comparison. The latter are named P-¢, where ¢ is the

classical security level in bits given by the author.

Table 1 — Classical security level, in bits, for several instances of Rainbow.

Instance  Parameters Direct Collision UOV MR HR
I-a (Fi6,32,32,32) 154 128 144 150 146
I-b (F31,36,28,28) 145 139 193 201 156
I-c (F2s6,40,24,24) 138 192 331 346 209
II-b (F31,64,32,48) 207 199 256 342 257
I-c (F256,68,36,36) 206 288 557 572 307
IV-a (F16,56,48,48) 231 192 243 248 212
V-c (F)s6,92,48,48) 275 384 751 765 405
VI-a (Fi6,76,64,64) 308 256 324 330 277
VI-b (F31,84,56,56) 289 278 435 442 298
P-080 (Fas6,17,13,13) 75 104 143 159 118
P-100 (Fy56,26,16,17) 95 132 209 232 152
P-128 (F2s6,36,21,22) 123 172 200 313 193
P-192 (Fas6,63,46,22) 195 272 706 532 195
P-256 (F2s6,85,63,30) 266 372 956 709 260

Source — the author.

The minimum security level among different attacks for a parameter set is emphasized.
In the case of direct attacks, we set @ = 2.4 as the linear algebra constant, and simulate the
complexity of solving an exactly determined polynomial system with m equations and variables.
In the context of Rainbow, n — m variables are fixed to attempt to solve the system. Since the
complexity of this attack depends on the method used to find Grobner bases, it is acceptable
that there exists a small difference in the reported bit level, as in the case of P-¢. Moreover, the
constraint of RBS is respected for all parameters sets with g > 16.

Recent developments of Rainbow cryptanalysis (DING et al., 2020) have improved
the complexity of RBS and MinRank attacks. We present the results in Table 2 as given by
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the authors of the works mentioned earlier. We refer to the revised parameter sets simply by
their targeted NIST security levels and convert the security level from logic gate counts to field
multiplications, as per (DING et al., 2019, p. 35). Further information on closed formulas can
be found on (NAKAMURA et al., 2020, Eq. 19) and (NAKAMURA; WANG; IKEMATSU,
2020, Sec. 5).

Table 2 — New parameters of Rainbow according to (DING et al., 2020, Sec. 4) and related
classical security levels, in bits.

Instance Parameters Direct Collision RBS UOV MR HR
I (F16,36,32,32) 159 138 142 152 157 145
I (F2s6,68,32,48) 2217 200 210 430 221 403
Vv (F256,96,36,64) 278 265 274 560 289 532

Source — the author.

We note that most attacks look for unique structures within the private key. While
our methods indeed modify the private key representation, it is still present in its entirety on the
public key composition, which is readily available to malicious entities and can be possibly used
to forge signatures. Thus, we suggest that the right choice of parameters is made whenever our
methods are applied, according to (PETZOLDT; BULYGIN; BUCHMANN, 2010c), to protect
the scheme instance against these attacks. We do not discard the possibility that specialized
attacks exist, particularly ones that take into account multiple signatures, due to our fixing of

vinegar variables.
3.2 STATISTICAL ARGUMENT

In this section, we argue that signatures generated by our proposal are comparably
random to conventional Rainbow signatures. In Subsection 3.2.1, we look into the probability
of matrices with elements in finite fields being invertible. In Subsection 3.2.2, we present a

structural analysis of signatures created by our method.
3.2.1 Invertibility of the central map

Recall that, to create a Rainbow signature, a preimage of C needs to be calculated.
Random guessing of vinegar variables is performed in order to create a solvable linear system.
It is also known that the central map is expressed as multivariate quadratic polynomial systems,
which can be themselves interpreted as multidimensional matrices of coefficients. With this in

mind, we first derive the probability that a random matrix with elements in [F is invertible.

Proposition 3.2.1 (MULLEN; PANARIO, 2013, Remark 13.2.14)). Given a square matrix M
of order n x n such that m;j € F,,1 <, j <n, the probability that M € GL,(IF,) is [T, (1 —



59

q ")

Proof. We recall that M is invertible if and only if M € GL,(F,). This happens if the set of all
rows m; € F" is linearly independent. The zero vector (0,...,0) € F" is linearly dependent of all
other vectors. Thus, m; # (0,...,0), with all other ¢"" — 1 possible vectors eligible. The row m;
must not be any of the ¢ multiples of m, and ¢" — g vectors remain. Without loss of generality,

k—1

m; must not be any of the ¢ multiples of my_, and so ¢"* —¢"~ ' vectors can be selected. Then,

the probability that all vectors chosen are linearly independent is

n n k—1

Mg =122~ =[J1-g". (3.14)
k=1

n
=1 4

]

In the context of Rainbow, the number of layers directly influences I1(g,n), since it
dictates how many linear systems have to be solved. In other words, all square matrices of size

vi, 1 <i < uneed to be invertible to achieve a preimage under C. Thus, the probability

U Vil

N(g,n,u) =[TIT(1-¢7") (3.15)

i=1k=1

more accurately represents the upper bound for these chances. We denote tbe common case of
u =2 as I1(g,n,2) = I(g,n), and we observe that I1(g,n,1) = I1(g,n). Hence, schemes with
more layers have a lower probability of success in the signature generation preimage step.

Parameters for Rainbow are selected according to a number of restrictions, imposed
by attacks that may harm the security of the scheme. Furthermore, we recall Definition 2.2.8,
which states that the central map can be represented as square matrices of order n x n. Hence,
we choose 56 < n < 90 according to (PETZOLDT, 2013, Tabs. 6.4, 6.8, 6.13) and calculate
the probability that a random matrix is invertible in finite fields of typical orders. Figure 2 de-
picts the lowest probabilities computed for the appropriate range. For instance, I1(16,90) ~
93.3594% and I1(256,56) ~ 99.6078%. To simulate layering, we set v; =i- [%] and approxi-
mate to n when needed.

It is also useful to calculate I1(q) = lim,—,. I1(g,n) to observe changes in the probabil-
ity with the growth of the number of equations. We note that this limit has a well-known series

representation.

Theorem 3.2.2 ((APOSTOL, 2010, Thm. 14.3)). Euler’s pentagonal number theorem states
that

o)

[Mo-d)= ¥ (—1fg* (3.16)

By simply swapping signs in the exponents, we can use this identity and obtain a fast
approximation of the probability when n tends to infinity. We use the SageMath language,

which offers arbitrary precision real numbers, to obtain these values and find out that, when



1 — L —
08| i/
i 095 i
B 1 L
= 0.6 i /
Q i /
= : 09 f
[=) Il . 'I
£ 0.4 : ;
02| 1 '
! 0.85| !
e (g, n) P e II(q,n)
ol --=-Ti(g,n) ' --=-1l(g,n)
0 50 100 150 200 250 0 50 100 150 200 250
q

(a) argminsg., g of I1(g,n) and T1(g,n). (b) Figure 2a, with g > 16.

Figure 2 — Probability of obtaining M € GL,(IF,) with 2 < g <256 and ¢ a prime power, given
the quantity of layers of Rainbow.

Source — the author.

n > 56, I1(q) ~,o-1s I1(¢,n) and I1(q) ~-s TI(¢,n). Thus, Figure 2 also accurately reflects
the behaviour of I1(g), that is, current values of n already reach effective upper bounds for this
probability.

Hence, we note that the inversion event happens almost certainly. Moreover, this ev-
idence shows that computing a preimage to sign a message happens at the first try with high
probability in a wide range of Rainbow configurations. Therefore, we argue that the cost of
generating signatures with Rainbow-7 does not increase due to infrequent central map recon-

figuration events.

3.2.2 Similarity of multiple signatures

Vinegar variables chosen to compute a preimage of the central map are an integral
part of the preimage C(x) =y. For instance, in the case u = 2, these make roughly a third
of the output, considering common parameters for Rainbow. Further, we recall that there are
approximately g™ possibilities for x, for any [F,. Our proposal eliminates this choice by locking
vinegar variables into the private key. Hence, it is essential to know if such variables create
patterns in which private information may leak through a multi-target attack. Throughout this
subsection, we use the SageMath PRNG, which implements a front-end to the /dev/urandom

Linux kernel space generator.
We recall that a message digest h is signed instead of the entire document. A secure

cryptographic hash function shall produce an output that appears to be random. The application
y= Ll_] (h) does not affect this behaviour, since the map is also random. Hence, we need not
simulate this calculation in our analysis. According to Subsection 3.2.1, the operation C(x) =y
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creates a valid preimage with overwhelming probability, where the first v; elements of any x
are the same.

We observe the distribution of field elements in vectors after the final function appli-
cation, that is, z = L, !(x). Consider a t-tuple of signatures from an unmodified instance of
Rainbow acting as a control group, that is, Z/ = (zi,...,%), t € N. Let its “unpacked notation”
be the (n x t)-tuple Z, = (z%,z%, N .21 2) of elements of [F,. When the first v; el-
ements of the vector x are fixed due to the usage of Rainbow-7, we instead denote these by Z/
and Z.

We hypothesize that Z, and Z; behave similarly to observations sampled from a dis-
crete uniform distribution, the random process used in choosing parts of a private key. We
recall that any element of IF, is equally likely to appear in the matrix representation of a linear

transformation or as a coefficient in an Oil-Vinegar polynomial.

Definition 3.2.3. Let /(a,b) be a discrete uniform distribution with a,b € Z, a < b. The stan-
dard deviation of U(a,b) is

_ 2
o:\/(b “Jlrzl) I (3.17)

Let U(1,q) be the discrete uniform distribution that represents the chance of randomly
picking any element from F,. We note that if the field characteristic is even, there exists a

mapping to the natural numbers that allows this choice to be performed. Thus, we expect that

_ 21
limo(Z) =1/ 2 (3.18)

t—oo 12

suggesting that greater values of n and ¢ approximate faster to the theoretical standard deviation.

10 o7~

(a) do(t) forn=42,v; = 17. (b) dg(t) for n=90,v; = 35.

Figure 3 — Difference of standard deviations when 1 <7 < 512, and 2 < g < 256 with g as a
prime power.

Source — the author.

Let us denote the absolute difference between standard deviations for 7 as dg (1) =

|6(Z;) — 6(Z;)|. Figure 3 shows the amplitude of such values for various values of ¢ and 7.
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We note that the largest values of dq () occur for finite fields of higher orders and lower ¢. For
instance, given the vector space IE"Z%, we have ds(1) ~ 8.25, and for a slightly higher ¢, we
obtain a much lower value dg(11) ~ 0.24. This behaviour is also observed within absolute
differences of means, defined analogously as d,(t). The vector space IF‘I%I gives the values
d, (1) ~5.31 and, comparatively, d;, (1) ~ 1.14.

The comparison of expected with obtained standard deviations and means in our ex-
periments gives positive results and confirms the law of large numbers. Still, it is interesting to
look at the diffusion of values within Z; and infer that it does not simply simulate the mean and
standard deviation for a known discrete uniform. We count the amount of values for each class
1 < k < g and refer to them by Z; ; and Z,k. By the central limit theorem, these counts should
be normally distributed.

Figure 4 shows the cumulative distribution function (CDF) plot and the Q-Q (quantile-
quantile) plot for such samples. The expected CDF, and examples for Z; and Z:, show that
all values are fairly distributed, with small variations due to the random generation of field
elements. However, we note that this is due to the low number of classes, that is, the order
of the finite field, and experimentally confirm that such discrepancies are largely reduced with
g =210

The Q-Q plot, or normal probability plot, further confirms this behaviour. It is built by
pairing the normalized counts Z; ; with quantiles from the standard normal distribution. Such
quantiles are the normal order statistics, or rankits (IPSEN; JERNE, 1944, p. 349), which are
hereafter referred to as K € RY. Generating precise values for K is non-trivial, and we use the

method below to yield approximate values.

1 4
8
z =
= 0.8 z /
2 2 2
Q
2 06 < o
g / 5 0 7
2 “ 7.
3 0.4 2 .-';f"‘
z == A
< — '
5 0.2 ( Zt,k é v Zt,k
— Zik Zo I ! Zi ke
0 - N(0,1) —4 N(0,1)
—4 -2 0 2 —4 -2 0 2

Samples from A(0,1)
(a) CDF plot.

Theoretical V(0,1) quantiles

(b) Q-Q plot.

Figure 4 — Distribution of counts of elements in Z; and Z such that ¢ = 216 for ]Fg(s)é-

Source — the author.

Let r € N be a precision parameter, and min(S,{) represent the i-th smallest value in

a non-empty set S with a partial order. A number r X g of samples are taken from a standard
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normal distribution A/ (0, 1) and organized into g-tuples K, ..., K,. Then, K is composed of the
means of the i-th smallest values in all K, that is,

K= (u({min(K;,i): 1< j<r}):1<i<q). (3.19)

We have found experimentally that the lowest precision parameter » = 1 is still useful to interpret

the graph. The resulting plot shows that points are sufficiently close to the y = x expected line.

Our argument indicates that, even if part of the preimage created by the central map

is fixed, the remaining linear transformation disrupts this pattern with high efficacy. Hence,

an attacker with possession of multiple signatures created by our method would not be more

capable of forging a new signature or deducing private information through strict statistical

methods, than an attacker with no such knowledge.

3.3 ENHANCEMENT OF EXISTING SCHEMES

Our method does not depend on structures inserted on the private key. Consequently, it
can be applied to all known Rainbow-like schemes. We experiment with several sets of parame-
ters and observe the reduction of private key sizes. It is known that there are various limitations
for the choice of parameters that lead to secure instances of Rainbow (PETZOLDT; BULYGIN;
BUCHMANN, 2010c). We implement several known guidelines and confirm that our proposal
does indeed work for a broad range of parameters. Furthermore, we remark that comparisons
are made considering the usage of homogeneous quadratic polynomials, and simplified linear
transformations due to Theorem 2.3.7.

We show results for the application of our method in Table 3, considering parameter
sets of Tables 1 and 2. Indeed, the choice of v; remarkably affects the results. Moreover, a
minimal value of o, is also known to reduce the private key size further. We suggest that v > o,
as much as possible to maximize the results of our method. However, we remark that one must
set sufficient parameters for o; such that the scheme still resists direct and UOV attacks.

In the case of Rainbow variants, schemes claim optimizations of the private key often
through the inclusion of inner structuring. It is imperative to understand such structures to
measure the impact of our method within the context of these schemes. For instance, it may
be the case that a method introduces sparseness related to specific vinegar variables. Thus, the
reduction would not be equally distributed over the private key elements, and our method would
have its efficiency reduced.

To the best of our knowledge, it is not trivial to combine our strategy with the schemes
presented in Subsection 1.3.1, and resulting gains would be reduced. Furthermore, several of
those schemes were subsequently broken, or new parameters were proposed, suggesting that
such a combination would not be productive. We thus consider only schemes that reduce the
public key size, that is, CyclicRainbow (PETZOLDT; BULYGIN; BUCHMANN, 2010b) and
RainbowLRS2 (PETZOLDT, 2013, Sec. 9.2).
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Table 3 — Reduction of Rainbow key sizes, in bytes, for various instances of the scheme.

Instance Parameters n m #sk #sk  Difference

I-a
I-b
I-c
III-b
III-c
IV-a

(F16,32,32,32) 96 64 92928 26896 —71.06%
(F31,36,28,28) 92 56 105916 24628 —76.75%
(Fs6,40,24,24) 88 48 132576 24136 —81.79%
(F3,64,32,48) 144 80 389975 71552 —81.65%
(Fas6,68,36,36) 140 72 511416 78188 —84.71%
(F16,56,48,48) 152 96 358656 88540 —75.31%
Vec (Fas6,92,48,48) 188 96 1227072 180572 —85.28%
Vl-a (F16,76,64,64) 204 128 860800 206630 —76.00%
VI-b (F31,84,56,56) 196 112 980524 187172 —80.91%
P-080  (Fas,17,13,13) 43 26 16757 4177 —75.07%
P-100  (
P-128 |
P-192
P-256 |

(

(

(

)
Frs6,26,16,17) 59 33 41163 8364 —79.68%
Fys6,36,21,22) 79 43 96288 17754 —81.56%
Fas6,63,46,22) 131 68 416998 52417 —87.43%
Fas6,85,63,30) 178 93 1043295 128950 —87.64%
Fi6,36,32,32) 100 64 103616 27026 —73.92%
Fas6,68,32,48) 148 80 626016 107652 —82.80%
Fas6,96,36,64) 196 100 1408704 204384  —85.49%

Source — the author.

III

We compare key pair sizes when our method is used alongside Rainbow variants that
reduce the public key size. Table 4 presents results for some sets of parameters from Table 3. We
calculate #pk for the variants according to (PETZOLDT, 2013, Egs. 9.2, 9.4) and (PETZOLDT,
2020). As per (PETZOLDT, 2013, Remark 9.1), we note that ¢ = 16 and ¢ = 31 are not
considered due to a security restriction of RainbowLRS2. The “nCyclic” method is a small
improvement over CyclicRainbow featured on the second-round submission of Rainbow to the
NIST standardization process (DING et al., 2019). We obtain positive results, with key pair size
reductions of up to a factor of 3.

The use of CyclicRainbow or Rainbow LRS?2 with Rainbow-17; is recommended. These
variants are based on the linear relations described in Subsection 3.1 and resulting implemen-
tations may be effortlessly modified to use our proposal. Moreover, if higher parameters are
needed, e.g. a security level of 256 bits, we note that the key pair is reduced more aggres-
sively. Thus, our results reflect changes over a wide variety of platforms and possible Rainbow
deployments that benefit from lower storage requirements.

We also briefly discuss the effect of these changes on the signature generation step
overall performance. In the case of Rainbow-1, it does not vary significantly due to the fast re-
generation of the central map elements from a given PRNG and S. On the other hand, Rainbow-

1> uses elaborate techniques to reconstruct the central map if vinegar variables are not suitable.
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Table 4 — Total reduction of Rainbow key pairs, in bytes, for variants of the scheme.

Instance Variant #sk #sk" #pk Difference
Classic 24596  —30.42%
P-080 Cyclic 16757 4177 9474  —66.99%
LRS2 8645 —68.99%
Classic 58410 —32.94%
P-100 Cyclic 41163 8364 20266 —71.25%
LRS2 18682 —72.84%
Classic 135880 —33.83%
P-128 Cyclic 96288 17754 44971  —72.98%
LRS2 42107 —74.22%
[ Clasm‘c 03616 27006 161600 —28.88%
nCyclic 60160 —67.13%
I Clas31f: 626016 107652 882080 —34.37%
nCyclic 264576  —75.32%
v Clasm'c 1408704 204384 1930600 —36.07%
nCyclic 536104 —77.83%

Source — the author.

This process is not without cost, and it may negatively affect the average signature generation
time, as seen in (PETZOLDT, 2020). Still, by making use of Rainbow-13, these computa-
tions are entirely avoided by choosing a new salt instead of new vinegar variables, reducing the
inherent overhead.

We conclude that Rainbow-n offers several competitive features and may act as a re-
placement for the original Rainbow proposal. For instance, signatures produced with Rainbow-
n are statistically indistinguishable from signatures created with the unoptimized method, pre-
venting related attacks. Moreover, our method allows a reasonable reduction in private key sizes

and it is applicable to variants that optimize public keys.
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4 VARIANT OF KIPNIS-SHAMIR ATTACK

As seen in Chapter 3, several arguments were made in order to present support for
the security of our Rainbow-1 proposal. We recall that the inner workings of the scheme are
not modified, and a sideline modification is done instead, which preserves the randomness of
signatures. As summarized in Section 1.3, there is encouraging evidence that adding further
structure to the central map is dangerous to the security of Oil-Vinegar schemes.

We intentionally avoid this strategy with our proposal of Chapter 3. However, we show
that it is not secure due to a leakage of information from the private key through signatures. In
Section 4.1, we briefly describe the Kipnis—Shamir attack and present a variation of this attack
that produces an equivalent key for a scheme that makes use of Rainbow-7. In Section 4.2, we
show the practical consequences of this attack, and we argue that fixing less vinegar variables

still leads to an efficient attack.

4.1 ATTACK DESCRIPTION

In this section, we show how to mount a key recovery attack against a scheme that uses
the Rainbow-1 strategy. In Subsection 4.1.1, we recall the Kipnis—Shamir attack, the first crypt-
analytic method that specifically targeted Oil-Vinegar signature schemes. In Subsection 4.1.2,

we present our version of the attack that works against the proposal of Chapter 3.

4.1.1 Original method

The Kipnis—Shamir attack, or UOV attack, was first given in (KIPNIS; SHAMIR,
1998) as proof of insecurity of the balanced Oil-Vinegar signature scheme. The fact that
v = o allows for the leakage of information in the public key that can be used to reconstruct
an equivalent private key. This method led to the creation of UOV as a countermeasure (KIP-
NIS; PATARIN; GOUBIN, 1999) with v = 20. The attack was generalized on the same work,
but it is computationally hard to perform if the difference v — o is not small enough.

The UOV attack stands relevant in the cryptanalysis of Oil-Vinegar signature schemes,
as seen in Section 1.3. We describe the attack for v = o and finite fields of odd characteristic,
following the rationale of (DING; GOWER; SCHMIDT, 2006, Sec. 3.2). We refer the reader
to (CAO et al., 2011) for the case of even characteristic and (KIPNIS; PATARIN; GOUBIN,
1999) for the case of v > 0. Without loss of generality, we restrict the polynomials of C and P
to be homogeneous quadratic.

Consider the vector space [’ that denotes all possible messages, and the vector space
[F" that denotes all possible signatures from a balanced Oil-Vinegar signature scheme, with
n = v+ o. Its private and public keys are given in Equations 2.14 and 2.15, respectively. We

introduce further vector spaces that are essential to discuss the attack.
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Definition 4.1.1. Consider the subset of " composed of all vectors with the first v coordinates
equal to zero, that is, {(0,...,0,x,11,...,x,) € F"}. The vector subspace of " formed by this
set with the usual binary operations is the oil subspace, and denoted by O. The preimage of O

under £, is given by 0.

Definition 4.1.2. Consider the subset of " composed of all vectors with the last o coordinates
equal to zero, that is, {(x1,...,x,,0,...,0) € F"}. The vector subspace of " formed by this set
with the usual binary operations is the vinegar subspace, and denoted by V. The preimage of V

under £; is given by V.

The main observation of the attack is that combinations of matrices associated with
the polynomial systems of C by Definition 2.3.3 are precisely structured. Since the public key
preserves this arrangement, it can be used by the attacker to forge signatures. A more precise

characterization of this fact is given below.

Lemma 4.1.3 ((KIPNIS; PATARIN; GOUBIN, 1999, Lemma 1)). Given any polynomials
f@, ) € OVH(v,0), let () : F* — F" and ¢(/) : F* — F” be the linear transformations as-
sociated with the matrlces M (£ and M(f)) of Definition 2.3. 3 respectively. If M(fU)) is

invertible, then so is (7) and thus O is an invariant subspace of (]) (q)(j))’l.

We recall that £ and £) are part of an Oil-Vinegar central map. Informally, any
symmetric matrix representation of a polynomial of C maps O to V due to its Oil-Vinegar
structure. The inverse of this operation gives a mapping from V to O. By composing the linear
transformations obtained from matrices of two distinct polynomials as described above, the oil
space becomes an invariant subspace with regards to this new linear transformation.

Further, we have to account for £, since it is composed with C to form the public key.
As argued in (KIPNIS; SHAMIR, 1998, p. 261), the aforementioned behaviour is analogous for
any combination of matrices associated with polynomials of P. Such a matrix maps OtoV,
and its inverse maps V to O. With several distinct combinations of the aforementioned form, it
is possible to obtain the common invariant subspace 9] (KIPNIS; PATARIN; GOUBIN, 1999,
Thm. 1).

If the vector subspace O is known, it is straightforward to obtain its basis B with di-
mension o. Consider W(£5) € GL,,(F) as the matrix I, with elements of B as its last o columns.
This matrix has the shape of @ in Theorem 2.3.4. Consequently, the associated linear transfor-

mation £, allows for the construction of an equivalent key of the form
sk= (P oLy, L)1) (4.1)

This can be verified by inspection of the associated symmetric matrix representations, as given
in (DING; GOWER; SCHMIDT, 2006, p. 71).
The computational complexity of the general attack is g~ =2 -03 field multiplica-

tions. Indeed, the attack is performed in polynomial time in the case of the balanced Oil and
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Vinegar scheme, which has n = 2v = 20 and u = 1. The UOV attack is also applicable to in-
stances of Rainbow. Consider a Rainbow private key as shown in Equation (2.24). It is evident
that the function composition D = L o C preserves the Oil-Vinegar trapdoor, since £; only
permutes the coefficients of the polynomials in the central map. The resulting map D is an
Oil-Vinegar map with v, =v| 401 +--- 40,1 vinegar variables and o, oil variables, but with
extra m — o1 polynomials. Such polynomials play a factor in the complexity of our attack, as

seen below.

4.1.2 Our attack

We recall that our proposal Rainbow-7, as described in Section 3.1, is a modification
based on fixing vinegar variables early in the key generation step. By pre-substituting such
variables in the central map, it can be stored more efficiently. Further, we ensure that any
message can be signed through a reconstruction of the central map if its associated preimage
calculation does not succeed. Moreover, we impose no limitation on parameters such that their
secure selection is always encouraged.

Nonetheless, we identify that a sequence of signatures created with the same vinegar
variables can be used to mount a key recovery attack. Then, a malicious entity can create
signature forgeries in polynomial time, similar to the UOV attack. The critical observation
is that signatures produced with Rainbow-1 are used to obtain vectors of O. Consequently,
an equivalent linear transformation CNZ can be recovered and composed with P to yield an
equivalent private key.

The authors of (SHIM; KOO, 2020) present a similar attack, in which the threat model
assumes that vinegar values are fixed by inducing faults through physical sources or software.
They show that, in fact, any fixed vinegar variables are enough to theoretically break Rain-
bow (SHIM; KOO, 2020, Thm. 4), i.e. a generalized Rainbow-7 is also insecure. We further
explore this in Subsection 4.2.2. We note that it is difficult to induce faults in vinegar variables
for even a single signature generation procedure (MUS; ISLAM; SUNAR, 2020). Therefore,
we emphasize the importance of randomized vinegar variables in the Rainbow signature scheme
by using our independently discovered attack to break our proposal of Chapter 3.

Without loss of generality, we describe the attack for UOV, that is, a Rainbow scheme
with a single layer and £, = id. However, we note that this strategy can also be applied to a
Rainbow scheme, given that it can be interpreted as a UOV scheme, as previously discussed.
Consider any instance UOV(F,v,0) as per Subsection 2.3.1. We recall that n = v+ o is the
number of variables, and m = o is the number of equations in C and P.

An attacker must collect m+ 1 signatures known to have been produced with the same
vinegar variables through Rainbow-1 for the attack to work. Let the set of collected signatures
be denoted as p = {01, ..., 0,+1}. Any preimage of C always starts with V) = (x1,...,xy) in the
case of Rainbow-1. Thus, by inverting the linear transformation used to scramble the preimage,
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we obtain £,(0;) = (x1,...,X,,%,...,%). Then, for any 1 <i,j <m+ 1 with i # j, we note that
Ez(Gi—Gj):(O,...,O,*,...,*).

By Definition 4.1.1, any subtraction among signatures of the above form is in O. This is an
effective characterization of the target subspace in the UOV attack. The only remaining task is
to build a basis B of (5 which has dimension m. We first show that m + 1 is the minimal amount

of vectors needed to build B.

Proposition 4.1.4. Consider a set R of m+ 1 linearly independent vectors in F". The maximum
cardinality of a set R composed of linearly independent subtractions between any pair of vectors

in R, such that all vectors are used, is m.

Proof. We model the problem as a graph instance. Let G = (V, E) be an undirected connected
graph such thatV =Rand E = R using the mapping f:V XV — R, such that for any vj,vj €V,
then f((vi,vj)) = vi —Vj.

We first show that one can obtain m linearly independent subtractions from vectors in
R. For instance, consider the star graph. Without loss of generality, we choose vy as the vertex
with maximal degree. The resulting graph is composed of edges f((vy,vj)) for2 <i<m+ 1.

Any linear combination of such subtractions is linearly independent, since

c2(Vi—v2) +c3(Vvi—v3) + -+ Cmp1 (VI — V1) =

(2t +cmy1)Vi—c2v2— = Cmt1Vmy1 =0

implies that ¢y = - -+ = ¢, 41 = 0, using the fact that all vectors in V are linearly independent. In
other words, the resulting graph is a tree, since it is connected and has exactly |V| — 1 edges.
Now, we argue that a set of linearly dependent subtractions of vectors in V is obtained
if one extra edge is added to the graph. Since G is a tree, we obtain a cycle by further adjoining
any two vertices. For instance, in the case of a star graph, the coefficients of vy — v; for all
i not in the cycle are zero. For the remaining three coefficients, a combination of {1,—1} is
needed. O]

We note that if an attacker has possession of a larger number of signatures produced
with the same vinegar variables, the resulting graph is not necessarily connected. However, a
spanning tree of the first m + 1 signatures can always be constructed and the remaining ones
discarded. Moreover, if we consider signatures to be labelled vertices, there are at most (m +
1)(’”“)_2 spanning trees that respect the graph model of Proposition 4.1.4, by Cayley’s formula.
This is an upper bound on the number of possible choices for R with maximal cardinality, since
not necessarily all edges are themselves linearly independent.

Let p = {yi: 1 <i<m} be a set of vectors built from subtractions among signatures
of p. A naive strategy is p = {07 — 0311 | 1 <i < m}, which forms a star graph, considering
the approach of Proposition 4.1.4. On the other hand, p = {0; — 6,11 | 1 <i < m} forms a tree
with no branches, but with no functional difference. Furthermore, as seen in Subsection 3.2.2,
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signatures are statistically similar to random elements of the underlying vector space. Thus, it
is expected with high probability that all y; are immediately linearly independent.

Given such a basis B, we proceed with the last part of the UOV attack as described
previously. Let x(’ )

1

be the j-th element of the i-th vector in p, with 1 <i<mand 1 < j <n.

Then, we have that

100 -« g o
(2) (2)

w(L2) = S 1 - ol 42)
000 - " - g

We obtain the associated linear transformation Zz and proceed to recover an equivalent key as
per Equation (4.1). By using this method, an attacker can create sk’ and forge signatures for any
message. In fact, if the method of Rainbow-1 is not applied to the equivalent key, the forged
signatures do not leak any information.

In the case of u > 1, the rationale above is maintained since we are able to interpret
an instance of Rainbow as a larger UOV scheme. However, we are able to fix only the first vy
variables in preimages of C. Then, a vector J; is not in O with overwhelming probability, and
thus y (£~2) is incomplete. Hence, we need to obtain the value of the remaining x,, 11,...,x,,
variables for a number m of signatures. This is equivalent to solving a polynomial system in
MQ(m — o,,m). The Hybrid approach (BETTALE; FAUG¢RE; PERRET, 2012) is an algo-
rithm used to solve such instances of overdetermined polynomial systems, with an estimate

asymptotic complexity of 2-(3:31-3.62log;(¢) ")

field operations. Thus, the attack is not carried
in polynomial time, but the effort needed to forge a signature is greatly reduced if Rainbow-n
is used with u = 2 or greater.

Interestingly, this attack can be used to “recover” a lost private key of a legitimate
signer. It must previously compute m linear independent preimages of C with the same vinegar
variables and store these securely. If the private key is lost, the signer would only need to fetch

its public key and compute an equivalent private key by the method given above.

4.2 MOUNTING THE ATTACK IN PRACTICE

In this section, we show the efforts associated with performing our attack, and a possi-
ble strategy to repair our proposal, with a clear trade-off between private key sizes and security
levels. In Subsection 4.2.1, we discuss the probabilities of applying the attack to vulnerable
Rainbow-like schemes in practical settings. In Subsection 4.2.2, we examine the effects of

fixing a fraction of all vinegar variables with regards to attack probabilities.
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4.2.1 Collection of signatures

As discussed in Subsection 4.1.2, the collection of signatures produced with Rainbow-
7 is pivotal to carry on with our attack. Thus, we show the probabilities associated with picking
a valid subset of items from a large number of amassed signatures to, in turn, obtain an equiv-
alent key. Due to its large keys, Rainbow is more likely to be used in situations of rare key
transmission, e.g. signing software packages. Thus, a real-life analogy would be a software
repository with several maintainers that sign their own packages, and at least one chooses to
use Rainbow-1).

We remark that there is no way to identify if a signature is produced with Rainbow-
N except by observation of the public implementation. However, it is simple to modify the
key and signature generation algorithms to yield either conventional or reduced private keys by
choice of the signer. If an attacker has no access to the signing device, it is impossible to discern
whether the Rainbow-7 optimization is used. Otherwise, side-channel attacks like (KRGaMER;
LOIERO, 2019) and (SHIM; PARK; BAEK, 2015) may be used to increase chances that “weak”
signatures are produced.

Let us consider that a signer produces a number N € N of signatures such that K <N
of those are created with the same vinegar variables. Without loss of generality, let K = [aN|
with 0 < o < 1. An attacker increases the odds of obtaining useful signatures for the attack if
a target is singled out. Nonetheless, we observe such probabilities for various values of o and
model this behaviour as follows. Given N and K as mentioned above, we wish to obtain k < K
signatures that were produced with Rainbow-n from a sample size n < N.

By the description of our attack in Subsection 4.1.2, the attacker needs k distinct sig-
natures, or in other words, sampling is without replacement. The probability distribution that

describes this situation is given below.

Definition 4.2.1. Given N,K,n,k € Nwithn <N, K <N and 0 < k < K, if the probability mass

function (PMF) of a discrete random variable X is
K\ (N-K
() Gis)
N Y
()
then X follows the hypergeometric distribution. The peak of this PMF, or its mode, is

i:{M+U“+UJ

PriX=k] =

N—+2

The probability of sampling a valid subset of signatures is then equivalent to calcu-
lating 1 — Pr[X < k|, which is the description of the complementary cumulative distribution
function (CDF).

We now explore the probability that, given n draws from a population of size N with
K “weak” signatures, there exist at least k successes. Figure 5 shows the PMF to the left, and

the CDF to the right, of a sample hypergeometric distribution. For instance, we note that for a
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factor o0 = % and N = 128, if an attacker performs sampling without replacement of % of the
population, that is n = 32, there exists a chance of ~ 1% that k = 10 or more signatures with the
desired feature are obtained. On the other hand, if % of the population is sampled, or n = 64, the
probability is ~ 75%. Indeed, the probability of obtaining a higher number of successes grows

with the number of draws.

0.25
0.2
= 0.15
I
X0l
A,
0.05
0
0 5 10 15 20 25 0 5 10 15 20 25
Number & of successes At most number & of successes
(a) PMF plot. (b) CDF plot.

Figure 5 — Hypergeometric distribution with N = 128, K =24 and n € {32,48,64,80,96}.

Source — the author.

However, the sample size is easily controlled by the attacker, while the o factor may
be unknown. To this end, a remarkable fact about the hypergeometric distribution is that it
is symmetric on the K and n parameters. Such symmetry is verified by expanding the PMF
definition into binomials for both cases and checking for the desired equality. Thus, Figure 5
also represents the behaviour of various o factors in the form of different quantities of signatures
eligible for the attack, that is, K € {32,48,64,80,96} and a fixed number of samples n = 24.

It is thus expected that a large enough number of signatures is collected for a reasonable
chance of obtaining a valid sample. For example, given N = 22 and K =219, or a = i, and
n =28, then X = 64, which is equal to the number of equations m of a Rainbow instance with
minimal security level (DING et al., 2019, Sec. 2.8). The attack description in Subsection 4.1.2
requires m+ 1 “weak’ signatures as a parameter. Thus, the associated probability of obtaining
at least 65 successes is Pr[X > )A(] ~46.6%.

The identification problem remains non-trivial if n is much larger than k, since the
attacker still does not know which sampled signatures are useful to perform the attack. Ideally,
a sample should return exactly the desired number of “weak” signatures, that is, n = k. In this

case, the PMF is given by

K
k

~~
~—

N
k

~
~—
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which yields small probabilities even for modest parameters. For example, given N = 23 and
K=2" oro= %, and n =k = 2°, we get Pr[X = k| =~ 1.2577 x 1072, If n =k =27, we have
Pr[X = k] ~ 1.7335 x 10-7°. Hence, on average, it is not trivial to collect signatures and attack
a Rainbow instance with adequate security level if « is sufficiently large.

We infer that the success of an attacker is directly proportional to the maximization
of the number of draws or the o factor. Obtaining a collection of signatures of which a subset
is useful to perform the attack is trivial, but the effort associated with locating such subset
is meaningful. Still, by bounding the security level of the resulting scheme to the chances
associated with a best-case scenario of the probabilities previously discussed, we obtain an

efficient, polynomial-time procedure.
4.2.2 Choice of vinegar threshold

It is clear from Subsection 4.2.1 that some effort is needed to apply the attack of Sub-
section 4.1.2 in practice. However, such a mathematical method presents a definite advantage
for an attacker to obtain an equivalent key from a well-targeted entity. As previously mentioned,
it is known that any fixed vinegar variables are a thread to the security of Rainbow. To properly
discuss this fact, we first give a general description of our original proposal, based on a con-
figuration parameter that controls how vinegar variables are fixed. Moreover, we discuss the
probabilities of performing our attack if some level of randomness is maintained in the central
map preimage.

We recall that V; is the sequence of vinegar variables used on the signature generation
algorithm of Rainbow-7). In the original scheme, it is chosen randomly for every signing pro-
cess, yielding roughly ¢"! possible preimages for a message digest with ¢ as the order of the
underlying field. In the case of Rainbow-1), there is only one preimage if the partial evalua-
tion of the central map gives an exactly determined polynomial system. We recall a well-known

concept that allows the quantification of such preimages and other features of our new proposal.

Definition 4.2.2. Given k € N and a binary vector x € FX. the number of non-zero elements of

X, Or
wi(x) = [{i[x #0,1 <i <k}, (4.3)
is the Hamming weight of X.

Letv e IF;‘ be the vinegar threshold, a sequence of bits that encodes which elements
from ‘71 are to be fixed. More precisely, for 1 <i < vy, if v; = 0 then the i-th element of
Vi is swapped with a randomly chosen element from [y, and if v; = 1, it remains unchanged.
Evidently, if v= (0,...,0), we turn back to the original Rainbow scheme, and forv=(1,...,1),
we get the schemes of Section 3.1. Therefore, the number of possible signatures for a given
message digest is ~ ¢"1~"') Let us denote this method as Rainbow-14. We remark that it is

compatible with any of the schemes of Section 3.1.
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4.2.2.1 Key generation.

Generate a v <~ ;' such that wt(v) # v;. Generate the maps (£1,C, £>) and P through
the usual key generation algorithm. Generate the sequence Vi according to the limitations

encoded in v, and substitute terms into C, giving C. Then,

sk™ = (ﬁ,/ﬂf#zﬂ),

P (4.4)

4.2.2.2  Signature generation.

This step does not change significantly from Rainbow-1. Consider a message M and
obtain its digesth = H(M). Compute y = Efl (h), and randomly choose the vinegar variables as
encoded in v. Attempt to generate the preimage C(x) = y by inverting every layer recursively. If
this is not possible, vinegar variables have to be chosen again by the aforementioned procedure.

Finally, compute z = £, (x).
4.2.2.3 Signature verification.

This step does not change. If h = P(z), then the signature is valid, and otherwise
invalid.

We note that there is no need to provide a reconstruction procedure of C as in the case
of Rainbow-7;, which needs a seed, and Rainbow-1),, that features non-trivial mathematical
relations. As seen below, the private key size depends on the Hamming weight of the vinegar
threshold.

Proposition 4.2.3. Consider y= wt(v). The size of a Rainbow-14 private key, denoted by sk’}*,

is

_ 2 2
#skg“— Y + m- + n
Vi Ly Ly
- k=Y vk —7y+1
+20k'((k Y)(zk ! )+(Vk—7’)'0k+(vk+1—7)+1) (4.5)
k=1

J/

QI

field elements. If the polynomials of C are homogeneous quadratic, the size decreases by

Yi 0k (Vg1 — Y+ 1) elements.

Proof. We subtract y terms from every collection of v, monomials in Equation (2.27), and add

V; so that the whole preimages can be computed. [

We note that #skgl4 = #sk'l. The representation of v in the underlying field also needs

to be stored. We now expand on the security of our new proposal.
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We recall that v = (1,...,1) leads to the attack of Subsection 4.1.2. If only a fraction
of the vinegar variables are fixed, the remaining polynomial system may be solved in a lower
number of operations than the claimed security levels of some parameter sets (SHIM; KOO,
2020).

The authors assume that faults occur when vinegar variables are chosen to sign a mes-
sage in Rainbow, creating a behaviour analogous to Rainbow-7n. However, the intricacy of
inducing such faults repeatedly may render the attack impractical (MUS; ISLAM; SUNAR,
2020). According to the model of (SHIM; KOO, 2020), the attacker cannot control the bits
flipped through faults. Thus, the absence of information on which vinegar variables are fixed
forces the attacker to exhaustively search for such combinations if not enough “weak” signa-
tures are collected.

Therefore, we look at the probabilities associated with obtaining signatures created
with repeated vinegar values if only a fraction of those are fixed. The generalized Rainbow-n
allows exactly for this choice in the form of the vinegar threshold. We assume that the bits of
v are picked independently, that is, the attacker does not know which and how many vinegar

variables are fixed. The distribution which gives this behaviour is presented below.

Definition 4.2.4. Givenn € N, 0 < p <1 and 0 < k < n, if the probability mass function of a

discrete random variable X is
n _
PrX =k| = (k)pk(l —p)" K,

then X follows the binomial distribution. The random variable has mean y = np and standard
deviation 6 = \/np(1 —p).

We model the sampling of v as a binomial distribution with n = vy and p = % In this
N

case, the mean is V—z' and the standard deviation is 5

Table 5 shows the approximate probabilities, i.e. g~*1TWi(¥)
with the same V; such that wt(v) = [u + Bo] for 0 < B < 4, with parameters from (PET-
ZOLDT, 2013, Tab. 9.8) and (DING et al., 2020, Sec. 4), including a unique instance from the

latter in which ¢ = 16. We set q = ¢~ "! for readability. It is expected that most experiments

, of obtaining signatures

yield values closer to the center of the PMF, i.e. the mean, and we choose such a quantity to
represent a common scenario. Larger Hamming weights, which are desirable for an attacker,
are represented by a number of standard deviations away from the mean.

For example, when ¢ = 256 and v; = 17, if half of the bits of ?1 are fixed, there

existsa 1in 5 x 1020

chance that the same vinegar variables are picked for two signatures. It is
immediately evident that for lower values of either g or vy, an attacker is able to mount the attack
of Subsection 4.1.2 by simply collecting more signatures. Since there are few possibilities for
Vi, it is expected that there is a large number of signatures with the same sequence of vinegar
variables.

Moreover, if several vinegar variables are fixed, the complexity of collecting signatures

for a successful attack is generally lower than claimed security levels of a parameter set. For
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Table 5 — Probabilities of repeating vinegar variables according to the Hamming weight of the
vinegar threshold.

q Vi q- ql—I*H'OG.' qg- q“fH‘lG-‘ qg- q[“"‘zcﬂ q- q[”+361 q- q“,L—i-4G.|

256 17 5x10720  4x10°5  2x1079  2x107° 1
256 26 5x107%%  8x107® 1x1077 9x107B  2x107
256 36 4x107%  8x107%7  1x107% 2x107%2 4x107P

16 36 2x1072 9x107” 4x1075 1x107""  6x1078
256 68 1x1078 1x1077°% 6x107%" 3x107°" 1x107%
256 96 3x 10716 3x1071%  3x107%2 3x107%8 4x107%8

Source — the author.

example, when g = 256 and v; = 68, the resulting Rainbow scheme has a security level of
roughly 292 classical bits (DING et al., 2019, p. 36). An attacker can theoretically forge an
equivalent key if v is less than three standard deviations to the right of the mean. Furthermore,
given a sequence of private keys with randomly chosen v, we are able to quantify keys that

produce “weak” signatures with high probability. For ¢ = 256 and vi = 17, we have that

Pr[X > p+40] = Pr[X > 4 +2,/v]
~Pr[X = 17|
~7.6294 x 1079,

or roughly three in four hundred thousand private keys are reliable targets for attacking, due to
a v with high Hamming weight.

If u =1, i.e. the scheme is a UOV instance, fixed vinegar variables have a slightly re-
duced effect on the complexity of related attacks. This is due to the nature of the scheme, which
needs an increased number of equations and variables to achieve the same level of security
when compared to Rainbow. However, the UOV scheme is even less practical than Rainbow
due to its larger key and signature sizes. Instead of fixing a small number of vinegar variables
to slightly reduce the private key, a user can opt for a different parameter set, or simply use
Rainbow without such modifications.

With this analysis, we argue that there are no practical benefits in fixing vinegar vari-
ables deliberately. A polynomial-time procedure exists to recover equivalent private keys if
Rainbow-1 has a single layer and v = (1,...,1). Moreover, any vinegar threshold with a non-
zero Hamming weight significantly reduces the effort of attackers to break Rainbow instances
with commonly used parameters. Therefore, manipulating the randomness of Rainbow signa-

tures in order to reduce private keys is yet another avenue that should not be pursued.
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5 CONCLUSION

In this thesis, we analyzed the consequences of limiting the number of possible sig-
natures obtained from a single message. Initially, we sought to combat the premature struc-
tural changes to Rainbow private keys to decrease their sizes. To the best of our knowledge,
this strategy frequently leads to insecure Rainbow variants. A notable exception is the theory
of equivalent keys, which arose from efforts on cryptanalysis of early multivariate public-key
cryptosystems, and can be tangentially used to reduce private keys.

To this effect, we introduced a variant of the Rainbow signature scheme that does not
limit the private key space. However, private keys are still shortened by substituting values into
linear systems early in the key generation algorithm. Consequently, signatures are produced
with a lesser degree of randomness, at the expense of a rare key reconstruction event if the
resulting linear systems are not solvable. We proposed several methods with varying degrees of
performance to solve this specific issue.

We argued that signatures produced with our scheme are statistically indistinguishable
from conventional Rainbow signatures, and private keys need reconstruction with negligible
probability. Due to our strategy, our method does not impose restrictions on parameters and can
be applied to other Rainbow variants to achieve both private and public key size improvements.
We obtained reductions of up to 87% in the private key size, and up to 77% in the key pair size
when our method is combined with a state-of-the-art strategy that reduces public keys.

The security analysis performed to assert the safety of using our proposal was carried
out considering that there were no changes in parameters, thus maintaining the high complexity
of known attacks. However, we identified a flaw in our proposal that allows an attacker to
efficiently recover an equivalent key by collecting a small number of signatures. We showed
how to perform a key recovery attack akin to the method of Kipnis—Shamir to find equivalent
keys.

We analyzed the effort needed to collect signatures from an active target that randomly
produces signatures with a conventional private key, or the same key reduced with the aid of
our proposal. We found out that this strategy thwarts the attacker, but not sufficiently to prevent
its eventual progress. Further, we argued that any amount of fixed vinegar variables leads to a
theoretically insecure scheme. To this end, we generalized our proposal to introduce a control
parameter that rules the level of randomness in the signature generation algorithm, and observed
the probabilities associated with attacking signatures with partially fixed vinegar variables.

Despite its simple construction that allows for several modifications, the Rainbow sig-
nature scheme is also very prone to introducing subtle weaknesses. Our efforts showed that
deviating from customary structural changes to the private key still leads to an insecure scheme.
Thus, we restate the importance of rigorously scrutinizing a cryptographic system. Nonetheless,
we attempted to provide a comprehensive explanation of our work, hoping that it is beneficial

for the community. Further, we have identified several topics to extend our research.
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5.1 FUTURE WORK

We observe that there are very few signature schemes based on Rainbow attempting
to reduce private and public keys simultaneously. The method of Petzoldt, which is based on
generating a structured part of the public key and obtaining the central map later, is the basis
of all public-key reduction methods in the literature. Proposals that can be combined with this
strategy can reduce the total key pair size, helping storage-constrained devices operate Rainbow
in its entirety.

We also argue that there is room for a more robust characterization of the security
problems related to Rainbow. The difficulty of the extended isomorphism of polynomials prob-
lem (EIP) is not precisely understood. Moreover, the theory of good keys can provide further
private-key reductions. However, since it arises from slightly different security problems than
EIP, there is limited application of this research to Rainbow.

In the context of our scheme, there are still useful propositions to be answered, even
if the security of our proposal is unsatisfactory. Subjecting the scheme to a side-channel attack
may help in understanding how a constant-time signature generation algorithm can be achieved,
given that the key reconstruction event is discernible.

We assume that the argument bounding the number of signatures needed to attack
our proposal can be refined. Our idea is based on choosing a specific tree to easily model
connections between linearly independent vector subtractions. However, we expect that the
argument follows for all types of trees.

Further work is needed on the complexity estimation of attacks against Rainbow sig-
nature schemes with fixed vinegar variables. A pivotal component of such attacks is based
on solving random polynomial systems. Algorithms used to this end have unclear asymptotic
complexity bounds, which directly influence the security levels of Rainbow instances.

For smaller parameter sets, the chance of accidental reuse of vinegar variables is in-
creased, even if it is only partial. To identify and prevent such collisions, previously used
variables can be stored. However, the resulting private key becomes stateful, since it needs
to be updated for every signature generated, and its size increases rapidly. Therefore, careful
consideration is needed to deal with these shortcomings.

Finally, to the best of our knowledge, the manipulation of vinegar variables in Rain-
bow throughout means other than fault attacks is nonexistent in the literature. The random
generation of vinegar variables by a poor algorithm may be exploited in a similar way to our
work. Further, to protect the scheme against such attacks, we suggest the research of methods to
prevent tampering of intermediate signing steps, e.g. a checksum, or obtaining vinegar values

deterministically from the private key and message.
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