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RESUMO

Este trabalho tem como objetivo estudar e implementar um protocolo para a
comunicagdo entre Autoridades Certificadoras e de Registro para o Sistema
de Gerenciamento de Certificados Digitais da Infraestrutura de Chaves Pu-
blicas para Ensino e Pesquisa (SGCI). A versdo 1.3.7 do SGCI possui um
protocolo préprio para fazer a comunicagéo entre ACs e ARs, que ndo ga-
rante a integridade e autenticidade das mensagens trocadas entre AC e AR.
Este trabalho propde a implementacdo de um protocolo baseado no Certificate
Management Protocol (CMP). Para tanto, foram analisadas e implementadas
as mudancas necessdrias ao SGCI para suportar tal protocolo, além do desen-
volvimento de uma biblioteca para a geracdo e manipulacdo das mensagens
do CMP em XML.

Palavras-chave: Criptografia, ICPEDU, Certificado Digital, x509, SGCI,
Autoridade Certificadora, CMP.
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1 INTRODUCAO

A sociedade moderna estd convergindo para o uso de meios eletro-
nicos e online para a realiza¢do de tarefas cotidianas. Por exemplo, o uso
do internet banking para pagar contas ao invés de ir pessoalmente ao banco.
Com isso € possivel reduzir o tempo gasto nestas tarefas por parte dos usué-
rios e o custo em manter uma estrutura fisica por parte das empresas. Por
outro lado, na auséncia de contato visual entre as partes envolvidas em siste-
mas online, ha a necessidade de mecanismos de autenticagdo. Também sao
necessarios mecanismos de seguranca que devem garantir a integridade dos
dados compartilhados entre usudrio e sistema, autenticar as partes envolvi-
das, entre outros requisitos. A certifica¢do digital tem sido utilizada de modo
a satisfazer tais requisitos.

Certificados digitais ligam uma pessoa ou entidade a um par de cha-
ves. Com o par de chaves é possivel realizar operacdes, como a assinatura
digital, que garantem a autenticidade, integridade, confidencialidade e irre-
tratabilidade. Porém, de nada adiantam estas propriedades se uma pessoa
puder emitir certificados em nome de outras pessoas. E necessario a presenca
de uma entidade confidvel, chamada Autoridade Certificadora (AC), para cer-
tificar que as informagdes presentes num certificado digital pertencem a de-
terminada pessoa.

As ACs normalmente delegam a funcdo de fazer a interagdo com o
requerente do certificado a Autoridades de Registro (ARs). A AR tem o papel
de receber o pedido de requisicdo do requerente do certificado, verificar e
validar se os dados presentes na requisicao estdo de acordo com os dados
do requerente. Os dados presentes num certificado variam de acordo com as
politicas de cada AC, como exemplo pode ser citado o nome do requerente
e seu CPF. Apés a validagdo dos dados, a AR encaminha a requisi¢do a AC
que entdo pode emitir o certificado. Em seguida a AC envia um resposta a
AR, contendo o certificado, para que a AR possa encaminhar o certificado ao
requerente.

A comunicacdo entre as partes envolvidas pode ser feita de varias for-
mas, via e-mail por exemplo. Contudo ela envolve sempre os mesmo objeti-
vos, emitir ou revogar certificados digitais. Existem protocolos padronizados
que definem as mensagens que necessitam ser trocadas entre AC e AR durante
o processo de requisi¢do ou revogacdo de certificados. Todavia observa-se
que muitos softwares utilizados para gerenciar ACs e ARs implementam o
seu proprio protocolo, causando incompatibilidades com entidades que utili-
zem outros softwares.

O presente trabalho se insere neste contexto, estudar e implementar
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um protocolo padronizado para realizar a comunicagao entre Autoridade Cer-
tificadora e de Registro.

1.1 OBJETIVOS

O objetivo deste trabalho é implementar um protocolo para tornar pos-
sivel a comunicacio, de forma segura, entre Autoridades Certificadoras e Au-
toridades de Registro em Sistemas Gerenciadores do Ciclo de Vida de Certi-
ficados Digitais (SGCs).

1.1.1 Objetivos Especificos

Os objetivos especificos deste trabalho sao:

e apresentar e analisar protocolos para a comunicagio entre Autoridades
Certificadoras e de Registro;

e mapear as estruturas ASN.1 do protocolo para XML,;

e implementar uma biblioteca para facilitar a geracdo e manipulacdo das
mensagens do protocolo;

e analisar e descrever as mudangas necessdrias ao Sistema de Gerencia-
mento de Certificados Digitais I[CPEDU (SGCI) para suportar o proto-
colo implementado;

e integrar o protocolo implementado ao SGCI;
1.2 JUSTIFICATIVA E MOTIVACAO

O Laboratério de Seguranca em Computacdo (LabSEC) da Universi-
dade Federal de Santa Catarina (UFSC), local onde este trabalho foi realizado,
tem desenvolvido vdrios trabalhos na drea de certificacdo digital e suas apli-
cacdes. Alguns destes trabalhos relacionam-se com o desenvolvimento de
Sistemas Gerenciadores do Ciclo de Vida de Certificados Digitais (SGCs).

Um requisito desejadvel para este tipo de sistema € a interoperabilidade.
Com sistemas interoperdveis é possivel, por exemplo, utilizar um sistema
com requisitos maiores de seguranga para gerenciar Autoridades Certificado-
ras (ACs), e outro sistema online para gerenciar as Autoridades de Registro
(ARs), para que os usudrios possam requisitar seus certificados através de
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uma interface web. Entretanto, os diferentes sistemas até hoje desenvolvidos
no LabSEC nao fazem uso de protocolos padronizados de comunicagéo entre
AC e AR, ndo sendo possivel adotar a abordagem descrita acima.

Através das atividades desenvolvidas pelo autor dentro do LabSEC,
surgiu a oportunidade de estudar os protocolos presentes na literatura para a
comunicagdo entre ACs e ARs e implementar um dos protocolos no SGCI.

1.3 METODOLOGIA

Para se alcancar os objetivos deste trabalho foram estudadas normas
que descrevem protocolos para fazer a comunicag@o segura entre Autoridades
Certificadoras e de Registro, de forma a garantir a integridade e autenticidade
das mensagens trocadas entre as entidades.

As avaliagdes de cada protocolo estudado foram realizadas analisando
a abrangéncia e a necessidade de cada um deles. Com isto foi proposta a
implementagdo de um dos protocolos estudados para o SGCI.

Apés esta andlise foi implementada uma biblioteca para facilitar a ge-
racdo das mensagens do protocolo dentro do SGCI. Em seguida foram estu-
dadas e implementadas as alteragdes necessarias ao SGCI para suportar tal
protocolo. Por fim, foi implementada uma camada de transporte, para o envio
das mensagens entre diferentes instincias do SGCIL

1.4 LIMITACOES DO TRABALHO

No presente trabalho ndo serd abordada a comunicacdo entre a AR e
a entidade final, focando-se apenas na comunicacdo entre a AR e a AC. E
serdo abordadas apenas as mensagens que necessitam ser trocadas entre as
entidades para a requisi¢do, emissdo e revogacdo de certificados digitais.

Embora existam outros modelo de Infraestruturas de Chaves Publicas
e certificados digitais, como o Pretty Good Privacy (CALLAS et al., 2007),
o escopo deste trabalho restringe-se apenas ao padrdo X.509.

1.5 ESTRUTURA DO TRABALHO

No capitulo 2 sdo apresentados conceitos basicos relacionados a cer-
tificacdo digital, como criptografia simétrica e assimétrica, infraestruturas de
chaves publicas e sistemas gerenciadores de certificados.

No capitulo 3 serd abordada a implementacdo do protocolo de geren-
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ciamento de certificados (CMP), escolhido para este trabalho, e como ele é
utilizado neste trabalho.

No capitulo 4 sdo apresentadas as alteracdes feitas no cédigo fonte do
SGCI para a integragcdo com o protocolo CMP e a camada implementada no
SGCI para fazer o transporte das mensagens do CMP entre diferentes instan-
cias do SGCL

Por fim, no capitulo 5, as consideragdes finais obtidas através da pes-
quisa deste trabalho e sugestdes de trabalhos futuros.
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2 FUNDAMENTACAO TEORICA

2.1 CRIPTOGRAFIA

Criptografia, do Grego krypt6s (oculto) e graphein (escrita), € a ciéncia
que estuda as técnicas de transformacio de uma informacio de forma a deixa-
la ilegivel. O primeiro uso que se tem registro data de 1900 a.c., no Egito,
contudo uma das técnicas mais cldssicas da criptografia, a cifra de César, foi
utilizada por Jalio César, na antiga Roma, em torno de 50 a.c.

Atualmente, a criptografia estd presente no cotidiano da maioria das
pessoas, sendo amplamente utilizada na Web, transacdes financeiras e diver-
sas outras aplicacdes. Por exemplo, toda vez que efetuamos uma operacio
bancdria, utilizando o internet banking ou até mesmo o caixa eletrdnico, es-
tamos fazendo uso de criptografia.

O processo de cifragem e decifragem de uma mensagem depende de
um algoritmo. Um algoritmo criptografico é uma transformac¢do matemdtica
que pode funcionar de duas maneiras distintas: uma para o processo de cifra-
gem e outra para a decifragem de uma mensagem. Os algoritmos necessitam
de duas informagdes: a propria mensagem que serd cifrada/decifrada e uma
chave, que servird como parametro para as transformacdes matemadticas sobre
a mensagem. Uma chave é uma cadeia aleatéria de bits. Para cada par de
mensagem e chave, um mesmo algoritmo deve gerar resultados distintos.

Os algoritmos criptograficos devem satisfazer pelo menos um dos se-
guintes aspectos relacionados a seguranga da informacao (SCHNEIER, 1996):

o confidencialidade: A mensagem deve ser legivel apenas por quem es-
tiver autorizado;

e autenticidade: O destinatdrio da mensagem deve ser capaz de identi-
ficar sua origem;

o integridade: O destinatdrio da mensagem deve ser capaz de verificar
se a mensagem foi modificada. Um atacante ndo deve ser capaz de
substituir uma mensagem falsa por uma legitima;

e nao-repudio ou irretratabilidade: Um emissor ndo deve ser capaz de
negar a autoria de uma mensagem produzida por ele.
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2.1.1 Resumo criptografico

Fungdes de resumo criptografico, também conhecidas como fungdes
de hash, sdao fungdes matemdticas que, para cada valor de entrada, produ-
zem uma saida diferente de tamanho fixo. Esta saida é comumente cha-
mada de impressdo digital, pois identifica unicamente a mensagem de en-
trada(SCHNEIER, 1996). A figura 1 exemplifica o funcionamento das fun-

Mensagem
(tamanho
variavel)

Funcéo de Hash

Hash
(tamanho
fixo)

Figura 1: Func¢do de Hash

¢des de hash.
Uma funcdo de resumo criptografico F deve satisfazer as seguintes
propriedades(STALLINGS, 2005) :

e F pode ser aplicada em mensagens de qualquer tamanho;
e F produz uma saida de tamanho fixo;
e 0 calculo do hash € relativamente facil de se calcular;

e ¢ computacionalmente invidvel recriar uma mensagem a partir do seu
hash;

e ¢ computacionalmente invidvel produzir duas mensagens distintas que,
quando aplicadas a F, resultem no mesmo hash.

Atualmente um dos algoritmos de resumo criptografico mais utilizado
é o Secure Hash Algorithm 1 (SHA-1). Porém o National Institute of Stan-
dards and Technology (NIST), recomenda que a partir de janeiro 2011 seja
abandonado o uso do SHA-1 (BARKER; ROGINSKY, 2011). Como alterna-
tiva, existe a familia de algoritmos SHA-2.

2.1.2 Criptografia Simétrica

Na criptografia simétrica, a mesma chave deve ser usada pelo emissor,
para cifrar a mensagem, e pelo destinatdrio, para decifrar a mensagem.
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Na figura 2, Alice deseja trocar uma mensagem particular com Bob.

Alice Bob

Texto Texto
: em : : em

claro f : claro

Algoritmo Texto Alg?;l.tmo
de Cifragem cifrado Decifragem

Chave simétrica
Figura 2: Criptografia Simétrica

Alice aplica um algoritmo de cifragem na mensagem, fornecendo uma chave
e envia para Bob a saida do algoritmo, que é a mensagem cifrada. Para Bob
obter a mensagem original, ele aplica um algoritmo de decifragem na men-
sagem cifrada, fornecendo a mesma chave utilizada por Alice na cifragem e
obtém a mensagem em claro.

A criptografia simétrica é uma abordagem simples, muito utilizada
para cifrar grandes quantidades de dados, devido ao seu alto desempenho
computacional. Apesar de sua simplicidade, existem alguns pontos criticos
desta abordagem que devem ser considerados. A geréncia das chaves pode
se tornar muito custosa para uma rede com muitos usudrios, pois cada en-
tidade necessita de uma chave diferente para se comunicar de forma segura
com cada uma das outras entidades. Por exemplo, em uma rede com x en-

tidades, existiram @ chaves. Outro fator importante € o estabelecimento

da chave entre duas entidades. E necessdrio que as entidades estabelecam a
chave através de um canal seguro, pois caso a chave seja interceptada por um
atacante, este podera decifrar todas as mensagens trocadas entre as entidades
que utilizarem esta chave.

Existem diversos algoritmos de criptografia simétrica em uso atual-
mente, entre eles vale citar o Data Encryption Standard (DES) (NIST, 1977)
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e 0 seu sucessor, 0 Advanced Encryption Standard (AES) (NIST, 2001).

2.1.3 Criptografia Assimétrica

Em 1976, os pesquisadores Whitfield Diffie e Martin Hellman pro-
puseram, na publicac@o do artigo New Directions in Cryptography (DIFFIE;
HELLMAN, 1976), uma alternativa para resolver o problema da troca de
chaves entre emissor e receptor. Este artigo deu origem a criptografia assimé-
trica, onde ao invés de uma tnica chave, é usado um par de chaves, sendo uma
chave publica (conhecida por todos) e outra privada (secreta). Quando gera-
das sob certas propriedades matematicas, essas chaves permitem que men-
sagens cifradas com a chave publica sé possam ser decifradas com a chave
privada e vice-versa.

Para Alice trocar uma mensagem secreta com Bob, ele deve obter a
chave publica de Bob e entdo aplicar um algoritmo de cifragem na mensagem,
fornecendo a chave ptblica de Bob. O resultado é a mensagem cifrada. Para
Bob conseguir ler o conteido da mensagem, ele deve aplicar um algoritmo
de decifragem na mensagem cifrada, fornecendo sua chave privada. A figura
3 esquematiza o funcionamento da criptografia assimétrica.

A criptografia assimétrica resolve os problemas da criptografia simé-
trica de troca de chaves. Uma rede com x entidades necessita de apenas x
pares de chaves, ou seja 2x chaves. Também elimina a necessidade de um
canal seguro para a troca de chaves, ja que a chave que deve ser distribuida é
publica. A criptografia assimétrica apresenta uma desvantagem em relacdo a
criptografia simétrica, o desempenho computacional (SCHNEIER, 1996). O
tempo necessario para cifrar dados utilizando criptografia assimétrica é maior
se comparado com a criptografia simétrica. Devido a este motivo, € muito
comum o uso em conjunto da criptografia simétrica e assimétrica.

O PKCS#7 (KALISKI, 1998) , quando utilizado para armazenar dados
cifrados, € um exemplo do uso em conjunto da criptografia simétrica e assi-
métrica. Primeiro uma chave simétrica é gerada aleatoriamente. A mensagem
¢ cifrada utilizando a chave simétrica gerada e esta chave ¢ entdo cifrada com
uma chave publica. Para obter a mensagem original utiliza-se a chave pri-
vada, correspondente a chave publica utilizada na cifragem, para decifrar a
chave simétrica. Esta € usada para decifrar a mensagem propriamente dita,
como ilustrado na figura 4.
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Figura 3: Criptografia Assimétrica

2.1.4 Assinatura digital

A assinatura digital € uma sequéncia de bits que atestam que o assi-
nante conhece o contetido do documento eletrénico assinado. O processo de
assinatura consiste em cifrar o hash da mensagem com a chave privada do
assinante. O documento assinado € a mensagem mais a sua assinatura. Para
verificar a assinatura de um documento, ela € decifrada com a chave publica
do assinante. Este valor € comparado com o hash presente no documento. A
igualdade destes valores indica que o documento estd integro e € auténtico. A
figura 5 esquematiza o funcionamento da assinatura digital.

Algoritmos que implementam assinatura digital devem satisfazer as
seguintes propriedades (STALLINGS, 2005):

e a assinatura deve ser uma sequéncia de bits que depende da mensagem
que estd sendo assinada;

e a assinatura deve utilizar alguma informacao tnica do assinante para
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Figura 4: Uso de criptografia assimétrica em conjunto com criptografia simé-
trica

evitar a falsificacdo e negagao;
e a assinatura de um documento deve ser um processo simples;
e a verificacdo de uma assinatura deve ser um processo simples;
e deve ser computacionalmente invidvel forjar uma assinatura;

e deve ser pritico preservar uma cépia da assinatura em algum reposito-
rio.

Atualmente o algoritmo mais utilizado para assinatura digital € o cri-
ado por Rivest, Shamir e Adleman (RSA) (JONSSON; KALISKI, 2003), mas
vale citar também o Elliptic Curve Digital Signature Algorithm (ECDSA)
(JOHNSON; MENEZES; VANSTONE, 2001).

2.2 INFRAESTRUTURA DE CHAVES PUBLICAS

Uma Infraestrutura de Chaves Publicas (ICP) consiste de um conjunto
de técnicas, praticas e procedimentos que visa dar suporte a aplicagdes de
criptografia de chave ptiblica. Uma ICP baseia-se em um sistema de confianga
mutua, no qual duas entidades confiam em uma terceira, para que possam
verificar e confirmar a identidade de ambas as partes. Esta terceira parte é
usualmente chamada de ancora de confianca.
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2.2.1 Certificado digital

Certificado digital (KONFELDER, 1978) € um documento eletronico
que contém uma chave publica e informacgdes sobre um individuo, detentor
da chave publica. Outras informag¢des que comumente aparecem em um cer-
tificado digital sdo o nimero serial do certificado, periodo de validade, nome
e assinatura do emissor do certificado (HOUSLEY; POLK, 2001).

O padrdo de certificados digitais mais utilizado atualmente é o X.509v3
(COOPER et al., 2008). Além das informacdes comuns a todo certificado
digital mencionadas anteriormente, certificados neste padrdao podem conter
outros campos, opcionais, como extensdes, que os tornam mais flexivel para
serem usados por diferentes aplicagdes. Como exemplo, pode-se citar a ex-
tensdo Key usage que define qual o uso da chave privada do certificado.

2.2.2 Lista de certificados revogados

A Lista de Certificados Revogados (LCR) é uma lista contendo os nu-
meros seriais de certificados nao expirados que ndo sdo mais confidveis. A
responsabilidade pela geracdo e publicac¢do desta lista € do emissor de certi-
ficado.

Um certificado pode ser inserido em uma LCR por diversos motivos.
O emissor do certificado pode tomar a decis@o de colocd-lo na LCR, depen-
dendo de suas politicas, mas também o dono do certificado pode solicitar a
revogacao de seu certificado, por exemplo, se a sua chave privada for com-
prometida.
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Os principais campos presentes em uma LCR sdo (COOPER et al.,
2008):

e o emissor da LCR;
e a data de emissdo da LCR;
e a data da préxima emissao;

e uma lista dos certificados revogados, contendo o nimero serial e a data
de revogacdo de cada certificado;

e assinatura do emissor da LCR, dando autenticidade ao documento.

2.2.3 Autoridade Certificadora

A Autoridade Certificadora (AC) € a base de toda ICP (HOUSLEY;
POLK, 2001). Ela € composta por hardware, software e pessoas que a operam
e ¢ a terceira parte confidvel para a emiss@o de um certificado digital.

A AC € conhecida por dois atributos: seu nome e sua chave publica, e
realiza as seguinte fun¢des dentro da ICP (HOUSLEY; POLK, 2001):

e emite certificados, ou seja, cria e assina os certificados;
e mantém informagdes sobre os estados dos certificados e emite LCRs;
e publica os certificados (ndo expirados) e LCRs;

e mantém arquivos de informagdo sobre os certificados expirados ou re-
vogados emitidos por ela.

Para poder atender os itens descritos acima, uma AC pode delegar al-
gumas fungdes a outras entidades (HOUSLEY; POLK, 2001). Dois exemplos
comuns onde ocorre a delegacdo de responsabilidades por uma AC séo:

e criacdo de uma hierarquia, de forma que cada AC seja responsavel por
apenas um grupo de requerentes de certificado. Por exemplo, uma em-
presa pode ter uma AC, denominada autoridade certificadora raiz, res-
ponsdvel por emitir certificados apenas para outras entidades. E subju-
gadas a ela, outras ACs, denominadas autoridades certificadoras inter-
medidrias ou finais, sendo cada uma responsavel por apenas um setor
da empresa. A figura 6 mostra um exemplo de uma empresa com 3
ACs.
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Figura 6: ICP hierarquica
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A AC Raiz € responsdvel apenas por emitir certificados para outras
ACs. Enquanto que a AC RH e a AC Contébil s@o responsdveis para
emitir certificados para os funciondrios do setor de recursos humanos e
contdbil, respectivamente;

e delegacdo da verificacdo dos requerentes de certificado a uma autori-
dade de registro.

2.2.4 Autoridade de Registro

A Autoridade de Registro (AR) é responsdvel por verificar a identi-
dade e outras informagdes relevantes de usudrios que desejam obter um cer-
tificado ou que ja possuem um certificado e desejam revoga-lo.

Quando uma AC deseja fazer uso de ARs, ela estabelece um relaciona-
mento de confianga com uma ou mais ARs, delegando a fun¢do de verificar
a validade dos dados submetidos pelas entidades que solicitam um certifi-
cado. A entidade que deseja um certificado dessa AC deve apresentar-se a
uma das ARs confiadas pela AC, normalmente comparecendo ao local fisico
onde estd instalada a AR, onde o requerente serd identificado e seus dados
validados para entdo a AR enviar uma requisicao de emissao de certificado a
AC, que emite o certificado, validado pela AR confidvel.
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2.2.5 Modelos de transacao

Como visto anteriormente, uma AC pode ou ndo delegar algumas de
suas responsabilidades a uma AR, dependendo de suas politicas. Para certas
aplicagdes, a presenca da AR traz uma complexidade desnecessdria a apli-
cacdo. Por exemplo, ACs especializadas em emitir certificados de correio
eletronico ndo necessitam validar a identidade do requerente, mas apenas que
ele tem acesso ao enderecgo de correio eletronico para o qual o certificado serd
emitido. Esta validacdo pode ser feita de forma automatizada, por exemplo
através do protocolo desafio-resposta (ZORN, 1999). Este tipo de abordagem,
onde ndo hé a presenca de uma AR, é conhecido como modelo de transacdo
de duas partes.

A figura 7 ilustra como funciona o modelo de duas partes no software
AC Correio (VIGIL, 2007).

submete enderego de correio eletrénico

v

A

Figura 7: Protocolo de desafio-resposta da AC Correio [(VIGIL, 2007) p.25]

O requerente do certificado informa seu endereco de correio eletrd-
nico & AC Correio, através de seu site. Em seguida a AC Correio envia uma
URL secreta ao endereco fornecido pelo usudrio, que acessa esta URL. Os
préximos passos sdo a geracdo do par de chaves do usudrio e emissdo do
certificado.

Contundo, para aplicagdes que necessitam uma validacdo mais rigida
dos dados do requerente do certificado, € recomendavel o uso do modelo de



37

transacdo de trés partes. A principal responsabilidade de uma AC é proteger
sua chave privada, por conta disto ACs normalmente estdo localizadas em
salas cofre, ambientes com acesso controlado, o que pode dificultar a AC de
interagir diretamente com o usudrio final (HOUSLEY; POLK, 2001). Nesta
abordagem insere-se o papel da AR, responsdvel por verificar a veracidade
dos dados fornecidos pelo requerente do certificado.

2.3 SGC

Um Sistema de Gerenciamento de Certificados (SGC) é um software
responsavel pela gestdo do ciclo de vida de certificados digitais. Alguns dos
principais requisitos sao:

e criacdo e operacao de autoridades certificadoras;
e emissdo e revogacdo de certificados digitais;

e emissdo da lista de certificados revogados (LCR).

2.3.1 SGCI

O Sistema de Gerenciamento de Certificados Digitais da Infraestrutura
de Chaves Publicas para Ensino e Pesquisa (SGCI) é um SGC desenvolvido
para o ambito académico, fazendo parte do projeto ICPEDU, financiado pela
Rede Nacional de Ensino e Pesquisa (RNP). Ele foi concebido para utilizar
somente software livre, ser flexivel, simples e robusto, provendo as funciona-
lidades necessdrias para o gerenciamento de ICPs.

Este software € divido em cinco mddulos, descrito a seguir:

e Criador: Responsavel pelas configuragdes do software e disponibiliza-
¢ao de entidades e usudrios. Neste mddulo € possivel cadastrar e deletar
ACs, ARs e usudrios, além de vincular usuarios com as entidades;

e Administrador de AC: Responsavel pela administracdo de autoridades
certificadoras. Neste mddulo é possivel cadastrar e deletar operadores,
cadastrar modelos de certificados, gerenciar relacionamentos de confi-
anca e definir o periodo para emissido de LCRs;

e Administrador de AR: Responsavel pela administracdo de autoridades
de registro. Neste médulo € possivel cadastrar e deletar operadores e
gerenciar relacionamentos de confianca;
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e Operador de AC: Responsavel pela operagdo de autoridades certifica-
doras. Neste médulo é possivel aprovar ou rejeitar requisi¢des de cer-
tificado e de revogacdo, emitindo os certificados para as requisicdes
aprovadas, e emitir LCRs;

e Operador de AR: Responsavel pela operacao de autoridades de registro.
Neste médulo é possivel aprovar ou rejeitar requisi¢des de certificado
e de revogacgdo, encaminhando as requisi¢des aprovadas para a AC res-
ponsavel.

Atualmente o Laboratério de Seguranca em Computacao (LabSEC) é
responsével pelo desenvolvimento e manutencdo do SGCI que possui uma
versao estavel, 1.3.7, e uma nova versio, 2.0.0, encontra-se em desenvolvi-
mento.

2.4 CERTIFICATE MANAGEMENT PROTOCOL

O Certificate Management Protocol (CMP) (ADAMS et al., 2005) é
um protocolo utilizado para criagdo e gerenciamento de certificados digitais
X.509v3 (COOPER et al., 2008) e define mensagens que permitem a intera-
¢a0 online de diferentes componentes de uma ICP.

A figura 8 mostra como funciona a troca de mensagens entre o usudrio
final, a AR e a AC durante uma requisicao de certificado. O usudrio submete
a requisicao no formato PKCS#10 (TURNER, 2010) a AR. Para garantir que
0 usudrio que enviou a requisicdo realmente estd em posse da chave privada
utilizada para assinar a requisi¢do, a AR envia ao usudrio um desafio, por
exemplo, um nimero gerado aleatoriamente. O usudrio cifra este nimero
com sua chave privada e envia o nimero cifrado de volta para a AR. A AR
entdo decifra este nimero com a chave publica presente na requisi¢do enviada
anteriormente e compara com o nimero gerado. Se os dois nimeros forem
iguais ela entdo pode continuar a processar a requisi¢do. O préximo passo é
montar a mensagem que serd enviada para a AC. A AR encaminha o pedido
de requisi¢do a AC que emite o certificado e envia a resposta para a AR. O
certificado € entdo enviado para o usudrio.

No exemplo acima, as mensagens trocadas entre a AC e a AR sdo
definidas pelo CMP. As secdes seguintes apresentam uma visdo geral sobre
as mensagens do CMP para emissao e revogacao de certificados.
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Requisi¢do (PKCS#10) .
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Figura 8: Troca de mensagens entre componentes da ICP segundo o CMP

2.4.1 Mensagem base

Toda mensagem definida pelo CMP pode apresentar os seguintes cam-
pos:

e cabecalho: Apresenta informagdes comuns a varias mensagens, utili-
zadas para identificar o emissor e destinatario, por exemplo;

e corpo: Apresenta informacdes especificas para cada requisicao. Este
campo serd apresentado em detalhes nas se¢des seguintes;

e protecdo: Contém bits que protegem a mensagem. Por exemplo, a as-
sinatura dos campos citados acima. Este campo € opcional;

e certificados extras: Pode ser usado para carregar certificados necessa-
rios por uma das partes. Este campo é opcional.

2.4.2 Mensagens para emissao de certificados

Para o processo de requisi¢@o e emissdo de certificados, existem basi-
camente duas mensagens, que sdo trocadas entre a AC e a AR, ilustradas na
figura 8 como requisi¢do e resposta.
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Na requisi¢d@o, a AR pode enviar a AC tantas informagdes sobre a re-
quisi¢do quanto forem necessdrias. Podem ser fornecidas informacdes desde
os campos bdasicos do certificado sendo requisitado, até suas extensdes. Po-
rém, a decisdo de aceitar ou ndo cada uma das informacdes fornecidas pela
AR ¢ feita pela AC, na emissdo do certificado ou rejei¢do da requisicdo. Em
ambos os casos a AC envia uma resposta para a AR.

Na resposta da AC, estdo presentes o identificador da requisic@o, ob-
tido na mensagem anterior. O status da requisi¢do, indicando se a requisicio
foi aprovada, rejeitada ou se estd aguardando processamento. Caso seja re-
jeitada, a AC ainda pode fornecer informacdes sobre o motivo da rejeicdo. E
por tltimo o certificado emitido. O identificador e o status da requisi¢io sdo
obrigatdrios, o certificado é opcional.

2.4.3 Mensagens para revogacao de certificados

Para o processo de revogacdo de certificados, a AR envia a AC um
pedido de revogagdo contendo os seguintes campos:

o detalhes do certificado: A AR pode fornecer tantas informagdes sobre
o certificado quando forem necessdrias para a sua identificacdo. Usual-
mente o nimero serial e o campo emissor sdo suficientes;

e extensdes: Caso o pedido de revogacao seja aceito pela AC, a AR pode
fornecer extensdes para a entrada do certificado na LCR. Este campo é
opcional.

Ap6s processamento da requisicdo pela AC, esta deve enviar uma res-
posta contendo os seguintes campos:

e status: O status do pedido de revogagdo. Este campo é semelhante ao
campo status presente na resposta de requisi¢ao de certificado, descrito
na sec¢ao anterior.

e identificacdo dos certificados: Campo emissor e nimero serial dos cer-
tificados para os quais a revogacdo foi requisitada. Este campo € opci-
onal.

e L.CRs: As LCRs que podem ter sido geradas apds o processamento da
requisicdo. Este campo é opcional.
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2.4.4 Mensagens para polling

Existem cendrios em que a AR precisa pedir o status das requisicdes
enviadas a AC, por exemplo, quando a AC envia uma resposta de requisicao
de certificado informando que a requisi¢do ainda ndo foi processada. Nestes
cendrios a AR envia uma mensagem contendo os identificadores das requisi-
¢des cujo status ela deseja saber. Dependendo do status destas requisigdes, a
AC pode enviar duas respostas distintas, descritas a seguir:

e se as requisi¢des ainda nao foram processadas: neste caso a AC envia
uma resposta com os mesmos identificadores da mensagem anterior,
enviada pela AR, e o tempo para a AR esperar antes de fazer a pr6xima
solicitacao;

e se algumas das requisi¢des tiverem sido processadas: neste caso a AC
envia uma resposta para as requisi¢cdes ja processadas. Esta mensa-
gem é a mesma enviada pela AC durante uma requisi¢ao de certificado,
descrita na secdo 2.4.2.

2.4.5 Protocolo para o transporte das mensagens

O CMP necessita de mecanismos de transporte bem definidos para a
troca de mensagens entre entidades. Os mecanismos de transporte definidos
na primeira versdo do CMP (ADAMS; FARRELL, 1999) foram retirados da
segunda versao (ADAMS et al., 2005), sendo tratados em um documento se-
parado (KAUSE; PEYLO, 2011). Este documento ainda encontra-se em de-
senvolvimento, porém apresenta mecanismos bem definidos para o transporte
do CMP.

Para a comunicacio online entre duas entidades e quando um proto-
colo confidvel como o TCP estd disponivel, o protocolo HTTP deve ser uti-
lizado para o transporte das mensagens do CMP, pois ele fornece, através de
seus status, o necessario para reportar erros (KAUSE; PEYLO, 2011). Pro-
blemas gerais no servidor ou erros causados por requisicdes invdlidas podem
ser facilmente reportadas ao cliente.

O Internet Assigned Numbers Authority (IANA), 6rgio responsavel
pela alocacdo de enderecos IP a nivel global e outros recursos relacionados a
internet, definiu o campo Content-Type do cabecalho HTTP como “applicati-
on/pkixcmp” para as mensagens do CMP. Toda requisi¢ao ou resposta HTTP
que estiver carregando uma PKIMessage, deve setar este este valor no cabe-
calho.
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As mensagens do CMP devem ser enviadas no corpo de uma requisi-
¢do POST do HTTP. O servidor que receber uma requisi¢@o, deve enviar uma
reposta do CMP no corpo da resposta HTTP, com o status 200. Outros status
nao devem ser usados neste caso. Para evitar que o cliente obtenha uma res-
posta em cache, clientes e servidores devem adicionar no cabe¢alho HTTP o
seguinte: “Cache-Control: no-cache”.

Alternativamente ao HTTP, o protocolo TCP pode ser utilizado, porém
seu uso ndo € recomendado, sendo o HTTP o protocolo indicado para fazer o
transporte do CMP (KAUSE; PEYLO, 2011). Por este motivo, este trabalho
nao abordard o TCP.

Existem alguns aspectos que devem ser considerados, quando este pro-
tocolo é usado para trocar mensagens pela internet. Eles sdo descritos a seguir
(KAUSE; PEYLO, 2011):

e existe o risco de ataques de negacdo de servigo com o envio de vdrias
requisi¢cdes ao servidor ao mesmo tempo. Por isso conexdes inativas
devem ser fechadas apds um determinado timeout ou dependendo dos
recursos disponiveis;

e o protocolo HTTP nao prové seguranga. Por isso aconselha-se que seja
usado o HTTP sobre SSL. Além disso, é importante que os servido-
res verifiquem a integridade e autenticidade das mensagens, através da
assinatura das mesmas, antes de executar qualquer processamento que
altere o estado da transacgdo.

2.4.6 Bibliotecas criptograficas

Nesta se¢do serdo apresentadas algumas bibliotecas criptograficas que
possuem suporte ao CMP.

A cryptlib (Digital Data Security Limited, 2011) € uma biblioteca crip-
tografica desenvolvida na linguagem C, amplamente utilizada e possui uma
implementagdo bastante completa do CMP. Além do CMP, esta biblioteca
possui suporte a SSL, S/MIME, PGP, entre outros servigos.

A cmpForOpenSSL (Martin Peylo, 2011) € uma biblioteca desenvol-
vida, na linguagem C, por um dos autores do protocolo de transporte do CMP.
Ela ainda estd em desenvolvimento e possui apenas algumas funcionalidades
do CMP implementadas. Ao contrario da cryptlib, esta implementa apenas o
CMP. Ela foi projetada para funcionar como uma extensao do OpenSSL (The
OpenSSL Project, 2011).
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2.5 CERTIFICATE MANAGEMENT OVER CMS

O Certificate Management Over CMS (CMC) (SCHAAD; MYERS,
2008a) é um protocolo utilizado para cria¢do e gerenciamento de certificados
digitais X.509v3 (COOPER et al., 2008) e define mensagens que permitem a
interacdo online de diferentes componentes de uma ICP.

O CMC utiliza os padrdes Cryptographic Message Syntax (CMS) (HOUS-
LEY, 2009) e PKCS#10 (TURNER, 2010) para a codificagdo de suas mensa-
gens. Como alternativa ao PKCS#10, o Certificate Request Message Format
(CRMF) (SCHAAD, 2005) pode ser usado em conjunto com o CMS. As se-
¢oes a seguir descrevem as mensagens necessarias para emissao e revogacio
de certificados e os protocolos disponivel para fazer o transporte destas men-
sagens.

2.5.1 Mensagens para emissao de certificados

A requisi¢@o de certificado pode ser tanto um PKCS#10 quanto um
PKCS#7. O PKCS#10 ¢é o formato mais comum para requisi¢des de certifi-
cado, enquanto que o PKCS#7 pode ser utilizado pela AR, para enviar vérias
requisicoes em uma dnica mensagem para a AC. Se o PKCS#7 for utilizado,
a requisi¢ao pode ser um PKCS#10, uma requisi¢do de acordo com o CRMF
ou outra estrutura definida pela prépria ICP.

A resposta para a requisicio é um PKCS#7 contendo o certificado
emitido e, adicionalmente, os certificados necessarios para o usuirio montar
o caminho de certificag@o.

A figura 9 mostra como funciona a troca de mensagens entre o usudrio
final, a AR e a AC. O usudrio submete a requisicdo no formato PKCS#10
a AR, que pode encaminhé-la diretamente para a AC ou, se desejar alterar
o conteddo da requisicao ou fornecer informagdes adicionais a AC, montar
uma nova requisi¢do e envid-la dentro de um PKCS#7 assinado (KALISKI,
1998). A AC entdo emite o certificado e o retorna para a AR dentro de um
PKCS#7 assinado, que encaminha para o usudrio.

2.5.2 Mensagens para revogacao de certificados

A requisi¢do de revogacdo contém informacdes sobre o certificado a
ser revogado e sobre o motivo da revogacdo. Estas informacdes sio adiciona-
das a um PKCS#7 que € assinado pelo requisitante da revogacao.

A resposta para o pedido de revogacdo informa se o certificado foi ou



44

Usuario AR AC

Requisicdo (PKCS#10)

Requisicéo (PKCS#10 ou
PKCS#7)

Resposta (PKCS#7)
<Resposta (PKCS#7)

Figura 9: Troca de mensagens entre componentes da ICP segundo o CMC

Tipo da mensagem Extensdo do arquivo
Requisicdo em PKCS#10 .pl0

Requisi¢do em PKCS#7 .crq

Resposta contendo apenas certifi- | .p7c

cados

Resposta contendo informacdes de | .crp

controle

Tabela 1: Identificacdo dos arquivos no CMC. Adaptado de [(SCHAAD:;
MYERS, 2008b) p.1]

ndo revogado e, no caso de rejeicdo, pode conter informagdes do motivo da
rejeicdo. A resposta também deve ser encapsulada em um PKCS#7.

2.5.3 Protocolos para o transporte das mensagens

Os protocolos de trasporte das mensagens do CMC sdo definidos na
RFC5273 (SCHAAD; MYERS, 2008b). O primeiro deles é baseado em ar-
quivos, normalmente utilizado em sistemas offline. Quando arquivos sao uti-
lizados, exitem duas restricdes que devem ser observadas. Os arquivos devem
conter apenas uma requisi¢éio ou resposta presente no arquivo. As extensoes
do arquivo também variam de acordo com o propdsito da mensagem, como
pode ser visto na tabela 1.
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Tipo da mensagem

Valor do campo content-type

Requisicao em PKCS#10

application/pkcs10

Requisi¢do em PKCS#7

application/pkcs7-mime

Resposta contendo apenas certifi-
cados

application/pkcs7-mime

Resposta contendo informacdes de

application/pkcs7-mime

controle

Tabela 2: Identificagdo do campo content-type no CMC sobre HTTP. Adap-
tado de [(SCHAAD; MYERS, 2008b) p.2]

Para sistemas online, pode ser usado um protocolo sobre o HTTP ou
HTTPS. Em ambos os casos, o protocolo deve seguir as seguintes restri¢des:

e todas as requisicdes devem ser enviadas através de um POST,;

e requisicdes processadas com sucesso devem conter, na resposta, o c6-
digo de status 200;

e 0 campo content-type do cabecalho do POST HTTP(S) deve estar de
acordo com a tabela 2.

2.6 TECNOLOGIAS UTILIZADAS

Nesta secd@o serdo apresentadas as tecnologias utilizadas durante o de-
senvolvimento deste trabalho.

2.6.1 OpenSSL

O OpenSSL € uma biblioteca de cédigo aberto, gratuita, que imple-
menta os protocolos para as camadas de sockets e de transporte seguros (SSL
e TLS, respectivamente), além de funcionalidades criptogréficas de uso geral
(The OpenSSL Project, 2011).

Esta biblioteca foi escolhida por ser amplamente utilizada, estavel e
estar num processo continuo de aprimoramentos, tendo pelo menos uma nova
versao lancada a cada ano. O OpenSSL ¢ utilizado indiretamente neste traba-
lho, a partir de outras bibliotecas que serdo apresentadas nas préximas secoes.
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2.6.2 LibCryptoSec

A LibCryptoSec (LabSEC, 2011a) é uma biblioteca desenvolvida na
linguagem C++, orientada a objetos, que abstrai as funcionalidades de crip-
tografia providas pelo OpenSSL.

A API da LibCryptoSec é mais simples e intuitiva, comparada a do
OpenSSL, e também possui uma documentag¢@o mais abrangente de sua APL
Ela funciona como um invélucro para o OpenSSL e foi escolhida por tornar
mais simples o uso das funcionalidades criptogréficas providas pelo OpenSSL.

2.6.3 PHPS5-LibCryptosec

O PHP5-LibCryptoSec (LabSEC, 2011b) é uma extensao PHP, desen-
volvida com o objetivo de disponibilizar funcionalidades criptograficas para
o PHP. Este atua como um invélucro da biblioteca LibCryptoSec e pode ser
dividido em duas partes:

e biblioteca em C++: A extensdo PHP propriamente dita;

e biblioteca em PHP: Uma "camada"sobre a extensdo, desenvolvida sob
os padrdes de orientacdo a objetos, para tornar mais simples o uso da
biblioteca.

A figura 10 demonstra o empacotamento das bibliotecas. No centro hd
a biblioteca OpenSSL, sobre ela encontra-se a LibCryptoSec e sobre esta hd
o médulo PHP5-LibCryptoSec, primeiro a implementagdo em C++ e acima
a implementacdo em PHP. Por fim ha a aplicacdo que ird fazer uso destas
bibliotecas.

2.6.4 PHP

O PHP (The PHP Group, 2011) € uma linguagem de programacio
amplamente utilizada para o desenvolvimento de aplicacdes Web, com inte-
gracdo a linguagem de marcacdo HTML. Vale também citar a 6tima docu-
mentacdo que o PHP possui.
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Aplicagéo

PHP5LibCryptoSec PHP

PHP5LibCryptoSec C++

LibCryptoSec

Figura 10: Camadas do médulo PHPS-LibCryptoSec

2.6.5 PHPUnit

O PHPUnit (Sebastian Bergmann, 2011) é um framework de cédigo
aberto, que auxilia na cria¢do de testes unitdrios automatizados para aplica-
¢oes desenvolvidas em PHP. Outra caracteristica do PHPUnit € que ele possui
um utilitdrio que auxilia na execucdo e andlise dos testes. Além disso possui
uma API intuitiva e bem documentada.

2.6.6 XDebug

O XDebug (Derick Rethans, 2011) é uma extensao para PHP que ajuda
na depuracgdo de aplicacdes PHP. A depuragdo utilizando XDebug pode for-
necer as seguintes informacoes:

e stack traces e function traces em mensagem de erro com:

— exibi¢do de todos os parametros para fungdes definidas pelo usu-
ario;
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— nome da fungfo, nome do arquivo e indicagdes da linha;

— suporte a classes.
e alocacdo de memoria;
e protecdes contra recursdes infinitas.

O XDebug também pode ser integrado com o PHPUnit, para gerar
métricas como o code coverage, e outras ferramentas para tornar a depuragdo
interativa.

2.6.7 Zend Framework

O Zend Framework (Zend Technologies, 2011) é uma biblioteca es-
crita em PHP, de c6digo aberto e de alta qualidade para o desenvolvimento de
aplicacdes Web. Possui uma API muito completa e bem documentada, com
suporte a banco de dados, internacionalizag¢@o, web services, entre outras va-
rias funcionalidades.

2.6.8 Subversion

O Subversion (SVN) (CollabNet, Inc., 2011) € um sistema de contro-
le de versdo de codigo aberto. Ele permite que vérias pessoas trabalhem no
mesmo software, editando arquivos diferentes, ou 0 mesmo arquivo, contro-
lando as edicdes feitas em cada arquivo e mesclando as diferentes versdes do
arquivo numa Unica versdo.

Esta ferramenta foi escolhida por facilitar o controle das versdes do
trabalho e por manter uma cdpia atualizada do trabalho em um servidor, como
um backup, podendo também obter a dltima cépia do trabalho em qualquer
computador com acesso a internet.

2.6.9 ASN.1

A Abstract Syntax Notation One (ASN.1) (ITU-T, 2011) € uma nota-
¢do formal para representacdo, codificag@o e transmissdo de dados. Através
de suas regras de codificagdo, facilita a troca de informacdes entre aplicacdes
por fornecer uma representacdo independente de linguagem de programagao
ou de maquina.
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2.6.10 XML

A Extensible Markup Language (XML) (W3C, 2008) é um formato
simples de texto para representar informagdes estruturadas. E um dos forma-
tos mais utilizados atualmente para compartilhamento de informacgdes, entre
pessoas ou entre computadores, localmente ou através da internet. O exemplo
abaixo mostra como & a sintaxe de um documento XML .

<?xml version="1.0"?7>
<note>
<to>Tove</to>
<from>Jani</from>
<heading>Reminder</heading>
<body>Don’t forget me this weekend!</body>
</note>

Cédigo Fonte 2.1: Exemplo de um documento XML

Thitp://www.w3schools.com/XML/note.xml
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3 PROTOCOLO DE GERENCIAMENTO DE CERTIFICADOS

Toda comunicag¢@o entre AC e AR consiste de, pelo menos, um par de
mensagens, que podem ter diversos propdsitos. Por exemplo requisicdo de
certificado, requisi¢do de revogacdo de certificado, etc. Para que diferentes
autoridades possam se comunicar, estas mensagens devem ser padronizadas.
A secdo seguinte faz a andlise dos principais protocolos encontrados na lite-
ratura para fazer a comunicagao entre AC e AR.

3.1 ESCOLHA DO PROTOCOLO

Foram estudados os protocolos CMP (ADAMS et al., 2005) e CMC
(SCHAAD; MYERS, 2008a). Um dos fatores analisado ¢ a abrangéncia dos
protocolos, isto €, a variedade de operagdes que podem ser realizadas dentro
de uma ICP suportadas por cada protocolo. Ambos possuem suporte as ope-
ra¢des mais bésicas, fundamentais a toda ICP, que sdo a requisi¢@o, emisséo e
revogacdo de certificados digitais e disponibilizacdo de certificados e lista de
certificados revogados. Contudo, o CMP leva vantagem em relacdo ao CMC,
pois ele possui mecanismos para a atualizacdo do par de chaves de Autori-
dades Certificadoras Raiz e emissao de certificados para certificagdo cruzada,
ndo presentes no CMC. Apesar deste trabalho ndo abordar estas operagdes,
considera-se importante que o protocolo as suporte, pois sdo operagdes im-
portantes dentro de uma ICP e pode haver necessidade de implementa-las
futuramente.

Outro fator analisado é a dependéncia dos protocolos em relagdo a
outras tecnologias. O CMC utiliza o PKCS#7 (KALISKI, 1998) para en-
capsular suas mensagens e possibilita o uso do PKCS#10 (TURNER, 2010)
para representar as requisi¢des de certificado. Apesar de a utilizag@o destes
padrdes estar dentro da proposta do CMC, considerou-se esta dependéncia
como uma desvantagem pela necessidade da implementacao dos mesmos,
caso estes padrdes ndo estejam disponiveis para o ambiente em que o CMC
serd implementado. No CMC o PKCS#10 pode ser substituido pelo CRMF
(SCHAAD, 2005), também utilizado pelo CMP, contudo ainda ha a depen-
déncia do PKCS#7, ndo existente no CMP.

A tabela 3 ilustra os fatores analisados acima e apresenta ainda algu-
mas diferengas secunddrias entre os protocolos, como por exemplo a porta
TCP utilizada para a comunicacio entre as entidades. O uso da porta 829 é
reservada para o CMP, enquanto que o CMC n@o possui uma porta padroni-
zada.
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Caracteristica CMP CMC

Variedade de opera- | Alta Média

¢des suportadas

Dependéncia de ou- | Nao Sim

tros padrdes

Porta TCP 829 Nio padronizada

HTTP Content-type application/pkixcmp Depende da mensa-
gem

Transporte das mensa- | Codificacio DER das | PKCS#10 ou PKCS#7

gens estruturas ASN.1

Tabela 3: Comparacdo dos protocolos CMP e CMC

Além dos protocolos citados acima, ha o protocolo Simple Certificate
Enrollment Protocol (SCEP) (PRITIKIN; NOURSE; VILHUBER, 2011), que
€ semelhante ao CMC, porém ndo foi considerado neste trabalho por ainda
estar em estdgio de desenvolvimento.

Ap6s as andlises, concluiu-se que o CMP € o protocolo mais adequado
para este trabalho, pois possui uma variedade maior de operagdes que podem
ser realizadas com ele, além de ndo depender de implementagdes externas.
O CMC mostrou-se mais adequado para um sistema onde seja feita a comu-
nica¢do com o usudrio final, fazendo a geracdo do par de chaves do usudrio
direto pelo navegador do usudrio, pois o CMC utiliza padrdes suportados pe-
los principais navegadores.

3.2 MAPEAMENTO DAS MENSAGENS ASN.1 PARA XML

Para a representacdo das mensagens definidas pelo CMP optou-se por
utilizar o formato XML, por ser amplamente utilizado atualmente para o com-
partilhamento de informacdes, além de ser de cddigo aberto e independente
de plataforma. A conversdo das estruturas ASN.1 descritas na RFC4210 para
XML foram feitas utilizando as regras de codificagdo XML Enconding Rules
(XER) (ITU-T, 2001).

As secdes a seguir apresentam as mensagens que foram utilizadas em
XML e uma descricao sobre cada um de seus campos. As estruturas originais
em ASN.1 podem ser encontradas no anexo A.
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3.2.1 PKIMessage

PKIMessage € a estrutura basica das mensagens trocadas entre a AC
e a AR. Ela contém quatro campos, como pode ser visto no trecho de cédigo
3.1.

O primeiro campo é o cabegalho da mensagem, descrito pela estrutura
PKIHeader, que contém informacdes para identificar o emissor e destinata-
rio da mensagem. O PKIHeader contém os mesmos campos para todas as
mensagens.

O segundo campo € o corpo da mensagem, que fornece as informa-
¢odes do propdsito da mensagem. Este campo varia de acordo com o tipo de
mensagem enviada.

O terceiro campo ¢ utilizado para proteger a mensagem, podendo, por
exemplo, garantir a integridade e autenticidade da mensagem através da assi-
natura digital.

O quarto e tltimo campo € utilizado para transportar certificados adici-
onais que possam ser necessarios durante uma transagdo. O terceiro e quarto
campo sdo opcionais.

<PKIMessage>
<header></header> <!— PKIHeader —>
<body></body> <!— PKIBody —>
<protection></protection> <!— PKIProtection, Opcional —>
<extraCerts></extraCerts> <!— Opcional —>

</PKIMessage>

Cédigo Fonte 3.1: Estrutura PKIMessage em XML

Estes campos serdo detalhados nas se¢des a seguir.

3.2.2 PKIHeader

O PKIHeader contém as informacdes necessdrias para identificar o
emissor da mensagem e o destinatdrio. Além disso pode conter informacdes
adicionais para prover mais informagdes sobre a mensagem. O trecho de
codigo 3.2 apresenta os campos que constituem o PKIHeader.

<PKIHeader>
<pvno>2</pvno>
<sender></sender> <!— GeneralName —>
<recipient></recipient> <!— GeneralName —>

<messageTime></messageTime>
<protectionAlg></protectionAlg>
<senderKID></senderKID>
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<recipKID></recipKID>

<transactionID></transactionID>

<senderNonce></senderNonce>

<recipNonce></recipNonce>

<freeText></freeText>

<generallnfo></generallnfo>
</PKIHeader>

Cédigo Fonte 3.2: Estrutura PKIHeader em XML

O campo pvno indica a versdo da especifica¢do das estruturas das men-
sagens do CMP. Nesta implementa¢do este valor serd sempre 2, conforme a
RFC4210 (ADAMS et al., 2005).

Os campos sender e recipient identificam, respectivamente, o emissor
e o destinatario da mensagem. Estes campos importam a estrutura Gene-
ralName da RFC5280 (COOPER et al., 2008). Nesta implementacio estes
campos conterdo o campo subject dos certificados de emissor e destinatdrio
da mensagem.

O campo messageTime contém o horario em que a mensagem foi pro-
duzida.

O campo protectionAlg indica o algoritmo utilizado para proteger a
mensagem, através do campo protection em PKIMessage. Este campo es-
tard presente sempre que o campo protection estiver presente e ausente caso
contrdrio.

Os campos senderKID e recipKID podem ser utilizados para comple-
mentar a identificacdo de emissor e destinatdrio, junto dos campos sender e
recipient. Eles sdo identificadores da chave publica de emissor e destinatdrio,
respectivamente. Como nao hd restricdes no SGCI em relagdo a existéncia
de duas entidades com o mesmo DN no software, estes campos serdo usados
para uma identificagdo mais precisa das entidades. Por exemplo, se o software
recebe uma mensagem e consta que existem duas ACs com o mesmo DN, o
campo recipKID serd utilizado para identificar unicamente o destinatario da
mensagem.

O campo transactionID € usado para identificar transacdes. Isto é,
mensagens distintas trocadas entre AC e AR que sdo correlacionadas. Por
exemplo uma mensagem de requisi¢do de certificado enviada pela AR podera
gerar duas respostas. A primeira confirmando o recebimento da requisicio
e informando que a mesma encontra-se em processamento. E uma segunda
resposta, apds a requisi¢do ser processada, indicando se o certificado foi emi-
tido ou se a requisicdo foi rejeitada. Este campo ird conter um valor pseudo-
aleatdrio de 128 bits, recomendado pela RFC4210 (ADAMS et al., 2005).

Os campos senderNonce e recipNonce sdo utilizados para proteger as
mensagens e os servidores contra ataques de repeticdo. O emissor da men-
sagem ird popular o campo senderNonce com um valor pseudo-aleatério de
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128 bits, enquanto que o recipNonce serd copiado no senderNonce da men-
sagem anterior. Caso a mensagem seja a primeira de uma transacdo o campo
recipNonce permanecerd em branco.

O CMP ainda prevé mais dois campos para o PKIHeader, freeText e
generallnfo. O primeiro pode ser usado para carregar mensagens para proces-
samento humano enquanto que o segundo pode conter informagdes adicionais
para processamento de maquina.

3.2.3 PKIBody

A estrutura PKIBody € um conjunto de estruturas que identificam o
proposito da mensagem. Nas secdes seguintes as estruturas necessarias para
emissdo e revogacao de certificados serdo apresentadas.

3.2.4 Requisicao de certificado

A requisi¢do de certificado contém, no PKIBody, a estrutura Cer-
tReqMsg, apresentada no trecho de cédigo 3.3.

<CertReqMsg>
<certReq>
<certReqld></certReqld>
<certTemplate>
<subject></subject>
<publicKey></publicKey>
</certTemplate>
</certReq>
</CertReqMsg>

Cédigo Fonte 3.3: Estrutura CertReqMsg em XML

Ela é composta por um identificador, certReqld, e um template de cer-
tificado. Este template pode conter tantas informacdes sobre o certificado
quanto o requerente deseje. Esta implementacdo suporta as seguintes infor-
magdes:

e serialNumber: Representa o nimero serial do certificado a ser emitido.

e version: Representa a versdo do certificado a ser emitido. De acordo
com a RFC5280 (COOPER et al., 2008), os valores para esta campo
podem ser 0, 1 ou 2.

e subject: Representa o campo de mesmo nome do certificado a ser emi-
tido.
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e publicKey: Representa a chave publica do requerente do certificado.

Tanto o certReqld quanto o certTemplate sdo obrigatérios.

3.2.5 Resposta de requisicao de certificado

A resposta de requisi¢@o de certificado contém, no PKIBody, a estru-
tura CertRepMessage, apresentada no trecho de cédigo 3.4.

<CertRepMessage>
<caPubs></caPubs>
<response>
<certReqld></certReqld>
<status>
<status></status>
<statusString></statusString>
<faillnfo></faillnfo>
</status>
<certifiedKeyPair>
<certOrEncCert>
<certificate></certificate>
</certOrEncCert>
</certifiedKeyPair>
</response>
</CertRepMessage>

Codigo Fonte 3.4: Estrutura CertRepMessage em XML

O campo caPubs pode conter certificados que possam interessar ao
requisitante do certificado. Por exemplo o certificado da AC ou até todo o
caminho de certificacdo. Este campo € opcional.

O campo response, contém o ID da requisi¢do, proveniente da men-
sagem anterior, o status da requisi¢@o e, dependendo do status, o certificado
emitido. Se o status for de aprovacdo, o campo certifiedKeyPair conterd o
certificado emitido. Como o certificado € algo publico, ele serd transportado
na mensagem de forma clara, apesar da possibilidade de transporta-lo cifrado.
Se o status for de rejeigdo, ele poderd conter informacdes sobre o motivo da
rejei¢do, através do campo faillnfo. Os diferentes valores deste campo sdo
descritos na estrutura PKIFailureInfo (ADAMS et al., 2005). O status ainda
poderd conter uma mensagem para processamento humano, que poderd ser
informada durante a geragdo da mensagem.

O CMP define apenas os campos certReqld e status como obrigatdrios,
sendo os campos statusString e faillnfo opcionais para o status. Nesta imple-
mentacdo, além destes campos, o certificado emitido também estard sempre
presente. O campo faillnfo estard presente sempre no caso de falha e o campo
statusString poderd ser fornecido, durante a geracdo da mensagem.
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3.2.6 Requisicao de revogacao certificado

A requisicao de revogacdo de certificado contém, no PKIBody, a es-
trutura RevReqContent, apresentada no trecho de cédigo 3.5.

<RevReqContent>
<RevDetails>
<certDetails></certDetails> <!— CertTemplate —>
<crlEntryDetails></crlEntryDetails> <!— Extensions —>
</RevDetails>
</RevReqContent>

Cddigo Fonte 3.5: Estrutura RevReqContent em XML

Cada pedido de revogagao contém os campos certDetails e crlEntry-
Details. O primeiro importa a estrutura CertTemplate (SCHAAD, 2005),
onde é possivel fornecer tantas informagdes sobre o certificado a ser revogado
quanto forem necessarias. O CMP recomenda que quando o nimero serial do
certificado for conhecido pelo requisitante da revogacdo, este seja fornecido.
O segundo campo, opcional, pode ser utilizado para que o requisitante da re-
vogacao forneca as extensdes que constem na LCR, caso o certificado seja
revogado.

3.2.7 Resposta de requisicio de revogacio de certificado

A resposta da requisi¢do de revogagado de certificado contém, no PKI-
Body, a estrutura RevRepContent, apresentada no trecho de cédigo 3.6.

<RevRepContent>
<status></status>
<revCerts>
<Certld>
<issuer></issuer>
<serialNumber></serialNumber>
</Certld>
</revCerts>
<crls></crls>
</RevRepContent>

Cédigo Fonte 3.6: Estrutura RevRepContent em XML

A resposta para pedido de revogacdo contém 0s campos status, rev-
Certs e crls. O primeiro campo, obrigatdrio, utiliza a mesma estrutura para
o status da resposta de requisicdo de certificado, descrito na se¢do 3.2.5. O
segundo campo, opcional, pode ser utilizado para informar qual o certificado
que foi pedido revogacgao, através da estrutura Certld, que contém o emissor
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e o nimero serial do certificado. Este campo pode ser usado para aumentar a
integridade da mensagem, ndo sendo necessario para a AR verificar a mensa-
gem anterior para identificar de qual certificado se trata a resposta. O terceiro
campo, opcional, pode ser utilizado para fornecer a(s) LCR(s) que possa(m)
ter sido emitida(s) apds a revogacao do certificado.

3.2.8 Pollings

O polling pode ser usado quando a AR deseja saber o status de uma
requisicdo de certificado enviada a AC pendente de resposta, isto é, a AR re-
cebeu a resposta com o status WAITING, indicando que a requisi¢do ainda
ndo foi processada pela AC. Para isto, exitem duas mensagens que podem
utilizadas, que contém, no campo PKIBody, as estruturas denominadas Poll-
ReqContent e PollRepContent.

A estrutura PollReqContent contém apenas o identificador da requisi-
¢do que deseja-se saber o status, apresentado no trecho de c6digo 3.7.

<PollReqContent>
<certReqld></certReqld>
</PollReqContent>

Codigo Fonte 3.7: Estrutura PollReqContent em XML

A estrutura PollRepContent contém o identificador da requisicdo pre-
sente na mensagem anterior e o tempo para a AR solicitar o préximo polling.
Nesta implementacdo o checkAfter ndo terd valor semantico, pois a aprova-
¢30 ou rejeicdo das requisicdes pelas ACs de resposta manual, € feita pelo
operador da AC, podendo levar uma hora ou um dia, sendo muito dificil es-
tabelecer um tempo para adicionar neste campo. No caso de ACs de resposta
automatica o certificado € emitido imediatamente e a resposta para a requisi-
¢do do certificado ja terd o certificado emitido. A estrutura PollIRepContent é
apresentado no trecho de codigo 3.8.

<PollRepContent>
<certReqld></certReqld>
<checkAfter></checkAfter>

</PollRepContent>

Codigo Fonte 3.8: Estrutura PollRepContent em XML

Para um polling enviado pela AR, existem duas possibilidades de res-
posta pela AC, descritas a seguir:

e Caso o certificado ainda ndo tenha sido emitido, a resposta enviada pela
AC conterd, no corpo da mensagem, a estrutura PollRepContent.
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e Caso a requisicdo tenha sido aprovada ou rejeitada pela AC, a resposta
conterd, no corpo da mensagem, a estrutura CertRepMessage.

A figura 11 mostra um exemplo envolvendo os dois cendrios descritos
acima.

AR AC

Requisicao(PollReqContent)

-

Resposta (PollIRepContent)

-

Requisicao(PollReqContent)

=

Resposta (CertRepMessage)
-}

Figura 11: Exemplo do funcionamento de pollings

3.2.9 PKIProtection

As mensagens podem ser protegidas para garantir a integridade. Neste
caso, o campo PKIProtection ird conter o valor da assinatura dos campos
header e body da mensagem. Adicionalmente, o campo protectionAlg do
header deve ser preenchido com o algoritmo utilizado na assinatura.
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3.2.10 Validacdao do XML

Um documento XML por si s6 ndo possui informagdes suficientes para
descrever a estrutura que o documento deverd ter. Existem diversas tecnolo-
gias que possibilitam definir uma estrutura para documentos XML, as duas
principais e recomendadas pela W3C sao DTD e XSD. Para este trabalho foi
escolhida a XSD, por ser mais expressiva em relacdo a DTD, simples, e usar
a sintaxe do XML.

O trecho de codigo 3.9 mostra a defini¢do de estrutura PKIMessage
em ASN.1. Nao existe um documento especificando como fazer a conversio
das estruturas ASN.1 para XSD, entdo a conversdo foi feita visando manter a
mesma semantica entre as estruturas ASN.1 e XSD.

PKIMessage ::= SEQUENCE ({
header PKIHeader ,
body PKIBody ,

protection [0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate
OPTIONAL
1

PKIHeader ::= SEQUENCE { ... }
PKIBody ::= CHOICE { ... }
PKIProtection ::= BIT STRING
CMPCertificate ::= CHOICE { ... }

Cadigo Fonte 3.9: Exemplo de defini¢do da estrutura PKIMessage em ASN.1

Grande parte das defini¢des encontradas em ASN.1 t€m um corres-
pondente direto em XSD, porém em alguns casos foi necessario utilizar uma
forma alternativa para manter o mesmo efeito. As principais estruturas con-
vertidas que merecem destaque sao:

e Estruturas: Estruturas complexas em ASN.1, podem ser declaradas em
XSD através da tag <xs:complexType>

e Sequéncias: O elemento SEQUENCE em ASN.1 corresponde a tag
<xs:sequence>

e Escolhas: O elemento CHOICE em ASN.1 corresponde a tag <xs.-
choice>

e Campos Opcionais: O atributo OPTIONAL em ASN.1 ndo tem um
correspondente direto em XSD. Para conseguir este efeito, foi utilizado
o atributo “minOccurs” com o valor igual a zero, especificando que o
elemento pode aparecer zero vezes, ou seja, € opcional.
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e Sequéncias de tamanho indefinido: O atributo SEQUENCE SIZE -
(1..MAX) ndo tem um correspondente direto em XSD. Para este caso,
foi utilizado o atributo maxOccurs, com o valor igual a “unbounded”,
na tag <xs:sequence>. O valor “unbounded” significa que a sequéncia
pode ter tamanho infinito. Para sequéncias de tamanhos fixos, utiliza-
se o atributo “minOccurs” com o valor minimo e “maxQOccurs” com o
valor maximo.

Aplicando as regras citadas acima para fazer a conversio, obteve-se
0 XSD do trecho de cédigo 3.10, correspondente a mesma estrutura definida
em ASN.1 no trecho de cédigo 3.9.

<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="PKIMessage">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="header"/>
<xs:element ref="body"/>
<xs:element ref="protection" minOccurs="0"/>
<xs:element ref="extraCerts"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="header" substitutionGroup="PKIHeader"/>
<xs:element name="body" substitutionGroup="PKIBody"/>
<xs:element name="protection" substitutionGroup="PKIProtection"/
>
<xs:element name="extraCerts">
<xs:complexType>
<xs:sequence>
<xs:element ref="CMPCertificate"
minOccurs="0" maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Cdédigo Fonte 3.10: Exemplo de defini¢c@o da estrutura PKIMessage em XSD

O XSD de todas as estruturas do CMP utilizadas neste trabalho pode
ser encontrado no apéndice A.
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3.3 MAPEAMENTO DAS MENSAGENS EM XML PARA OBJETOS

Inicialmente foi feito um levantamento na literatura das bibliotecas
j4 existentes que suportam o CMP. Foram encontradas duas bibliotecas, a
cryptLib e a cmpForOpenssl. Estas bibliotecas estdo descritas na se¢do 2.4.6.
Foi desconsiderado o uso destas bibliotecas para este trabalho pelos seguintes
motivos:

e sdo escritas na linguagem C. Desta forma seria ainda necessario portar
as funcionalidades para o PHP, de modo a utilizar com o SGCI;

e ndo possuem suporte a XML.

Nao existindo nenhuma biblioteca que satisfaca as necessidades deste
trabalho, foi criada uma nova biblioteca, orientada a objetos e em PHP. Um
dos objetivos desta biblioteca é fornecer uma interface simples e indepen-
dente, podendo ser utilizada por diferentes softwares. Além disso, ela é facil-
mente extensivel, possibilitando adicionar as mensagens ndo tratadas por este
trabalho ou fazer implementacdes customizadas das mensagens.

A estrutura desta biblioteca e suas classes serdo descritas nas secdes
seguintes.

3.3.1 SGCI_PKIMessage

A classe SGCI_PKIMessage é responsavel pela geracdo do XML que
serd transmitido. Ela representa a estrutura PKIMessage descrita na secio
3.2.1 e, semelhante a estrutura, possui trés atributos:

e Header: Classe que contém as informagdes do cabecalho da mensagem.
Esta classe é descrita na se¢do 3.3.2.

e Body: Classe que contém as informagdes do corpo da mensagem. Esta
classe € descrita na se¢do 3.3.3.

e Protection: Este atributo contém a assinatura da mensagem. A geragao
da assinatura da mensagem € descrita na se¢do 3.3.4.

Além disso, esta classe possui métodos para gerar a mensagem em
XML e gerar um objeto PKIMessage a partir de um XML. O método lo-
adXML recebe uma string como parametro, que deve conter a estrutura PKI-
Message em XML, faz o parse deste XML e seta seus atributos de acordo
com os valores presentes no XML. J4 o método getXMLEncoded retorna uma
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string contendo o XML da estrutura PKIMessage preenchido com os atribu-
tos do objeto. O diagrama apresentado na figura 12 lista todos os métodos

SGCI PKIMessage

SGCI PKIMessage Header

_header
_body
_signature

+loadXMLI)

+getXMLEncoded()
#_getPKIMessageXMLSchemal)
+setHeader()

+getHeader()

+setBody()

+getBodyl)

+setSignature()
+getSignature()

_pvwno
_sender
_recipient
_messageTime
_protectionalg
_senderkeyld
_recipientkeyld
_transactionid
_senderfonce
_recipientMounce

+loadXML{)
+getXMLEncoded()

#_appendOptionalFields()

SGCI PKIMessage Body

+loadXMLf)
+getXMLEncoded|)

Figura 12: Diagrama de classes da classe PKIMessage

e atributos desta classe, bem como das outras classes com as quais ela se
relaciona.

3.3.2 SGCI_PKIHeader

A classe SGCI_Header contém as informacdes do cabegalho das men-
sagens e representa o campo header da PKIMessage. Ela contém um atributo
para cada campo da estrutura PKIHeader descrita na se¢do 3.2.2. Adicional-
mente ela contém métodos para carregar e exportar XMLs. Estes métodos sdo
chamados pela classe SGCI_PKIMessage, para carregar/exportar uma men-
sagem completa.
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3.3.3 SGCI_PKIMessage_Body

A classe SGCI_PKIMessage_Body corresponde ao campo body da
PKIMessage. Dependendo do propdsito da mensagem, este campo pode con-
ter diferentes informacgdes, como descrito na se¢do 3.2.3. Para representar
estas diferentes informagdes foram criadas diferentes classes.

A classe SGCI_PKIMessage_Body ¢ a superclasse, ela contém os mé-
todos comuns que as outras classes devem implementar, destinados a carregar
e exportar XMLs. Toda classe que representar o campo body da PKIMessage
deve estender esta classe. Algumas das classes implementadas neste traba-
lho estdo ilustradas no diagrama de classes da figura 13. Cada classe possui

SGCI_PKIMessage Body_PollingRequestcontent
_certReglds = aray()
[+loadXML{xmi - DOMNode) - void
[+getXMLEncodedinodeName = ‘PollReqContent') : DOME ement

SGCI_PKiMessage Body,
_revDetails = array()

CERT TEMPLATE = ‘certTemplate' SGCI_PKiMessage Body,
CRL_ENTRY_DETAILS = ‘crlEntryDetails' _certReqMsgs = array()

+load XMLl : DemNode) : void +loadXM Lxrnl - DomMlode) - void

+getxMLENcoded(nodeName = RevReqContent) : DOMElement: SGCI_PKiMessage_Body +getXMLEncoded(nodeName = 'CertReqMessages') - DOMEl ement
[+ioadXML(xmi - DOMNode) - void

[+getxMt Encoded(nodeName) : DOMElement

SGCI_PKiMessage _Body, i SGCI_PRIMessage Body_CertificationResponse
_status = array() _caPubs = amay()
“revCerts = array ) “certReqld
“crts = amay() status
ISSUER = ‘issuer' _certificate
SERIAL NUMBER ~ seria Number +loadXM Lxrml - DomNode) - void

C

+oadXML{xrol  DomNode] : void +getxiL -
+getxMLEncoded(nodeName = RevRepCantent’) : DOMElement.

SGCI_PKiMessage Body PollingRasponseContent
_pollRep = array
CERT_REQ_I

REASON = ‘reason’
[+loadxML(xmil : DOMNode) : vaid
|+getx MLEncoded(nodeName = ‘PollRepContent’) : DOME ement

Figura 13: Diagrama de classes da classe Body

métodos para setar e obter os valores de seus atributos, correspondentes aos
campos das estruturas referentes de cada classe.

3.3.4 SGCI_PKIMessageSigner

Para garantir a integridade e autenticidade das mensagens trocadas en-
tre as entidades, o CMP prevé um campo de assinatura na estrutura PKIMes-
sage. A classe SGCI_PKIMessageSigner € utilizada para gerar e verificar
assinaturas para a classe SGCI_PKIMessage.

O método sign é responsdvel pela assinatura da PKIMessage. Ele re-
cebe como parametros, a PKIMessage que serd assinada, o algoritmo de hash
e a chave privada que serdo usados na assinatura. Opcionalmente é possivel
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informar a senha da chave privada, caso ela esteja cifrada. A assinatura é
gerada a partir dos campos header e body da PKIMessage. Apds gerada a as-
sinatura, este método seta o valor da assinatura na PKIMessage passada como
parametro e a retorna. Caso algum erro seja gerado durante a assinatura, por
exemplo, se o algoritmo de hash informado for invilido, uma excecao € lan-
cada.

A verificacdo da assinatura de uma PKIMessage € feita através do mé-
todo verify. Este método recebe como parametros a PKIMessage assinada e a
chave publica para verificar a assinatura. Se a assinatura for vélida o método
retorna o valor true, caso contrdrio retorna false.

Os algoritmos suportados pela classe sdo os seguintes:

e Para chaves RSA, a assinatura pode ser gerada com os algoritmos de
hash shal, sha224, sha256, sha384 e sha512.

e Para chaves ECDSA, a assinatura pode ser gerada com os algoritmos
de hash sha224, sha256, sha384 e sha512.

Todas as operacdes criptograficas realizadas nos métodos descritos
acima sdo realizadas através da biblioteca PHP5-LibCryptoSec.

3.4 TESTES

Um dos requisitos da biblioteca € a existéncia de testes unitarios. Cada
classe implementada possui uma classe correspondente de testes. Estas sao
responséveis por testar todos os métodos e todos os comportamentos que estes
métodos possam apresentar, incluindo comportamentos anormais que possam
resultar de pardmetros invalidos.

Para garantir uma boa qualidade na implementacdo da biblioteca, de-
finiu-se que todo método deve ser testado em todos os cendrios previsiveis.
Para métodos com parametros, foram feitos testes passando valores vélidos e
um conjunto de valores invalidos. Para métodos sem pardmetros, foram feitos
testes com os possiveis pré-requisitos do teste cumpridos e ndo cumpridos.
Dessa forma garantiu-se que praticamente 100% do cédigo da biblioteca foi
executado pelos testes e que grande parte dos cendrios que podem causar erros
indesejaveis a aplicacdo foram detectados.

Para agilizar a implementac¢do e execug@o dos testes a ferramenta PH-
PUnit foi utilizada. E para verificar a qualidade dos testes, esta ferramenta foi
utilizada em conjunto com o XDebug, que gera relatérios onde € possivel ver
a percentagem do cédigo testado e quantas vezes cada linha foi executada.
As figuras 14 e 15 s@o exemplos destes relatdrios.
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SGCI_PKIMessage_Header C——— 10000% 1/1 [ 10000% 20/20 [ 100.00% 133/133
public function loadXM. (DomNode $xml 1 100.00% 1/1 1 100.00% 39/39

public function setSender. — —
Labsec_Security_Certification DataTypes GeneralName $sender! 100.00% 11 100.00% 212

public function getSender C————1 100.00% 1/1 /1 100.00% 171

public function setRecipient — —
Labsec_Security_Certification DataTypes GeneralName Srecipient) 100.00% 11 100.00% 212

public function getRecipient CC  100.00% 1/1 7 100.00% 1/1
public function setMessageTime (§time 1 100.00% 1/1 T/ 100.00% 414
public function getMessageTime C————1 100.00% 1/1 /1 100.00% 1/1

ublic function setProtectionAls
Labsec_Security_Certification ObjectIdentifier Soid 7 10000%  1/1 C————7 100.00% 272

public function getProtectionAlg C—1 100.00% 1/1 /1 100.00% 1/1
public function setSenderkeyId (ssenderkeyId) C—1 100.00% 1/1 /1 100.00% 5/5
public function getSenderkeyTd ( CC  100.00% 1/1 T 100.00% /1
public function setRecipientkeyId ($recipientKeyId C——1 100.00% 1/1 /1 100.00% 5/5
public function getRecipientkeyId () 1 100.00% 1/1 1 100.00% 171
public function setTransactionld ($id C—1 100.00% 1/1 /1 100.00% 717
public function getTransactionld C——1 100.00% 1/1 /1 100.00% 1/1
public function setRecipientNonce ($nonce) 1 100.00% 1/1 1 100.00% 7
publie function getRecipientNonce () C—1 100.00% 1/1 /1 100.00% 1/1
public function setSenderNonce ($nonce C————1 100.00% 1/1 /1 100.00% 7T
public function getSenderNonce 1 100.00% 1/1 /1 100.00% 1/1
public function getxMLEncoded ($nodeMame = 'PKIHeader C——1 100.00% 1/1 /1 100.00% 43743

Figura 14: Exemplo de relatdrio de testes da classe PKIHeader 1

}’**

* Sets the recipient key identifier

*

* @param string $recipientkeyId

* @throws SGCI_Exception_InvalidParameter If the $recipientKeyId is invalid
*f

public function setRecipientKeyId ($recipientKeyId)

1

= if (is_string($recipientKeyId)) {

4 $this->_recipientKeyId = $recipientKeyId;

4 } else {

1 throw new SGCI_Exception_InvalidParameter('The key identifier must be a string'):
4 i

Figura 15: Exemplo de relatério de testes da classe PKIHeader 2

3.5 DIFICULDADES DE IMPLEMENTACAO

Uma das dificuldades encontradas na implementacdo do CMP foi en-
contrar uma biblioteca em PHP capaz de gerar, exportar, carregar e também
validar o contetido do XML a partir de um XSD. Foram testadas trés biblio-
tecas: Zend_Config_ XML, SimpleXML e DomDocument.

Zend_Config_ XML é uma classe do Zend Framework' para manipu-
lagdo de arquivos XML, porém seu uso, e também sua funcionalidade, é vol-
tada para arquivos de configuracdo, ndo satisfazendo as necessidades para esta
implementagdo. J4 as bibliotecas SimpleXML e DomDocument sdo padrdes
do php, utilizadas num propdsito mais geral. A principal diferenga entre elas

Uhttp://framework.zend.com/manual/en/zend.config.adapters. xml.html
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Caracteristicas Zend_Config_ XML, SimpleXML DomDocument
Simplicidade Alta Alta Média
Suporte a vali- | Nao Nio Sim
dacdo

Suporte a gera- | Ndo Sim Sim
cdo

Suporte a ex- | Sim Sim Sim
portacdo

Suporte a modi- | Sim Sim Sim
ficacdo

Suporte ao car- | Sim Sim Sim
regamento

Tabela 4: Comparacio das bibliotecas para manipulacdo de XML

€ o suporte a validagdo dos documentos XML existente na DomDocument e
ausente na primeira. A tabela 4 mostra as principais diferencas entre estas

trés bibliotecas.

A biblioteca que melhor atendeu as necessidades deste trabalho foi a

DomDocument. O principal fator que levou a escolha desta biblioteca é o
suporte a validacdo de arquivos XML através de um arquivo XSD, ausente

nas demais.
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4 INTEGRACAO COM O SGCI

Na atual versdao do SGCI, 1.3.7, a comunicacdo entre as entidades €
feita apenas de forma manual. Neste modelo, o operador da AR importa
a requisi¢do de certificado, aprova a requisicdo e ela é disponibilizada ao
operador para download. O operador entdo envia a requisi¢cdo para a AC de
forma manual, através e-mail por exemplo. Na AC, o operador deve importar
a requisi¢do recebida pela AR, aprovar ou rejeitar a requisi¢do e enviar a
resposta para a AR também de forma manual.

A partir deste trabalho, o SGCI passa a ter dois novos modelos de
comunicagdo, ambos online. O primeiro modelo € conhecido como modelo
online com AC de resposta manual, cuja tnica diferenca do modelo offline é
que o envio das mensagens entre a AR e a AC ¢ feita de forma automatica.
Quando o operador da AR aprova a requisicdo ela € automaticamente enviada
para a AC, como mostrado na figura 16.

AR AC

Importa requisicao

Aprova requisicdo

Envia requisicdo

Armazena
requisicio

Confirma Recebimento

Figura 16: Modelo online com AC de resposta manual parte 1

Quando a requisi¢do for aprovada na AC, a resposta é novamente en-
viada automaticamente para a AR, que pode enviar a resposta ao requisitante
do certificado. Esta € a segunda parte do modelo online com AC de resposta
manual, esquematizado na figura 17.

No segundo modelo, conhecido como modelo online com AC de res-
posta automdtica, a AR importa a requisicdo e em seguida a aprova. Ela
entdo € enviada a AC de forma automadtica, assim como no modelo anterior.
Quando a AC recebe a requisi¢do, ela emite o certificado automaticamente,
sem necessidade de intervencdo humana, enviando a resposta para a AR. Os
préximos passos ocorrem da mesma forma como no modelo anterior. A AR
recebe a reposta e a encaminha para o usudrio. Este modelo estd esquemati-
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AC AR

aprova
requisicdo

-

Envia resposta

Confirma Recebimento

Envia resposta
a0 Usuario

Figura 17: Modelo online com AC de resposta manual parte 2

zado na figura 18.

AR AC

|mporta requisicao

_Aprova requisicdo_

Envia requisicéo

Processa
requisicéo

Envia resposta

Envia resposta ao usuario

Figura 18: Modelo online com AC de resposta automatica

Para adicionar o suporte ao CMP no SGCI foram necessdrias algu-
mas alteragdes em seu codigo fonte e banco de dados. As secdes a seguir
descrevem como foram feitas estas alteragdes.

4.1 ALTERACOES NO BANCO DE DADOS

A primeira alteracdo feita no banco de dados do SGCI foi para pos-
sibilitar o armazenamento das mensagens do CMP. Para isso foi adicionada
uma nova tabela, chamada Transactions, ilustrada na figura 19.

O significado de cada coluna desta tabela esta descrito abaixo:
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Transactions )

Id varchar{255) U -E
SenderMonce varchar(255)
RecipientNonce warcharf255) [;ﬂ

e

Request varchar(255)
Response varchar(255) (N
Senderld integer{10)
Recipientld integer{ 10)

Figura 19: Diagrama de banco de dados da tabela Transactions

Id: € o identificador da transacio, refere-se ao campo transactionld do
cabecalho da PKIMessage.

SenderNonce: € utilizado para identificar requisi¢cdes duplicadas e pre-
vinir ataques de repeticdo. Refere-se ao campo de mesmo nome do
cabecalho da PKIMessage.

RecipientNonce: € utilizado para identificar requisicdes duplicadas e
prevenir ataques de repeticdo. Refere-se ao campo de mesmo nome do
cabecalho da PKIMessage.

Request: ¢ o XML de uma PKIMessage referente a uma requisi¢ao do
CMP. Por exemplo requisi¢do de certificado.

Response: € o XML de uma PKIMessage referente a resposta para a
requisicdo do campo acima.

Senderld: € o identificador da AR no banco de dados do SGCI. Esta
coluna € uma chave estrangeira para a tabela Entities, apresentada na
figura 20.

Recipientld: € o identificador da AC no banco de dados do SGCI. Esta
coluna € uma chave estrangeira para a tabela Entities, apresentada na
figura 20.
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As colunas Id, SenderNonce e Senderld representam a chave primdaria
da tabela. Dessa forma, o SGCI permite que o mesmo identificador da transa-
¢a0 possa ser utilizado por diferentes entidades, minimizando a possibilidade
de conflitos dos identificadores. As colunas senderld e recipientld devem
apontar para as entidades correspondentes, respectivamente, a0 campo sender
e recipient do cabecalho da PKIMessage.

Com a nova tabela criada, foi necessdrio integra-la ao esquema de
banco de dados do SGCI. Isto foi feito colocando uma chave estrangeira nas
tabelas que representam requisicdes de certificado e de revogagdo para a ta-
bela Transactions, associando cada requisi¢do com uma transacao.

Por tdltimo foram feitas alteracdes nas tabelas que representam as ACs
e ARs no banco de dados do SGCI, para possibilitar a configuracio de en-
tidades online ou offline e ACs de resposta manual ou automdtica. A figura
20 ilustra o diagrama de banco de dados da tabela Entities ap0s as alteracdes

4 Entity_CaSettings B ( Entities A
? Cald integer(10) U ~|_f Id integer{10) U
D LastCertSerial integer(10) IN] D CreationDate timestamp K]

D AutomaticResponse  boolean D Request varchar(255)  [§]
D transportCertificate  varchar(255) [ D Certificate varchar(255)  [§]
D transportPrivateKey — varchar(255) [ 4HEnt|'tyTypEm' integer(10)
D Keyld integer(10)
4HEnt|'ty5tatusJ’n' integer(10)
D CommanName varchar(255)  [§]
D ExpirationDate timestamp m
D EntityTransactionModelld  integeri 10}
D Online boolean
e y

Figura 20: Diagrama de banco de dados da tabela Entities

citadas acima. As colunas TransportCertificate e TransportPrivateKey tam-
bém foram adicionadas e seu uso envolve o conceito de relacionamento de
confianca, que serd apresentado na secio 4.2.3.

4.2 ALTERACOES NO CODIGO FONTE

O cédigo fonte do SGCI € divido em mddulos, sendo cada médulo
responsével por determinadas funcionalidades do software. Por exemplo, to-
das as acdes possiveis por um operador de AR ficam no médulo “RaOper”.
Isto facilitou ao integrar o CMP com o SGCI e também possibilitou que o
SGCI ndo fique totalmente dependente do protocolo, sendo possivel facil-
mente integrd-lo a outros protocolos.
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Seguindo a estrutura modular do SGCI, foi adicionado um novo mé-
dulo, chamado CMP, contendo as classes responsaveis por criar as mensagens
do CMP e fazer a comunicacdo entre diferentes SGCIs. As classes criadas,
seus métodos e como € feita a comunicagdo entre estas classes e o restante do
c6digo do SGCI serd descrito nas se¢Oes seguintes.

4.2.1 Geracao das mensagens do CMP

Antes de descrever as mudangas no cédigo do SGCI, € necessério a-
presentar o conceito de transac¢do adicionado ao SGCI e quais campos das
mensagens do CMP serdo utilizadas pelo SGCI.

Uma transag@o consiste de pelo menos uma requisi¢do e uma resposta,
sendo a requisic@o gerada pela AR e a resposta pela AC. No SGCI, uma tran-
sacdo € representada pela classe Common_Model_Transaction, que contém
os atributos referentes a tabela Transactions, apresentada na se¢do 4.1. Den-
tre seus atributos ha a requisi¢do e a resposta, que sdo representadas pela
classe SGCI_PKIMessage.

Como descrito na secdo 3.3.1, uma PKIMessage contém um cabeca-
lho, um corpo e a sua assinatura. Todas as mensagens geradas pelo SGCI
possuirdo os seguintes campos no cabegalho:

e sender: Obtido do campo subject do certificado do emissor da mensa-
gem;

e recipient: Obtido do campo subject do certificado do destinatario da
mensagem;

e senderKID: Calculado a partir da chave ptblica do certificado do emis-
sor da mensagem. Este campo € calculado de acordo com a extensao
subject key identifier (COOPER et al., 2008);

e recipientKID: Calculado a partir da chave ptblica do certificado do
destinatdrio da mensagem. Este campo é calculado de acordo com a
extensao subject key identifier (COOPER et al., 2008);

e transactionld: Identifica uma transa¢do. E um valor de 128 bits gerado
aleatoriamente.

e senderNonce: Utilizado para identificar mensagens duplicadas e evitar
ataques de repeti¢do. E um valor de 128 bits gerado aleatoriamente.

e recipientNonce: Utilizado para identificar mensagens duplicadas e evi-
tar ataques de repeti¢cdo. E um valor de 128 bits gerado aleatoriamente.
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Os campos presentes no corpo da mensagem dependem do propdsito
da mensagem. Para requisi¢des de certificado, este campo é representado pela
classe SGCI_PKIMessage_Body_CertificationRequestMessage e possuira os
seguintes campos:

e certReqld: E o identificador interno do SGCI para a requisigdo de cer-
tificado.

o certTemplate: Contém a chave publica e o campo subject da requisicao
de certificado.

A resposta para a requisicao de certificado, apresentada acima, é repre-
sentada pela classe SGCI_PKIMessage_Body_CertificationResponseMessage
€ possui 0s seguintes campos:

e certReqgld: O mesmo identificador apresentado acima.

o status: Contém o status da requisi¢do. Os possiveis status sdo: accep-
ted, se o certificado foi emitido; rejection, se a requisicao foi rejeitada;
e waiting, se a AC recebeu a requisicdo mas ainda ndo a processou.
Em caso de rejeigdo, ainda serd informado o motivo da rejeicdo. Os
possiveis valores deste campo serdo apresentados nas proximas se¢oes.

o certifiedKeyPair: Este campo sé estard presente caso o status seja de
aprovacdo e conterd o certificado emitido. Neste campo o CMP permite
fornecer o certificado cifrado, entretanto, como o certificado € ptiblico,
no SGCI, ele sempre serd fornecido em claro. Ainda é possivel fornecer
a chave privada correspondente a chave publica presente no certificado,
porém como a chave privada é gerada pelo requerente do certificado e
0 SGCI nunca terd a posse desta chave, o campo nunca ser4 utilizado.

Para requisicdes de revogacgao de certificado, o corpo da PKIMessage é
representado pela classe SGCI_PKIMessage_Body_RevocationRequestMessa-
ge e possuird os seguintes campos:

o certDetails: Contém o niimero serial do certificado a ser revogado.

o crlEntryDetails: Contém extensdes que a AR deseja que estejam pre-
sentes na LCR. Atualmente o SGCI suporte apenas a extensdao CRLBa-
sicConstraints (COOPER et al., 2008), que indica o motivo da revoga-
¢ao.

A resposta para a requisi¢do de revogacdo de certificado, apresen-
tada acima, é representada pela classe SGCI_PKIMessage_Body_Revocation-
ResponseMessage e possui 0s seguintes campos:
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o status: Contém o status da requisicdo. Os possiveis status sao: accep-
ted, se o certificado foi revogado; rejection, se a requisi¢ao foi rejeitada;
e waiting, se a AC recebeu a requisicao mas ainda nao a processou. Em
caso de rejeicdo, ainda serd informado o motivo da rejei¢do. Os possi-
veis valores deste campo serdo apresentados nas proximas secdes.

e revCerts: Contém o niimero serial e o campo issuer do certificado para
o qual foi solicitada a revogacdo. Apesar deste campo ser opcional,
ele serd sempre utilizado pelo SGCI para facilitar a identificar a qual
certificado esta resposta é referente.

Por fim, a geracdo e verificacdo da assinatura da PKIMessage ¢é feita
pela classe SGCI_PKIMessageSigner. Os algoritmos utilizados para gerar a
assinatura dependem do algoritmo da chave privada da entidade que ird gerar
a assinatura e do algoritmo de hash configurado pelo usudrio. Os algoritmos
suportados por esta classe podem ser encontrados na se¢do 3.3.4.

4.2.2 Alteracées para fazer a comunicacao entre diferentes SGCIs

Como o SGCI é uma aplicagdo Web, a comunicagdo entre AC e AR é
feita através do protocolo HTTP, seguindo as recomendag¢des do documento
Transport Protocols for CMP (KAUSE; PEYLO, 2011), descritas na se¢ao
2.4.5.

A classe CMP_ClientController é responsavel por atuar como cliente
do protocolo. Ela possui o método send, que recebe como pardmetros uma
instancia de um objeto PKIMessage, descrito na secao 3.3.1, e o endereco do
servidor, que é composto do IP, a porta ! |, e o diretério do servidor HTTP
onde o servidor CMP se encontra. Este método cria uma nova requisi¢ao
HTTP POST, seta, no cabegalho HTTP, o content-type como application/p-
kixcmp, adiciona ao corpo da requisi¢do o XML, extraido do objeto PKIMes-
sage recebido como parametro, e envia a requisicio ao endereco recebido
como pardmetro. A resposta recebida do servidor € entdo retornada a fungdo
que chamou esta. Caso ocorra algum erro durante o envio da requisi¢do, a ex-
cecdo SGCI_Exception é lancada. Os erros que podem ocorrer é o endereco
estar incorreto, o servidor estar offline ou ndo conseguir processar correta-
mente a mensagem.

A classe CMP_ServerController é responsdvel por atuar como o ser-
vidor do protocolo. Ela possui um método para receber as requisi¢cdes e ou-
tro para valid4-las. O primeiro método verifica as restri¢cdes definidas pelo

! Apesar da porta 829 estar registrada para o CMP, existem softwares, como o EJBCA, que
ndo a utilizam, por isso hd a op¢do de fornecer a porta.
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cmpTrans (KAUSE; PEYLO, 2011) para o protocolo HTTP, isto é, se a re-
quisi¢do HTTP recebida é um POST, se o content-type esta definido cor-
retamente e se o conteido da mensagem € referente a alguma das mensa-
gens do CMP suportadas pelo SGCI. Apés estas validagdes o método veri-
fica o tipo da mensagem e a encaminha para a classe correta. Por exem-
plo, para uma requisicdo de certificado, o método processRequest da classe
CMP_CertificateRequestController € chamado. O segundo método faz as va-
lidagdes do cabecalho de uma PKIMessage, listadas abaixo:

e verificar se o destinatdrio da requisi¢do € uma entidade cadastrada no
SGCT;

e verificar se 0 emissor da requisi¢ao é uma entidade cadastrada no SGCI;

e verificar se hd uma relacio de confianca entre o emissor e o destinatario.
O conceito de relagdo de confianga € apresentado na secdo 4.2.3;

e verificar se a mensagem j4 ndo foi importada anteriormente;

e verificar se a mensagem estd assinada e se a assinatura estd correta.

Caso alguma dessas validagdes falhe, o método retorna o cédigo da
estrutura PKIFailurelnfo, definida na RFC4210 (ADAMS et al., 2005), cor-
respondente ao erro. Caso contrario o método retorna o valor booleano TRUE.

4.2.3 Alteracoes para o estabelecimento de relacao de confianca

O CMP nio prové meios para a distribuicdo da chave piblica de en-
tidades, ndo sendo possivel garantir que dada mensagem foi gerada por de-
terminada entidade. Para isso foi necessario estender o CMP, adicionando
quatro novas mensagens ao PKIBody, para possibilitar o estabelecimento de
relacdes de confianca. Rela¢do de confianga é um conceito utilizado pelo
SGCI, para uma AC informar em quais ARs ela confia e aceita receber requi-
sicdes e para uma AR informar para quais ACs ela pode enviar requisicdes e
receber respostas.

Para as ACs também foi necessdrio gerar um novo par de chaves e um
certificado para distribuir a chave publica deste novo par de chaves, chamado
de certificado de transporte. A nova chave privada é utilizada para assinar as
mensagens do CMP, devido ao fato de as chaves privadas das ACs terem seu
uso muito restrito, devendo ser utilizado somente para assinar certificados e
LCRs. O novo par de chaves e o certificado sdo utilizados exclusivamente
para a geracdo e verificacdo das assinaturas das mensagens do CMP.
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Figura 21: Estabelecimento de relacionamento de confianca no SGCI

A figura 21 mostra como funciona o estabelecimento de uma relagéo
de confianca no SGCI. Primeiro a AR envia uma mensagem ao SGCI para
listar todas as entidades cadastradas. O SGCI retorna uma lista com os cer-
tificados das entidades cadastradas e a AR escolhe com qual das entidades
deseja estabelecer relacionamento de confianca. Em seguida a AR envia a
entidade escolhida um pedido para o estabelecimento de relagdo de confi-
anca. Neste ponto a AC precisa aprovar ou rejeitar o pedido feito pela AR e
enviar uma resposta para a AR. A requisicao e a resposta sdo assinadas com
a chave privada da AR e da AC, respectivamente.

A mensagem destinada a listar os certificados das entidades € uma tag
XML vazia, apresentada no trecho de cédigo 4.1. A resposta desta mensagem
¢ uma lista dos certificados das entidades cadastradas. Se nenhuma entidade
estiver cadastrada, é retornada a tag XML vazia. O trecho de cédigo 4.2
apresenta a estrutura ListCertsRep em XML.

<ListCertsReq></ListCertsReq>
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Cdédigo Fonte 4.1: Estrutura ListCertsReq em XML

<ListCertsRep>
<certificate></certificate>
</ListCertsRep>

Cédigo Fonte 4.2: Estrutura ListCertsRep em XML

Para minimizar o trdfego dos certificados pela rede € possivel fazer
uma otimizacdo da mensagem ListCertsReq, incluindo, por exemplo, um
template de certificado, contendo informacdes sobre as entidades que se de-
seja listar. Porém esta otimizagdo sé faria sentido em um sistema com cen-
tenas ou milhares de entidades cadastradas. Como cada instancia do SGCI
usualmente contém apenas algumas entidades cadastradas, tal otimizagao tra-
ria um maior processamento para o SGCI que nio resultaria em uma reducéo
significativa nos dados trafegados pela rede. Por este motivo nao foi imple-
mentado neste trabalho.

A requisi¢ao de relacionamento de confianca contém, no PKIBody, a
estrutura TrustedRelReq, apresentada no trecho de cédigo 4.3. Ela contém
o endereco IP, o certificado da entidade requisitante e o certificado de trans-
porte. O certificado de transporte s6 deverd estar presente se a requisi¢ao for
gerada por uma AC. Neste caso este certificado serd utilizado pela AR para
verificar a assinatura das mensagens subsequentes entre as entidades.

<TrustedRelReq>
<iPAddress></iPAddress>
<certificate></certificate>
<transportCertificate></transportCertificate> <!— Opcional
—>
</TrustedRelReq>

Cadigo Fonte 4.3: Estrutura TrustedRelReq em XML

A resposta para a requisi¢ao de relacionamento de confianca contém,
no PKIBody, a estrutura TrustedRelRep, apresentada no trecho de cédigo 4.4.

Ela contém o status do pedido, descrito pela estrutura PKIStatusInfo
apresentada na secdo 3.2.5, o certificado da entidade e o certificado de trans-
porte. Ambos os certificado sdo opcionais e s6 deverdo estar presentes caso
a rela¢do de confianca seja aprovada. Ainda, no SGCI, o certificado de trans-
porte sé estard presente se a resposta for gerada por uma AC, pois a AR utiliza
a sua prépria chave privada para assinar as mensagens subsequentes que serao
trocadas entre as entidades.

<TrustedRelRep>
<status></status> <!— PKIStatusInfo —>




79

<certificate></certificate> <!— Opcional —>
<transportCertificate></transportCertificate> <!— Opcional
—>
</TrustedRelRep>

Codigo Fonte 4.4: Estrutura TrustedRelRep em XML

Além das estruturas em XML, foi necessdrio criar classes para auxiliar
na geracao destes XMLs pelo SGCI, semelhante ao que foi feito no capitulo
3. Foram criadas quatro classes, que implementam os métodos da classe Body
para gerar o XML e criar um objeto a partir de um XML, além de métodos
para setar e obter seus atributos, referentes aos campos das estruturas XML
correspondentes a cada classe, descritas acima. O diagrama de classes da
figura 22 apresenta cada uma das classes criadas, seus atributos e métodos.

SGC| PKIMessage Body ListCertificatesRequest SGCI _PKI ge Body Tr lati i P
+loadXML{xml : DOMNade) : void _status
+ogetXMLEncoded(nodeName = 'listCertReq') : DOMElement _certificate

+HloadxXML{xml : DOMMNode) @ void
+get{MLEncoded(nodeName = 'trp') : DOMElement

4D SGCI PKIMessage Body <]—‘

+loadXML(xml : DOMNode) : void
+getXMLEncoded(nodeName) : DOMElement

SGCI_PKIMessage Body ListCertificatesResponse SGCI_PKI ge_Body Tr lati i q
_certificates = arrayi) _iPAddress
+laadXML{xml : DOMNode} : void _certificate

+getXMLEncoded(nodeName = 'listCertRep') : DOMElement +loadXMLixml : DOMNode) : void
+getXMLEncoded({nodeName = 'trr') : DOMElement

Figura 22: Diagrama de classes das classes de relacionamento de confianca

A definicdo ASN.1 de cada uma das estruturas criadas nesta se¢@o,
bem como a definicdo ASN.1 da estrutura PKIBody modificada, podem ser
encontradas no apéndice B.

4.2.4 Alteracoes para requisicao de certificados

Para um usudrio obter um certificado através do SGCI, ele precisa pri-
meiro encaminhar a sua requisi¢do, no formato PKCS#10 (TURNER, 2010),
a AR. O operador da AR entdo importa a requisi¢do e a aprova, encaminhando
a requisi¢do para a AC responsavel por emitir o certificado. O diagrama de
estados representado na figura 23 mostra os diferentes estados que uma re-
quisicao pode ter no SGCI e como ocorre a transicao entre elas. No momento
da importag@o da requisi¢do pelo operador da AR, a requisi¢do fica num es-
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: [Requisi;éo aprovada } Operador aprova a requisicéo [ Requisicdo pendente
Certificado emitido

Operador rejeita a requisica.

Requisicdo rejeitada

Figura 23: Diagrama de estados das requisicdes de certificado no SGCI

tado pendente de aprovacdo na AR. A partir deste estado, o operador pode
rejeitar ou aprovar a requisicao. Na rejeicdo, a requisi¢do passa para o estado
rejeitada pela AR, onde ndo é possivel realizar mais nenhuma agao referente a
requisi¢do. Na aprovacdo, quando as entidades sdo offline, a requisicio passa
para o estado pendente de aprovacdo na AC, pois o envio da requisicio para
a AC nao ¢ controlado pelo SGCI. Para possibilitar a comunicag@o online das
entidade, foi adicionado um novo estado, requisicdo aprovada na AR, para
indicar que a requisicdo foi aprovada pela AR, porém ainda nio foi enviada a
AC. Este estado faz-se necessario caso ndo seja possivel enviar a requisicio
a AC no momento da aprovacdo. No lado da AC, o operador pode também
aprovar ou rejeitar a requisicao, chegando num estado final.

Além da criagdo de um novo estado para as requisi¢cdes de certificado,
foi criada uma nova classe, chamada CMP_CertificateRequestController, res-
ponsavel por criar a PKIMessage do CMP, encaminhar a requisicdo a AC,
processar e validar a requisi¢do na AC.

O diagrama de sequéncia representado na figura 24 mostra como é
feita a troca de mensagens entre as classes ja existentes do SGCI e as novas
classes. O operador da AR, através da interface grafica, envia uma mensa-
gem ao SGCI, informando qual requisicdo deseja aprovar, que a encaminha
a classe RaOper_RequestController. Esta classe faz as validagdes necessa-
rias da interface, por exemplo se a requisi¢do escolhida pelo administrador
estd cadastrada, e solicita a classe CMP_CertificateRequestController a cri-
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CIP_ClientController CHP_ServerController

% ReOper_RequestControler VP CertificateRequestControler
Opéraor da AR

|
1: Aprova requisicio

11 Faz validacties da interface

1.2: Cria transacéo

y

1.3: Retorna transacio
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[AC Onling] 1.4 Envia requisicio

rer,

1.4.1: Envia requisicio
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1.5: Salva transacio

1.6: Exibe pagina com a resposta

Figura 24: Diagrama de sequéncia da aprovacgdo de requisicdo de certificado
pela AR no SGCI

acdo de uma nova transagdo. Com a transacdo criada, a classe RaOper_-
RequestController verifica se a AC responsdvel pela emissdo do certificado
para a requisi¢do aprovada é online ou offline. Se for online, a requisicdo é
enviada a AC. A resposta da AC é processada pela classe CMP_Certificate-
RequestController, anexada na transacdo e enviada de volta a classe RaOper-
_RequestController. Se a AC for offline, nada € feito e o fluxo segue normal-
mente. O préximo passo € salvar a transacdo no banco de dados e retornar
uma resposta ao operador da AR. Se a AC for online, o usudrio € notificado
se a requisicdo foi ou ndo enviada com sucesso, se for offline, um link para
fazer o download da requisi¢cdo aprovada é apresentado ao operador.

No lado da AC, a classe CMP_ServerController recebe, valida, veri-
fica o tipo da requisi¢do e a encaminha para a classe correta fazer o proces-
samento da mesma. Neste caso € uma requisi¢do de certificado e € enviada a
classe CMP_CertificateRequestController, que faz as seguintes validacdes na
requisicao:

e Verifica se a chave publica do requerente do certificado esta presente e
se ndo existe um certificado emitido para esta chave.

e Verifica se o campo subject da requisi¢do de certificado estd presente.

Feita a validacdo dos dados, uma nova transagao ¢é criada na AC, cor-
respondente a mesma transacdo criada anteriormente na AR, e, se a AC for
de resposta automatica, o certificado é emitido automaticamente. O proximo
passo € a geracdo da resposta a ser enviada para a AR. Se a AC for de resposta
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automatica o certificado emitido é anexado a resposta, caso contrario a res-
posta enviada & AR somente indica que a AC recebeu a requisi¢cio e a mesma
estd aguardando aprovacdo do operador da AC. O diagrama de sequéncia re-
presentado na figura 25 mostra como ¢ feita a troca de mensagens entre as

CaOper_CertificateController

|CMP75ervarContruHer

| CMP_CertificateRequestController

1: Recebe requisicio |

1.1: Verifica tipo da requisicio

1.2: Processa requisicio

1.2.1: Valida requisicio
1.2.2: Cria transacdo
1.2.3: Salva transacdo

[AC = Resposta Automadtica)

1.2 4: Emite certificado

1.2.5: Retorna certificada ’H

1.2.6: Salva certificado

1.2.7: Gera Resposta

1.2.8: Salva resposta
1.2.9: Retorna Resposta

1.3: Epvia resposta para AR

———1

Figura 25: Diagrama de sequéncia da importacao de requisicao de certificado
pela AC no SGCI

classes no lado da AC.

4.2.5 Alteracoes para requisicao de revogacao de certificados

O processo de revogacdo de certificado no SGCI € semelhante ao de
emissdo de certificado. O diagrama de estados representado na figura 26
mostra os diferentes estados que uma requisi¢do de revogacao pode ter no
SGCI e como ocorre a transicdo entre elas. Na revogacdo de certificado, a
requisi¢do ndo possui um estado pendente na AR, pois, ao contrério da re-
quisi¢do de certificado, a requisi¢do de revogacdo nio € importada na AR. A
AR solicita diretamente a revogacdo de um certificado e o primeiro estado da
requisicdo é requisi¢do aprovada na AR. Apds a requisi¢d@o ser enviada a AC,
ela passa para o estado requisicdo pendente na AC. Neste momento a requi-
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Figura 26: Diagrama de estados das requisi¢des de revogacdo no SGCI

sicdo pode ser rejeitada ou aprovada. Se for rejeitada ela passa para o estado
requisicdo rejeitada na AC, e se for aprovada passa para o estado requisicdo
aprovada na AC e seu certificado passa para o estado de certificado revogado.

Para revogar um certificado, o operador da AR solicita a revogagdo a
partir da interface grafica. Esta solicitacdo é entdo encaminha a classe RaO-
per_CertificateController que faz as valida¢des necessdrias da interface, lis-
tadas abaixo:

e verificar se o certificado para o qual o operador esta pedindo a revoga-
¢a0 é um certificado cadastrado;

e verificar se o certificado estd valido. Isto é, se ndo foi revogado anteri-
ormente e se ainda ndo expirou;

e verificar se existe um relacionamento de confianca entre a AR e a AC
que emitiu o certificado.

Apés as validagdes, esta classe envia a mensagem para criar uma nova
transacdo a classe CMP_RevocationRequestController. A transagado e a PKI-
Message referente ao pedido de revogacgao de certificado sdo criadas, a PKI-
Message € anexada a transacdo e a transacao € retornada. Em seguida a classe
RaOper_CertificateController verifica se a AC € online e, em caso positivo,
encaminha a transacio para que a requisi¢ao de revogacao seja enviada a AC,
recebendo a resposta da AC. Por ultimo a resposta é enviada ao usudrio pela
classe RaOper_CertificateController. Se a AR for online, o usudrio é notifi-
cado se a requisic@o foi ou ndo enviada com sucesso, se for offline, um link
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para fazer o download da requisi¢do aprovada é apresentado ao operador. A
requisi¢do de revogacido de certificado na AR estd representada no diagrama
se sequéncia da figura 27.

RaOper_CertificateController CIP_RevocationRequestControlier CHP_ClientController CMP_ServerController

Opérador da AR T
1: Solicita revogacio il

1.1: Faz validag@es da interface

1.2: Cria transacio
>

1.3: Retorna transacao —U

[AC Online] 1.4: Envia requisicso

14.1: Envia requisiciio ref,

14.1.3; Bvia requisicso para AC

importacso de neuu\sh:;I & reviogaco na AC
1.4.2: Retoma resposta

1.4.3: Processa resposta
1.4.4: Retorna transaciio

3132 Hetorna resposia

15: Salva transacio

1.6: Exibe pagina com a resposta

Figura 27: Diagrama de sequéncia da solicitacdo de revogacgao de certificado
pela AR no SGCI

No lado da AC, a classe CMP_ServerController recebe, valida, veri-
fica o tipo da requisicao e a encaminha para a classe correta fazer o processa-
mento da mesma. Neste caso € uma requisi¢do de revogagao de certificado e
¢é enviada a classe CMP_RevocationRequestController, que faz as seguintes
validagdes na requisicéo:

e verificar se o certificado para o qual foi pedido a revogagado é um certi-
ficado emitido pela AC que recebeu a requisi¢io;

e Verificar se o certificado ndo foi revogado anteriormente e se ainda ndo
expirou.

Feita a valida¢do dos dados, uma nova transagao é criada na AC, cor-
respondente a mesma transacao criada anteriormente na AR, e, se a AC for de
resposta automatica, o certificado é revogado automaticamente. O proximo
passo € a geracdo da resposta a ser enviada para a AR. Se a AC for de resposta
automdtica a resposta indicard que o certificado foi revogado, caso contrario
indicard que a AC recebeu a requisicdo e a mesma estd aguardando aprova-
¢do do operador da AC. O diagrama de sequéncia representado na figura 28
mostra como ¢ feita a troca de mensagens entre as classes no lado da AC.
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Figura 28: Diagrama de sequéncia da importagdo de requisi¢ao de certificado
pela AC no SGCI
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5 CONSIDERACOES FINAIS

Este trabalho teve como objetivo estudar e analisar protocolos para
a comunicacdo entre Autoridades Certificadoras e de Registro presentes na
literatura, além da implementag¢do de um protocolo para o Sistema de Geren-
ciamento de Certificados da Infraestrutura de Chaves Piiblicas para Ensino
e Pesquisa (SGCI). Foram analisados os protocolos Certificate Management
over CMS (CMC) e Certificate Management Protocol (CMP). O protocolo
escolhido para implementar baseia-se no CMP e possui as seguintes funci-
onalidades: requisi¢do para emissdo e revogagdo de certificados; requisicao
para estabelecimento de relacionamento de confianga; e pollings para obter
o estado das requisi¢cdes pendentes. Ele foi escolhido, pois o CMP possui
uma variedade maior de opera¢des que podem ser realizadas, além de ndo
depender de implementacdes externas.

Neste trabalho foi proposto o uso de XML para codificar as mensagens
do CMP, pois o XML € uma linguagem amplamente utilizada para a troca de
informagdes entre diferentes sistemas, além de ser simples de implementar
e fornecer uma representacio textual, legivel para humanos. No capitulo 3
foi descrito como foi feito o mapeamento de cada estrutura ASN.1 utilizada
neste trabalho para XML. Além do mapeamento das estruturas para XML,
foram criadas regras, utilizando a linguagem XSD, para verificar se dado ar-
quivo XML representa corretamente uma mensagem do CMP suportada pela
implementagdo deste trabalho.

O capitulo 3 também descreve a implementagdo de uma biblioteca
para facilitar a gerag@o e manipulacdo das mensagens do CMP. Esta biblioteca
foi implementada na linguagem PHP, orientada a objetos, seguindo as préticas
de programagdo de Desenvolvimento Orientado a Testes (TDD, do inglés Test
Driven Development) (BECK, 2002) e Clean Code (MARTIN, 2009), a fim
de garantir uma alta qualidade no cédigo desenvolvido.

Por fim, o capitulo 4 apresentou as alteracdes feitas no SGCI para su-
portar o CMP. Foram necessdrias alteragdes no banco de dados e no cédigo
fonte. No banco de dados foi criada uma nova tabela para representar as
transa¢des do CMP, além da alterac@o de tabelas ja existentes, adicionando
novas colunas para possibilitar a configuragdo de entidades online e offline
e de ACs de resposta automadtica e manual. No cédigo fonte foi criada uma
camada para fazer a interface entre o SGCI e o CMP. Ainda, foi necessario
estender o CMP para suportar o conceito de relacionamento de confianca,
utilizado pelo SGCI para configurar com quais ACs uma AR pode se comu-
nicar e vice-versa. A versdao do SGCI escolhida para fazer a integragdo € uma
versdo em desenvolvimento e ndo ainda possui implementadas todas as ope-



88

ragdes abordadas neste trabalho, como a revogacio de certificados. Portanto
ndo foi possivel fazer a integracdo completa do CMP ao SGCI. Entretanto,
ndo serd necessdrio fazer novas implementagdes relacionadas ao protocolo
CMP quando forem implementas novas operagdes do SGCI. Toda a estrutura
necessdria ja foi prevista durante a elaboracio deste trabalho.

5.1 TRABALHOS FUTUROS

Com as principais estruturas do CMP e a camada para o transporte
implementadas, propde-se a implementa¢do das operagdes suportadas pelo
CMP que ndo foram abordadas neste trabalho, como a substitui¢éo do par de
chaves de ACs, e a integracdo das mesmas ao SGCI. A implementacdo destas
operacdes aumentaria a flexibilidade do software, além de tornar as operacdes
mais transparentes ao usudrio final.

Outro trabalho futuro proposto, relacionado com as limitacdes deste
trabalho, € o estudo de como estender o protocolo implementado para reali-
zar a comunicag¢ao entre usudrio final e AR, através da implementagdo de uma
interface publica, chamada mddulo publico. A existéncia de um médulo pu-
blico no SGCI automatizaria a comunicacao entre o requerente do certificado
eaAR.

Propde-se ainda a formalizacdo das estruturas adicionadas ao CMP e
do uso de XML para a codificacdo das mensagens, nio previsto pelo CMP.
Tais formalizagdes sdo importantes para garantir que as alteracdes feitas ndo
afetam o funcionamento do CMP e a interoperabilidade com outros sistemas
que utilizem o CMP.

Por fim, propde-se o estudo de como aumentar a seguranga das cha-
ves privadas das entidades online. Quando uma entidade é configurada para
funcionar de forma online, sua chave privada necessita ficar disponivel para o
uso do SGCI. Este é um problema conhecido na literatura, porém ainda sem
solucdo. Algumas solucdes sugeridas € o uso de tokens criptogrificos ou de
um Trusted Platform Module (TPM).
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<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="PKIMessage">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="header"/>
<xs:element ref="body"/>
<xs:element name="protection"
type="xs:string" minOccurs=
IIO’|/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="header" substitutionGroup="PKIHeader"/
>

<xs:element name="body">
<xs:complexType>
<xs:choice>
<xs:element ref="ir"/>
<xs:element ref="ip"/>
<xs:element ref="cr"/>
<xs:element ref="cp"/>
<xs:element ref="rr"/>
<xs:element ref="rp"/>
<xs:element ref="listCertReq"/>
<xs:element ref="1listCertRep"/>
<xs:element ref="pollReq"/>
<xs:element ref="pollRep"/>
<xs:element ref="trr"/>
<xs:element ref="trp"/>
</xs:choice>
</xs:complexType>
</xs:element>

<xs:element name="PKIHeader">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="pvno"/>
<xs:element ref="sender"/>
<xs:element ref="recipient"/>
<xs:element name="messageTime"
type="xs:integer" minOccurs
:"O"/>
<xs:element ref="protectionAlg"
minOccurs="0"/>
<xs:element name="senderKID"
type="xs:string" minOccurs=
Iloll/>
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<xs:element name="recipKID" type
="xs:string" minOccurs="0"/
>

<xs:element name="transactionID"
type="xs:string" minOccurs
:’|O’|/>

<xs:element name="senderNonce"
type="xs:string" minOccurs=
lloll/>

<xs:element name="recipNonce"
type="xs:string" minOccurs=
"O"/>

</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="protectionAlg" substitutionGroup="
AlgorithmIdentifier"/>

<xs:element name="AlgorithmIdentifier">
<xs:complexType>
<xs:sequence>
<xs:element name="algorithm"
type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="pvno">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="2"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="sender" substitutionGroup="GenerallName
ll/>

<xs:element name="recipient" substitutionGroup="
GeneralName" />

<xs:element name="GeneralName">
<xs:complexType>
<xs:choice>

<xs:element ref="otherName"/>

<xs:element name="rfc822Name"
type="xs:string"/>

<xs:element name="dNSName" type=
"xs:string"/>

<xs:element ref="directoryName"/
>
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<xs:element name="
uniformResourceldentifier"”
type="xs:string"/>

<xs:element name="iPAddress"
type="xs:string"/>

<xs:element name="registeredID"
type="xs:string"/>

</xs:choice>
</xs:complexType>
</xs:element>

<xs:element name="otherName" substitutionGroup="
OtherName"/>

<xs:element name="OtherName">
<xs:complexType>
<xs:sequence>
<xs:element name="type-id" type=
"xs:string"/>
<xs:element name="value" type="
xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="directoryName" substitutionGroup="
RDNSequence" />

<xs:element name="cr" substitutionGroup="CertReqMessages
ll/>

<xs:element name="ir" substitutionGroup="CertReqMessages
">

<xs:element name="CertReqMessages">
<xs:complexType>
<xs:sequence>
<xs:element ref="CertReqMsg"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="CertRegMsg">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="certReq"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certReq" substitutionGroup="
CertRequest"/>
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<xs:element name="CertRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="certReqId"
type="xs:integer"/>
<xs:element ref="certTemplate"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certTemplate" substitutionGroup="
CertTemplate" />

<xs:element name="CertTemplate">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="version"
minOccurs="0"/>
<xs:element name="serialNumber"
minOccurs="0" type="
xs:integer"/>
<xs:element ref="subject"
minOccurs="0"/> <!—
Optional —>
<xs:element name="publicKey"
minOccurs="0" type="
xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="version" substitutionGroup="Version"/>

<xs:element name="Version">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0"/> <!—

vl —>

<xs:enumeration value="1"/> <!—
v2 —>

<xs:enumeration value="2"/> <!—
v3 —>

</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="subject" substitutionGroup="
RDNSequence" />

<xs:element name="RDNSequence">
<xs:complexType>
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<xs:sequence maxOccurs="unbounded">
<xs:choice>

<xs:element name="C"
type="xs:string"/>
<!— Country —>

<xs:element name="L"
type="xs:string"/>
<!— Locality —>

<xs:element name="ST"
type="xs:string"/>
<!— State or
province —>

<xs:element name="0"
type="xs:string"/>
<!— Organization
—>

<xs:element name="0U"
type="xs:string"/>
<!— Organization
Unit —>

<xs:element name="CN"
type="xs:string"/>
<!— Common Name —
>

<xs:element name="STREET
" type="xs:string"/
> <!— Street
Address —>

<xs:element name="E"
type="xs:string"/>
<!— E—mail Address
—>

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="cp" substitutionGroup="CertRepMessage"
/>

<xs:element name="ip" substitutionGroup="CertRepMessage"
/>

<xs:element name="CertRepMessage">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="caPubs"
minOccurs="0"/>
<xs:element ref="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
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<xs:element name="caPubs">
<xs:complexType>
<xs:sequence>
<xs:element name="certificate"

type="xs:string" maxOccurs=
"unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="response" substitutionGroup="
CertResponse" />
<xs:element name="CertResponse">
<xs:complexType>
<Xxs:sequence>
<xs:element name="certReqId"
type="xs:integer" />
<xs:element ref="status"/>
<xs:element ref="
certifiedKeyPair" minOccurs
:’|O’|/>
</xs:sequence>

</xs:complexType>
</xs:element>

<xs:element name="status" substitutionGroup="
PKIStatusInfo"/>
<xs:element name="PKIStatusInfo">
<xs:complexType>
<Xxs:sequence>
<xs:element name="status" type="
xs:integer"/>
<xs:element name="statusString"
type="xs:string" minOccurs=
lloll/>
<xs:element name="failInfo" type

="xs:integer" minOccurs="0"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certifiedKeyPair" substitutionGroup="
CertifiedKeyPair"/>
<xs:element name="CertifiedKeyPair">
<xs:complexType>
<xs:sequence>

<xs:element ref="certOrEncCert"/
>
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</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certOrEncCert">
<xs:complexType>
<xs:choice>
<xs:element name="certificate"
type="xs:string"/>
<xs:element name="encryptedCert"
type="xs:string"/>
</xs:choice>
</xs:complexType>
</xs:element>

<xs:element name="rr" substitutionGroup="RevReqContent"/
>

<xs:element name="RevReqContent">
<xs:complexType>
<Xs:sequence>
<xs:element ref="RevDetails"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="RevDetails">
<xs:complexType>
<xs:sequence>
<xs:element ref="certDetails"/>
<xs:element ref="crlEntryDetails
" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certDetails" substitutionGroup="
CertTemplate" />

<xs:element name="crlEntryDetails" substitutionGroup="
Extensions"/>

<xs:element name="Extensions'">
<xs:complexType>
<xs:sequence>
<xs:element ref="Extension"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="Extension">
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<xs:complexType>
<xs:sequence>
<xs:element name="extnID" type="
xs:string"/>
<xs:element name="critical" type
="xs:boolean"/>
<xs:element ref="extnValue"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="extnValue">
<xs:complexType>
<xs:choice>
<xs:element ref="reasonCode"/>
</xs:choice>
</xs:complexType>
</xs:element>

<xs:element name="reasonCode" substitutionGroup="
ReasonCode" />

<xs:element name="ReasonCode">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0"/>
<xs:enumeration value="1"/>
<xs:enumeration value="2"/>
<xs:enumeration value="3"/>
<xs:enumeration value="4"/>
<xs:enumeration value="5"/>
<xs:enumeration value="6"/>
<xs:enumeration value="8"/>
<xs:enumeration value="9"/>
<xs:enumeration value="10"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="rp" substitutionGroup="RevRepContent"/
>

<xs:element name="RevRepContent">
<xs:complexType>
<xs:sequence>
<xs:element ref="status"/>
<xs:element ref="revCerts"
minOccurs="0"/>
<xs:element ref="crls" minOccurs
=lI()ll/>
</xs:sequence>
</xs:complexType>
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</xs:element>

<xs:element name="revCerts">
<xs:complexType>
<xs:sequence>
<xs:element ref="CertId"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="crls">
<xs:complexType>
<xs:sequence>
<xs:element name="
CertificateList" type="
xs:string" maxOccurs="
unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="CertId">
<xs:complexType>
<xs:sequence>
<xs:element ref="issuer"
minOccurs="0"/>
<xs:element name="serialNumber"
type="xs:integer" minOccurs
=lI()ll/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="issuer" substitutionGroup="GeneralName
ll/>

<xs:element name="pollReq" substitutionGroup="
PollReqContent" />

<xs:element name="PollReqContent">
<xs:complexType>
<xs:sequence>
<xs:element name="certReqId"
maxOccurs="unbounded" type=
"xs:integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="pollRep" substitutionGroup="
PollRepContent" />




104

<xs:element name="PollRepContent">
<xs:complexType>
<xs:sequence>
<xs:element name="sequence"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="sequence">
<xs:complexType>
<xs:sequence>
<xs:element name="certReqId"
type="xs:integer"/>
<xs:element name="checkAfter"
type="xs:integer"/>
<xs:element name="reason"
minOccurs="0" type="
xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="trr" substitutionGroup="TrustedRelReq"
/>

<xs:element name="TrustedRelReq">
<xs:complexType>
<Xs:sequence>
<xs:element name="iPAddress"
type="xs:string"/>
<xs:element name="certificate"
type="xs:string"/>
<xs:element name="
transportCertificate"
minOccurs="0" type="
xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="trp" substitutionGroup="TrustedRelRep"
/>

<xs:element name="TrustedRelRep">
<xs:complexType>
<xs:sequence>
<xs:element ref="status"/>
<xs:element name="certificate"
minOccurs="0" type="
xs:string"/>
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<xs:element name="
transportCertificate"
minOccurs="0" type="
xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="listCertReq">
<xs:complexType>
<xs:sequence>
<!—— This structure is empty —>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="listCertRep">
<xs:complexType>
<Xxs:sequence>
<xs:element name="certificate"
type="xs:string" minOccurs=
"0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>

Cdédigo Fonte A.1: Definicao das estruturas do CMP em XSD
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APENDICE B - Definiciio ASN.1 das estruturas criadas para
estabelecimento de relacionamento de confianca no SGCI






B.1 DEFINICAO ASN.1 DA ESTRUTURA LISTCERTSREQ
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ListCertsReq ::= NULL

Cédigo Fonte B.1: Estrutura ListCertsReq em ASN.1

B.2 DEFINICAO ASN.1 DA ESTRUTURA LISTCERTSREP

ListCertsRep ::= SEQUENCE ({
certificate Certificate }

Cédigo Fonte B.2: Estrutura ListCertsRep em ASN.1

B.3 DEFINICAO ASN.1 DA ESTRUTURA TRUSTEDRELREQ

TrustedRelReq ::= SEQUENCE ({
iPAddress OCTET STRING,
certificate Certificate ,

transportCertificate [0] Certificate OPTIONAL }

Cddigo Fonte B.3: Estrutura TrustedRelReq em ASN1

B.4 DEFINICAO ASN.1 DA ESTRUTURA TRUSTEDRELREP

TrustedRelRep ::= SEQUENCE {
status PKIStatusInfo
certificate [0] Certificate OPTIONAL,

transportCertificate [1] Certificate OPTIONAL }

Cddigo Fonte B.4: Estrutura TrustedRelRep em ASN.1

B.5 DEFINICAO ASN.1 DA ESTRUTURA PKIBODY APOS A ADICAO
DAS ESTRUTURAS PARA RELACIONAMENTO DE CONFIANCA

PKIBody ::= CHOICE {
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ir [0]

CertReqMessages ,

Initialization Req

ip [1]

CertRepMessage ,

Initialization Resp

cr [2]

CertReqMessages ,

Certification Req

cp (31

CertRepMessage ,

Certification Resp

plOcr [4]
Cert. Req.
popdecc [5]
Challenge
popdecr [6]
kur [7]
Request
kup (8]
Response
krr [9]
Req
krp [10]
Resp
rr [11]
Request
rp [12]
Response
ccr [13]
Request
cep [14]
Resp
ckuann [15]
Update Ann.
cann [16]
Ann.
rann [17]
Ann.
crlann [18]
Announcement
pkiconf [19]
nested [20]
Message
genm [21]
Message
genp [22]
Response
error [23]
Message
certConf [24]
confirm
pollReq [25]
request
pollRep [26]
response

CertificationRequest ,

POPODecKeyChallContent

POPODecKeyRespContent ,

CertReqMessages ,
CertRepMessage ,
CertReqMessages ,
KeyRecRepContent ,
RevReqContent ,
RevRepContent ,
CertReqMessages ,
CertRepMessage ,
CAKeyUpdAnnContent ,
CertAnnContent ,
RevAnnContent ,
CRLAnnContent,

PKIConfirmContent ,
NestedMessageContent ,

GenMsgContent ,
GenRepContent ,
ErrorMsgContent ,
CertConfirmContent ,
PollReqContent ,

PollRepContent

—PKCS #10
——pop

—pop Response
—Key Update

—Key Update
—Key Recovery
—XKey Recovery
—Revocation
—Revocation
—Cross—Cert.
—Cross—Cert.
—~CA Key
—Certificate
—Revocation
—CRL

—Confirmation
—Nested

—General
—General
—Error

— Certificate
—Polling

—Polling




listCertReq [27]
certificates
listCertRep [28]
certificates
trr 29]
Relationship
trp 30]
Relationship

}

ListCertsReq
request
ListCertsRep
response
TrustedRelReq
Request
TrustedRelRep
Response

—List

—List

—Trusted

—Trusted
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Cédigo Fonte B.5: Estrutura PKIBody modificada em ASN.1
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<?php
class Cmp_Controller_CertificateRequestController

{

/% %

x The translator.

*

*x @var Zend_Translate
*/

protected $_translate;

/% %

x The logger.

*

* @var Common_Model_Log
*/

protected $_log;

/% *

* Constructor.

*

* @return void

*/

public function __construct()

{
$this —>_translate = Zend_Registry :: get(’Zend_Translate’)
$this —>_log = Zend_Registry :: get(’log’);

}

/* %

* Creates a transaction for the given request.

*

* This function should be called in the RA’s side

*

* @param Common_Model_CertificateRequest $request The
certificate request

* @param Common_Model_User_AuthUser Suser The user
who is creating the transaction

* @param string $password The
password to sign the PKIMessage

*

* @return Common_Model_Transaction

*/

public function createTransaction

(

Common_Model_CertificateRequest $request,
Common_Model_User_AuthUser $user ,
$password

) A
$raEntityModel = $request —>getRa();




116

$raRdnSequence = $raEntityModel —>getCertificate ()—>
getSubject () ;

$sender = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
O

$sender —>addDirectoryName ($raRdnSequence) ;

$caEntityModel = $request —>getCa();

$caRdnSequence = $caEntityModel —>getCertificate ()—>
getSubject () ;

$recipient = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
(O

$recipient —>addDirectoryName ($caRdnSequence) ;

$pkiMessageRequestHeader = new SGCI_PKIMessage_Header () ;
$pkiMessageRequestHeader —>setSender ($sender) ;
$pkiMessageRequestHeader —>setRecipient ( $recipient);

$certificate = $user—>getlnternalCertificate ();
$privateKey = $user—>getlnternalPrivateKey ();

$privateKey = new LabsecCL_Security_Crypto_PrivateKeyCL (
$privateKey , $password);

$keyPair = S$raEntityModel —>getKeyPair () ;
$raPrivateKey = $keyPair—>getPrivateKey ($certificate ,
$privateKey , $password);

$caCertificateBuilder = new
LabsecCL_Security_Certification_CertificateBuilderCL
Q)

$caCertificateBuilder —>setPublicKey ($caEntityModel —>
getKeyPair () —>getPublicKey ());

$caAuthKeyldentifier = $caCertificateBuilder —>
getPublicKeylInfo () ;

$pkiMessageRequestHeader —>setRecipientKeyld (
$caAuthKeyldentifier);

$raCertificateBuilder = new
LabsecCL_Security_Certification_CertificateBuilderCL
(O

$raCertificateBuilder —>setPublicKey ($raEntityModel —>
getKeyPair () —>getPublicKey ());

$raAuthKeylIdentifier = $raCertificateBuilder —>
getPublicKeylInfo () ;

$pkiMessageRequestHeader —>setSenderKeyld (
$raAuthKeyldentifier);




}

/* *
* Sends the request for the given transaction.
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$transactionModel = new Common_Model_Transaction () ;

$transactionld = $transactionModel —>generateld () ;

$pkiMessageRequestHeader —>setTransactionld (
$transactionld);

$intSenderNonce = uniqid();

$senderNonce = shal ($intSenderNonce);

$pkiMessageRequestHeader —>setSenderNonce ($senderNonce) ;

$pkiMessageCertificateTemplate = new
SGCI_PKIMessage_CertificateTemplate () ;
$pkiMessageCertificateTemplate —>setSubject ($request —>
getRequest ()—>getSubject());
$pkiMessageCertificateTemplate —>setPublicKey ($request —>
getRequest () —>getPublicKey () );
$pkiMessageCertificationRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;
$pkiMessageCertificationRequest —>setCertReqld ($request —>
getld )
$pkiMessageCertificationRequest —>setCertTemplate (
$pkiMessageCertificateTemplate ) ;
$pkiMessageRequestBody = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;
$pkiMessageRequestBody —>addCertReqMsg (
$pkiMessageCertificationRequest) ;

$pkiMessageRequest = new SGCI_PKIMessage () ;
$pkiMessageRequest —>setHeader ($pkiMessageRequestHeader) ;
$pkiMessageRequest —>setBody ($pkiMessageRequestBody) ;

$pkiMessageSigner = new SGCI_PKIMessageSigner () ;

$pkiMessageRequest = $pkiMessageSigner —>sign (
$pkiMessageRequest ,
LabsecCL_Security_Crypto_MessageDigestCL ::

ALGORITHM_SHA256,

$raPrivateKey

)s

$transactionModel —>setSender ($raEntityModel);

$transactionModel —>setPKIMessageRequest (
$pkiMessageRequest) ;

$transactionModel —>setRecipient ($caEntityModel);

$transactionModel —>setSenderNonce ($senderNonce) ;

return $transactionModel;

* This function should be called in the RA’s side.
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*
* @param Common_Model_Transaction $transaction The
transaction with the request to be send
*
* @return Common_Model_Transaction
*/
public function sendRequest (Common_Model_Transaction
$transaction)
{
$clientController = new Cmp_Controller_ClientController
(O
$ipAddress = S$transaction —>getRecipient ()—>getUri();
$pkiMessage = $transaction —>getPKIMessageRequest () ;
$response = $clientController —>send ($pkiMessage ,
$ipAddress);

$transaction —>setPKIMessageResponse ($response);

return $transaction;

-

Sends the response for the given transaction.

*

*

*

* This function should be called in the CA’s side.

*

* @param Common_Model_Transaction $transaction The
transaction with the response to be send

*

* @return void

*/

public function sendResponse (Common_Model_Transaction

$transaction)

{
$clientController = new Cmp_Controller_ClientController
O
$ipAddress = $transaction —>getRecipient ()—>getUri();
$pkiMessage = $transaction —>getPKIMessageResponse () ;
$clientController —>send ($pkiMessage , $ipAddress);
}
/% %
* Process a CMP request.
*
* This function should be called in the CA’s side.
*
* @param string $request A CMP request.
* @param Common_Model_User_AuthUser $user The user

responsible for importing the request




119

* @throws SGCI_PKIMessage_InvalidMessageException

*x @return Common_Model_Transaction The created transaction

for the request
*/

public function processRequest (S$request,

{

Common_Model_User_AuthUser $user)

$cmpController = new Cmp_Controller_ServerController () ;
$valid = $cmpController —>validatePKIMessage ($request);
if ($valid === true) {

$pkiMessage = new SGCI_PKIMessage () ;

$pkiMessage —>loadXML ( $request) ;

$ca = $user—>getEntity () ;

$header = $pkiMessage —>getHeader () ;

$dirNames = $header —>getRecipient ()—>
getDirectoryNames () ;

$rdnSequence = $dirNames[0];

$recipient = $rdnSequence —>getEntries ();

$recipientKeyld = $header—>getRecipientKeyld ()

$caCertificate = $ca—>getCertificate ();

$publicKey = $caCertificate —>getPublicKey () ;

$publicKey = new
LabsecCL_Security_Crypto_PublicKeyCL ($publicKey
)3

$cb = new
LabsecCL_Security_Certification_CertificateBuilde
(O

$cb—>setPublicKey ($publicKey);

$caKeyld = $cb—>getPublicKeyInfo ();

$caSubject = $caCertificate —>getSubject ()—>
getEntries () ;

if ($caSubject === $recipient && $caKeyld ===
$recipientKeylId) {
$transactionsMapper = new

Db_Model_Mappers_TransactionsMapper () ;
$dirNames = $header —>getSender ()—>
getDirectoryNames () ;
$rdnSequence = $dirNames[0];
$sender = $rdnSequence —>getEntries ();

$entitiesMapper = new
Db_Model_Mappers_EntitiesMapper () ;

$senderKeyld = $header —>getSenderKeyld () ;

$sender = $entitiesMapper —>findByDnAndKeyld(
$sender, $senderKeyld);

$transaction = new Common_Model_Transaction () ;

$transaction —>setld ($pkiMessage —>getHeader () —>
getTransactionld ());

$transaction —>setPKIMessageRequest ($pkiMessage) ;

rCL
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$transaction —>setRecipient($ca);
$transaction —>setSender ($sender);
$senderNonce = $header —>getSenderNonce () ;
$transaction —>setSenderNonce ($senderNonce) ;

$transactionsMapper —>save ( $transaction) ;

$certificateRequests = $pkiMessage —>getBody ()—>
getCertReqMsgs () ;
$certificateRequest = $certificateRequests [0];

$template = $certificateRequest —>getCertTemplate

03
$subject = $template —>getSubject ()—>getEntries ()

$requestModel = new
Common_Model_CertificateRequest () ;

$requestModel —>setTemplate ($template) ;

$requestModel —>setCa ($ca);

$requestModel —>setCommonName ( $subject [’CN’][0]) ;

$requestModel —>setImportDate (Zend_Date : : now () —>
getTimestamp () ) ;

$status =
Db_Model_Mappers_CertificateRequestsMapper
:: STATUS_PENDING_CA_APPROVAL;

$requestModel —>setStatus ($status);

$message = $this —>_translate —>_(’Request
imported?) . ?.°?
> 2 . $this —>_translate —>_(’Request
Common Name?’) . > = ?
$requestModel —>getCommonName () . ’.°;

$this —>_log—>audict ($message);

$requestsMapper = new
Db_Model_Mappers_CertificateRequestsMapper
03

$requestsMapper —>save ($requestModel) ;

return S$transaction;
} else {
$message = ’Your CA is not the recipient of the
message’;
throw new
SGCI_PKIMessage_InvalidMessageException (
$message) ;
}
} else {
$message = $this —>_convertCodeToMessage ($valid);
throw new SGCI_PKIMessage_InvalidMessageException (
$message, $valid);




121

}
}
/% %
* Converts a PKIFailurelnfo code into a human readable
message
*
* @param integer $code The code of the failure
*
* @throws SGCI_Exception If the given code is invalid
*
* @return string The human readable message

*/
protected function _convertCodeToMessage ($code)
{
switch ($code) {
case SGCI_PKIFailurelnfo :: FAILURE_SIGNER_NOT_TRUSTED

$message = ’The signer of the message is not
trusted?’;

break ;

case SGCI_PKIFailurelnfo ::
FAILURE_TRANSACTION_ID_IN_USE :
$message = ’Request already imported’;
break ;

case SGCI_PKIFailurelnfo :: FAILURE BAD_SENDER_NONCE:

$message = ’Invalid Request?’;
break ;
default:

throw new SGCI_Exception(’Unknown code’);
break;

}

return $message;

}

/* *
* Process a CMP response.
*

* This function should be called in the RA’s side.
*
* @param SGCI_PKIMessage $response A CMP response .
*
*

@return void
*/
public function processResponse (SGCI_PKIMessage $response)
{
//TODO verify if the message was already processed
//and if the correspond transaction exists
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$requestsMapper = new
Db_Model_Mappers_CertificateRequestsMapper () ;

$body = $response —>getBody () ;
$body = new
SGCI_PKIMessage_Body_CertificationResponseMessage () ;
$certReqld = $body—>getCertReqld () ;
$request = S$requestsMapper —>find ($certReqld);
if ($request !== null) {
if ($body—>getStatus ()—>getStatus () ===
SGCI_PKIStatus : : STATUS_REJECTION) {
$status =
Db_Model_Mappers_CertificateRequestsMapper ::
STATUS_REJECTED_BY_CA;
$request —>setStatus ($status);
} else if ($body—>getStatus ()—>getStatus () ===
SGCI_PKIStatus :: STATUS_ACCEPTED
Il $body—>getStatus ()—>getStatus () ===
SGCI_PKIStatus : : STATUS_GRANTED_WITH_MODS

$status =
Db_Model_Mappers_CertificateRequestsMapper ::
STATUS_APPROVED_BY_CA;

$request —>setStatus ( $status);

$sender = S$response —>getHeader ()—>getSender () ;
$senderKeyld = $response —>getHeader ()—>
getSenderKeyld () ;

$entitiesMapper = new
Db_Model_Mappers_EntitiesMapper () ;

$ca = S$entitiesMapper —>findByDnAndKeyld($sender ,
$senderKeyld);

$certificateModel = new Common_Model _Certificate
Q2
$certificateModel —>setCa($ca);

$certificate = $body—>getCertificate () ;
$subject = $certificate —>getSubject();

$certificateModel —>setCertificate ($certificate);

$certificateModel —>setCommonName ( $subject[’CN’
1101) 5

$certificateModel —>setlssuedDate ($certificate —>
getNotBefore ()—>getTimestamp () ) ;

$certificateModel —>setStatus (
Db_Model_Mappers_CertificatesMapper ::
STATUS_ISSUED) ;
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$certificatesMapper = new
Db_Model_Mappers_CertificatesMapper () ;
$certificatesMapper —>save ($certificateModel);

}
$requestsMapper —>save ($request);
} else {
//TODO what to do?
}
}
/

*
* Creates a CMP response for the given transaction.
*
x This function should be called in the CA’s side.
*
*

@param Common_Model_Transaction $transaction The
transaction in which the response will be
* generated
*
* @return Common_Model_Transaction
*/
public function createResponse (Common_Model_Transaction
$transaction)
{
$pkiMessage = new SGCI_PKIMessage () ;

$header = new SGCI_PKIMessage_Header () ;
//TODO preencher header

$body = new
SGCI_PKIMessage_Body_CertificationResponseMessage ()

//TODO get certReqld from transaction
$body —>setCertReqld ($certReqld);
//TODO set the certificate
$body—>setCertificate ($certificate);

$status = new SGCI_PKIStatusInfo () ;
//TODO where to get fail info?
$status —>setFaillnfo ($faillnfo);
//TODO where to get status?

$status —>setStatus ($status);
$body—>setStatus ($status);

$pkiMessage —>setHeader ($header);
$pkiMessage —>setBody ($body) ;

$transaction —>setPKIMessageResponse ($pkiMessage) ;

return S$transaction;
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Codigo Fonte C.1: Classe Cmp_Controller_CertificateRequestController

<7php

/% %

x Class that represents the client layer of the CMP
*/

class Cmp_Controller_ClientController

{

/% %

* Action that send a CMP message to its recipient.

*

* @param SGCI_PKIMessage $pkiMessage The message to be send

* @param string $ipAddress The IP address of the
recipient of the message

*

* @throws SGCI_Exception If the message was not
successfully sent to the server

* @return SGCI_PKIMessage

*/

public function send (SGCI_PKIMessage $pkiMessage,
$ipAddress)

{
try {
//IpAddress must be host+port+directory
$client = new Zend_Http_Client($ipAddress);
$client —>setRawData ($pkiMessage —>getXMLEncoded () ,
application/pkixcmp’);
$response = $client —>request(Zend_Http_Client : : POST)
$status = S$response —>getStatus ();
if (preg_match(’/~2.+/’, $status) === 0) {
throw new SGCI_Exception(
’Could not sucessfull send the request to
the server.’
’Server returned the status’
> 0 . $status . ?.?
)3
}
$response = $response —>getBody () ;
$pkiMessage = new SGCI_PKIMessage () ;
$pkiMessage —>loadXML ( $response) ;
return $pkiMessage;
} catch (Zend_Http_Client_Adapter_Exception $e) {
throw new SGCI_Exception($e—>getMessage());
}
}
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Cédigo Fonte C.2: Classe Cmp_Controller_ClientController

<?php
/% %
* Class to handle the CMP

class

{

Cmp_IndexController extends SGCI_Controller_Action

* Action that receive the CMP messages and foward them to

* @return void
public function indexAction ()

//TODO how to verify the content—type?
if ($this —>getRequest()—>isPost() === true) {

the right class to process them

$data = file_get_contents (’php://input’);
try {
$pkiMessage = new SGCI_PKIMessage () ;
$pkiMessage —>loadXML ( $data) ;

$body = $pkiMessage —>getBody () ;
if ($body instanceof
SGCI_PKIMessage_Body_CertificationRequestMessage
) A
$response = $this —>
_processCertificateRequest ($pkiMessage)

} else if ($body instanceof
SGCI_PKIMessage_Body_CertificationResponseMepsage
) A
$this —>_processCertificateResponse (
$pkiMessage) ;
} else if ($body instanceof
SGCI_PKIMessage_Body_RevocationRequestMessagg
) A
$response = $this —>_processRevocationRequest
($pkiMessage) ;
} else if ($body instanceof
SGCI_PKIMessage_Body_RevocationResponseMessage
) |
$this —>_processRevocationResponse (
$pkiMessage) ;
} else if ($body instanceof
SGCI_PKIMessage_Body_TrustedRelationshipRequgst
) A

$response = $this —>_processTrustedRelReq (
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$pkiMessage) ;
} else if ($body instanceof
SGCI_PKIMessage_Body_TrustedRelationshipResp
) A
$this —>_processTrustedRelRep ($pkiMessage) ;
}
$this —>_response —>setHttpResponseCode (200) ;
$this —>_response —>setBody ( $response —>
getXMLEncoded () ) ;
} catch(Exception $e) {
//TODO error processing the received message

}

} else {
//TODO how to send a PKIMessage error back without
communicating with the CA/RA?

}
}
/% %
* Process a CMP CertReq message
*

* @param SGCI_PKIMessage $request The CMP PKIMessage

* @return SGCI_PKIMessage

*/

protected function _processCertificateRequest(
SGCI_PKIMessage $request)

{
$recipient = $request —>getHeader ()—>getRecipient();
$recipientKeyld = $request —>getHeader ()—>

getRecipientKeyld () ;

$entitiesMapper = new Db_Model_Mappers_EntitiesMapper () ;
$ca = S$entitiesMapper —>findByDnAndKeyld( $recipient ,
$recipientKeyld);
if ($ca !== null) {
$controller = new
Cmp_Controller_CertificateRequestController () ;
//TODO where to get user?
$transaction = $controller —>processRequest($request
—>getXMLEncoded () , $user);

if ($ca—>isAutomaticResponse () === true) {
//TODO issue the certificate

}

$transaction = $controller —>createResponse (

$transaction);
return $transaction —>getPKIMessageResponse () ;
} else {
//TODO what to return? cannot return a PKIMessage
because the recipient is unkown

nse
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}

VEE:

* Process a CMP CertRep message

*

* @param SGCI_PKIMessage $response The CMP PKIMessage

* @return void

*/

protected function _processCertificateResponse (
SGCI_PKIMessage S$response)

{
$recipient = S$response —>getHeader ()—>getRecipient () ;
$recipientKeyld = S$response —>getHeader ()—>

getRecipientKeyld () ;

$entitiesMapper = new Db_Model_Mappers_EntitiesMapper () ;
$ra = S$entitiesMapper —>findByDnAndKeyld( $recipient ,
$recipientKeylId);
if ($ra !== null) {
$controller = new
Cmp_Controller_CertificateRequestController () ;
$controller —>processResponse ($response);
} else {
//TODO what to return? cannot return a PKIMessage
because the recipient is unkown

}
}
/% %
* Process a CMP RevReq message
*

* @param SGCI_PKIMessage $request The CMP PKIMessage

* @return SGCI_PKIMessage

*/

protected function _processRevocationRequest(SGCI_PKIMessage
$request)

{
$recipient = $request —>getHeader ()—>getRecipient () ;
$recipientKeyld = $request —>getHeader ()—>

getRecipientKeyld () ;

$entitiesMapper = new Db_Model_Mappers_EntitiesMapper () ;
$ca = S$entitiesMapper —>findByDnAndKeyld( $recipient ,
$recipientKeyld);
if ($ca !== null) {
$controller = new
Cmp_Controller_RevocationRequestController () ;
//TODO where to get user?
$transaction = S$controller —>processRequest(S$request
—>getXMLEncoded () , $user);

if ($ca—>isAutomaticResponse () === true) {
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//TODO revoke the certificate

}

$transaction = S$controller —>createResponse (
$transaction);

return $transaction —>getPKIMessageResponse () ;

} else {

//TODO what to return? cannot return a PKIMessage

because the recipient is unkown

}

/% *

* Process a CMP RevRep message

*

* @param SGCI_PKIMessage $response The CMP PKIMessage

* @return void

*/

protected function _processRevocationResponse (
SGCI_PKIMessage $response)

{
$recipient = S$response —>getHeader ()—>getRecipient () ;
$recipientKeyld = S$response —>getHeader ()—>

getRecipientKeyld () ;

$entitiesMapper = new Db_Model_Mappers_EntitiesMapper () ;

$ra = $entitiesMapper —>findByDnAndKeyld( $recipient ,
$recipientKeyld);
if ($ra !== null) {
$controller = new
Cmp_Controller_RevocationRequestController () ;
$controller —>processResponse ($response);
} else {
//TODO what to return? cannot return a PKIMessage
because the recipient is unkown

}
}
/% *
* Process a SGCI TrustedRelReq message
*

* @param SGCI_PKIMessage $request The SGCI PKIMessage
* @return SGCI_PKIMessage
*/
protected function _processTrustedRelReq (SGCI_PKIMessage
$request)
{
//TODO

}

/% %
* Process a SGCI TrustedRelRep message
*




{
}

*
*
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@param SGCI_PKIMessage $response The SGCI PKIMessage
@return void

*/
protected function _processTrustedRelRep (SGCI_PKIMessage

$response)

//TODO

Codigo Fonte C.3: Classe Cmp_IndexController

<?php
class

{
/

Cmp_Controller_RevocationRequestController

* k

* Creates a transaction for the given request

*

* This function should be called in the RA’s side.

*

* @param Common_Model_? $request The
revocation request

* @param Common_Model_User_AuthUser Suser The user
who is creating the transaction

* @param string $password The
password to sign the PKIMessage

*

* @return Common_Model_Transaction

*/

public function createTransaction

(

$request ,
Common_Model_User_AuthUser $user ,
$password

$revocationRequest = new
SGCI_PKIMessage_Body_RevocationRequestMessage () ;

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O

//TODO where to get serial number?

$certTemplate —>setSerialNumber ( $serial);

//TODO where to get crlEntryDetails?

$revocationRequest —>addRevocationRequest ($certTemplate ,
$crlEntryDetails);

$header = new SGCI_PKIMessage Header () ;

//TODO where to get the RA?
$ra = S$request —>getRa();




130

$raRdnSequence = $ra—>getCertificate ()—>getSubject();

$sender = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
03

$sender —>addDirectoryName ($raRdnSequence) ;

//TODO where to get the CA?

$ca = S$request—>getCal();

$caRdnSequence = $ca—>getCertificate ()—>getSubject () ;

$recipient = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
(O

$recipient —>addDirectoryName ($caRdnSequence) ;

$header = new SGCI_PKIMessage_Header () ;
$header —>setSender ($sender) ;
$header —>setRecipient ($recipient);

$certificate = $user—>getlnternalCertificate ();
$privateKey = $user—>getlnternalPrivateKey ();

$privateKey = new LabsecCL_Security_Crypto_PrivateKeyCL (
$privateKey , $password);

$keyPair = $ra—>getKeyPair();
$raPrivateKey = $keyPair—>getPrivateKey ($certificate ,
$privateKey , $password);

$certificateBuilder = new
LabsecCL_Security_Certification_CertificateBuilderCL
(O

$certificateBuilder —>setPublicKey ($ca—>getKeyPair ()—>
getPublicKey ());

$caAuthKeyldentifier = $certificateBuilder —>
getPublicKeyInfo () ;

$header —>setRecipientKeyld ($caAuthKeyldentifier);

$certificateBuilder —>setPublicKey ($ra—>getKeyPair ()—>
getPublicKey ());

$raAuthKeylIdentifier = $certificateBuilder —>
getPublicKeylInfo () ;

$header —>setSenderKeylId ($raAuthKeylIdentifier);

$transactionModel = new Common_Model_Transaction () ;
$transactionld = $transactionModel —>generateld () ;
$header —>setTransactionId ($transactionld);

$senderNonce = shal (uniqid ());
$header —>setSenderNonce ($senderNonce) ;
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/%

* Sends a request for the given transaction

*

* This function should be called in the RA’s side.

*

* @param Common_Model_Transaction $transaction The
transaction with the request to be send

*

* @return Common_Model_Transaction

*/

public function sendRequest (Common_Model_Transaction
$transaction)
{
$clientController = new Cmp_Controller_ClientController
(O
$ipAddress = $transaction —>getRecipient ()—>getUri();
$pkiMessage = $transaction —>getPKIMessageRequest () ;
$response = $clientController —>send ($pkiMessage ,
$ipAddress);

$transaction —>setPKIMessageResponse ($response);

return S$transaction;

—

*
Sends the response for the given transaction

This function should be called in the CA’s side.

O

@param Common_Model_Transaction $transaction The
transaction with the response to be send

*

* @return void

*/

public function sendResponse (Common_Model_Transaction

$transaction)

{

$clientController = new Cmp_Controller_ClientController
(O

$ipAddress = $transaction —>getRecipient ()—>getUri();
$pkiMessage = $transaction —>getPKIMessageResponse () ;
$clientController —>send ($pkiMessage , $ipAddress);

}

/% *

Process a CMP request.

@param SGCI_PKIMessage $request A CMP request.

¥ ¥ X ¥ ¥




132

*
*/

@return void

public function processRequest (SGCI_PKIMessage S$request)

—_

*
*
*
*
*
*
*
*

*/

//TODO must implement Revocation models on SGCI first

Process a CMP response .
This function should be called in the RA’s side.
@param SGCI_PKIMessage $response A CMP response.

@return void

public function processResponse (SGCI_PKIMessage $response)

—_

*
*
*
*
*
*

*
*
*
*/

//TODO must implement Revocation models on SGCI first

Creates a CMP response for the given transaction.

This function should be called in the CA’s side.

@param Common_Model_Transaction $transaction The
transaction in which the response will be

generated

@return Common_Model_Transaction

public function createResponse (Common_Model_Transaction

{

$transaction)
$pkiMessage = new SGCI_PKIMessage () ;

$header = new SGCI_PKIMessage_Header () ;
//TODO preencher header

$body = new
SGCI_PKIMessage_Body_RevocationResponseMessage () ;

$status = new SGCI_PKIStatusInfo () ;
//TODO where to get fail info?
$status —>setFaillnfo ($faillnfo);
//TODO where to get status?

$status —>setStatus ($status);

//TODO where to get the certificate
$body—>addRevocationResponse ( $status , $certificate);
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$pkiMessage —>setHeader ($header);
$pkiMessage —>setBody ($body) ;

$transaction —>setPKIMessageResponse ($pkiMessage) ;

return S$transaction;

Cdédigo Fonte C.4: Classe Cmp_Controller_RevocationRequestController

<?php
/% %
* Class that represents the server layer of the CMP
*/
class Cmp_Controller_ServerController
{
/* *
Validates if the given XML is a valid PKIMessage.

* *

*

@param string $xml A string with the XML encoded of the
PKIMessage

* @return mixed Returns true if the message is valid or a
PKIFailurelnfo if it is not valid.
*/
public function validatePKIMessage ($xml)
{
try {
$pkiMessage = new SGCI_PKIMessage () ;
$pkiMessage —>load XML ($xml) ;

$header = $pkiMessage —>getHeader () ;

$transactionld = $header—>getTransactionld ();
$sender = $header —>getSender () ;

$transactionsMapper = new
Db_Model_Mappers_TransactionsMapper () ;

$header = $pkiMessage —>getHeader () ;

$dirNames = $header —>getSender () —>getDirectoryNames
O

$rdnSequence = $dirNames [0];

$sender = $rdnSequence—>getEntries ();

$header —>getSenderKeyld () ;

$entitiesMapper = new
Db_Model_Mappers_EntitiesMapper () ;

$sender = S$entitiesMapper —>findByDnAndKeyId ($sender ,
$header —>getSenderKeyld ());

if ($sender === null) {
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return SGCI_PKIFailurelnfo ::
FAILURE_SIGNER_NOT_TRUSTED;

}

$senderNonce = $header —>getSenderNonce () ;
if ($senderNonce === null) {
return SGCI_PKIFailurelnfo ::
FAILURE_BAD_SENDER_NONCE;

}

$transaction = $transactionsMapper —>find (
$header—>getTransactionld (),
$sender —>getld () ,
$header —>getSenderNonce ()
)
if ($transaction !== null) {
return SGCI_PKIFailurelnfo ::
FAILURE_TRANSACTION_ID_IN_USE;

}

//TODO Futuramente verificar se ha relacionamento de
confianca e retornar
// FAILURE_SIGNER_NOT_TRUSTED se nao houver

$pkiMessageSigner = new SGCI_PKIMessageSigner () ;
$publicKey = $sender —>getKeyPair ()—>getPublicKey () ;

if ($pkiMessageSigner —>verify ($pkiMessage ,
$publicKey) === false) {
return SGCI_PKIFailurelnfo ::
FAILURE_BAD_MESSAGE_CHECK ;

}

return true;
}catch (SGCI_Exception $e) {
return SGCI_PKIFailurelInfo :: FAILURE BAD DATA FORMAT;

}

Cédigo Fonte C.5: Classe Cmp_Controller_ServerController

<?php
/% %

* Class that implements a PKIFailurelnfo defined in RFC4210.

PKIFailurelnfo ::= BIT STRING {

— since we can fail in more than one way!

— More codes may be added in the future if/when required.

badAlg (0), — unrecognized or unsupported
Algorithm Identifier

* ¥ X ¥ *
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badMessageCheck (1), — integrity check failed (e.g.,
signature did not verify)

badRequest (2), — transaction not permitted or
supported

badTime (3),

— messageTime was not sufficiently close to the system time,
— as defined by local policy

badCertld (4), — no certificate could be found
matching the provided criteria

badDataFormat (5), — the data submitted has the wrong
format

wrongAuthority (6),

— the authority indicated in the request is different from
the
— one creating the response token

incorrectData (7), — the requester’s data is incorrect
(for notary services)

missingTimeStamp (8), — when the timestamp is missing but
should be there (by policy)

badPOP (9), — the proof—of—possession failed

certRevoked (10),—— the certificate has already been
revoked

certConfirmed (11),—— the certificate has already been
confirmed

wronglntegrity (12),—— invalid integrity , password based
instead of signature or vice versa

badRecipientNonce (13),—— invalid recipient nonce, either
missing or wrong value

timeNotAvailable (14),—— the TSA’s time source is not
available

unacceptedPolicy (15),—— the requested TSA policy is not
supported by the TSA.

unacceptedExtension (16),—— the requested extension is not

supported by the TSA.
addInfoNotAvailable (17),
— the additional information requested could not be
— understood or is not available

badSenderNonce (18),—— invalid sender nonce, either
missing or wrong size

badCertTemplate (19),—— invalid cert. template or missing
mandatory information

signerNotTrusted (20),—— signer of the message unknown or
not trusted

transactionldinUse (21),—— the transaction identifier is
already in use

unsupportedVersion (22),—— the version of the message is not
supported

notAuthorized (23),

— the sender was not authorized to make the preceding

— request or perform the preceding action

systemUnavail (24),—— the request cannot be handled due
to system unavailability
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x systemFailure (25),—— the request cannot be handled due
to system failure
* duplicateCertReq (26)
x* — certificate cannot be issued because a duplicate
certificate already exists
* ]
*
*/
abstract class SGCI_PKIFailurelnfo
{
//unrecognized or unsupported Algorithm Identifier
const FAILURE BAD_ALGOTIRHM = 0;
//integrity check failed (e.g., signature did not verify)
const FAILURE BAD_MESSAGE CHECK = 1;
//transaction not permitted or supported
const FAILURE BAD_REQUEST = 2;
//messageTime was not sufficiently close to the system time,
as defined by local policy
const FAILURE BAD_TIME = 3;
//no certificate could be found matching the provided
criteria
const FAILURE_BAD_CERT_ID = 4;
//the data submitted has the wrong format
const FAILURE_BAD_DATA_FORMAT = 5;
//the authority indicated in the request is different from
the one creating the response token
const FAILURE WRONG_AUTHORITY = 6;
//the requester’s data is incorrect (for notary services)
const FAILURE_INCORRECT DATA = 7;
//when the timestamp is missing but should be there (by
policy)
const FAILURE_MISSING_TIMESTAMP = §;
//the proof—of—possession failed
const FAILURE_BAD_POP = 9;
//the certificate has already been revoked
const FAILURE_CERT REVOKED = 10;
//the certificate has already been confirmed
const FAILURE_CERT_CONFIRMED = 11;
//invalid integrity , password based instead of signature or
vice versa
const FAILURE WRONG_INTEGRITY = 12;
//invalid recipient nonce, either missing or wrong value
const FAILURE_BAD_RECIPIENT_NONCE = 13;
//the TSA’s time source is not available
const FAILURE_TIME _NOT_AVALIABLE = 14;
//the requested TSA policy is not supported by the TSA.
const FAILURE_UNACCEPTED_POLICY = 15;
//the requested extension is not supported by the TSA.
const FAILURE_UNACCEPTED_EXTENSION = 16;
//the additional information requested could not be
understood or is not available
const FAILURE_ADD_INFO_NOT_AVALIABLE = 17;
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//invalid sender nonce, either missing or wrong size

const FAILURE BAD_SENDER_NONCE = 18;

//invalid cert. template or missing mandatory information

const FAILURE_BAD_CERT_TEMPLATE = 19;

//signer of the message unknown or not trusted

const FAILURE_SIGNER_NOT_TRUSTED = 20;

//the transaction identifier is already in use

const FAILURE_TRANSACTION_ID_IN_USE = 21;

//the version of the message is not supported

const FAILURE_UNSUPPORTED_VERSION = 22;

//the sender was not authorized to make the preceding
request or perform the preceding action

const FAILURE NOT AUTHORIZED = 23;

//the request cannot be handled due to system unavailability

const FAILURE_SYSTEM_UNAVAIL = 24;

//the request cannot be handled due to system failure

const FAILURE_SYSTEM_FAILURE = 25;

//certificate cannot be issued because a duplicate
certificate already exists

const FAILURE_DUPLICATE_CERT_REQ = 26;

/% %

x Verifies if a given failurelnfo is a correct faiulurelnfo

*

* @param integer $failurelnfo The failurelnfo to be
verified

*

* @return bool true if the failurelnfo is correct. false
otherwise .

*/

public static function verifyFailure ($failurelnfo)

{
$class = new ReflectionClass (?SGCI_PKIFailureInfo’);
$constants = $class —>getConstants () ;

$valid = false;

if (array_search($failurelnfo , $constants, true) !==
false) {
$valid = true;

}

return $valid;

Cédigo Fonte C.6: Classe SGCI_PKIFailurelnfo

<?php

/% %

x Class that implements a PKIMessage defined in RFC4210.
*

* PKIMessage ::= SEQUENCE {

* header PKIHeader,
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* body PKIBody

¥ protection [0] PKIProtection OPTIONAL,

x extraCerts [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate
* OPTIONAL

* J

*/

class SGCI_PKIMessage
{

/% *
* The header of the message.
*
* @var SGCI_PKIMessage_Header
*/

protected $_header;

/% *
* The body os the message.
*
* @var SGCI_PKIMessage_Body
*/

protected $_body;

/% %

* The signature of the message.

*

* Calculated from the XML—Encoded of the header and body
structures .

*

* @var string

*/

protected $_signature;

/% %

* Loads an XML

*

* @param string $xml The xml of the PKIMessage
*

* @throws SGCI_Exception If the XML is not valid
* @return void

*/

public function loadXML ($xml)

{
$doc = new DOMDocument () ;

$doc—>loadXML ($xml) ;

// @ used to suppress warnings may generated from
invalid XMLs

$valid = @$doc—>schemaValidateSource ($this —>
_getPKIMessageXMLSchema () ) ;

if ($valid === false) {
throw new SGCI_Exception(’Invalid XML provided’);
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}

$headerXML = $doc—>getElementsByTagName (’header’)—>item
(0);

$this —>_header = new SGCI_PKIMessage Header () ;

$this —>_header —>load XML ($headerXML) ;

$bodyXML = $doc—>getElementsByTagName (’body?’)—>item (0) ;
$bodyXML $bodyXML—>childNodes —>item (0) ;

$this —>_body = SGCI_PKIMessage_BodyFactory ::
getPKIBodyByXML ($bodyXML) ;

$protectionXML = $doc—>getElementsByTagName (’protection’
)—>item (0) ;
if ($protectionXML !== null) {
$protection = base64_decode($protectionXML —>
nodeValue) ;
$this —>_signature = $protection;

}

/% *

* Sets the header of the message

*

* @param SGCI_PKIMessage_Header $header The header of the
PKIMessage

*

* @return void

*/

public function setHeader (SGCI_PKIMessage_Header $header)

{
$this —>_header = $header;

}

/% %

* Gets the header of the message

*

* @return SGCI_PKIMessage_Header The header of the
PKIMessage

*/

public function getHeader ()

{
}

return $this —>_header;

/% %

* Sets the body of the message

*

* @param SGCI_PKIMessage_Body $body The body of the
PKIMessage
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* @return void
*/
public function setBody (SGCI_PKIMessage_Body $body)
{
$this —>_body = $body;

}
VEES
* Gets the body of the message
*
* @return SGCI_PKIMessage_Body The body of the PKIMessage
*/
public function getBody ()
{
return $this —>_body;
}
VER:

*
* Sets the signature of the message

*

* @param string $signature The signature of the PKIMessage
*

* @throws SGCI_Exception_InvalidParameter if the signature

is not a string
* @return void

*/
public function setSignature ($signature)
{
if (is_string($signature) === true) {
$this —>_signature = $signature;
} else {
throw new SGCI_Exception_InvalidParameter (
’signature must be a string.’ . gettype(
$signature) . > > . ’provided’
)3
}
}
VEES

* Returns the signature of the message or null if the
message is not signed

*
* @return null | string Returns the signature of the
PKIMessage
x or null if the message is not signed
*/
public function getSignature ()
{

return $this —>_signature;

}




/% %
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* Returns the XML representation of the PKIMessage as

str
*

ing

* @throws SGCI_Exception If some of the required fields are

empty
* @return string

*/

public function getXMLEncoded ()

{
if (

}

if (

}

$xml

$this —>_header === null) {
throw new SGCI_Exception(’header is required and
must be provided to generate XML?);

$this —>_body === null) {
throw new SGCI_Exception(’body is required and must
be provided to generate XML’);

= new DOMDocument () ;

$node = $xml—>createElement (’PKIMessage’);

$header = $this —>_header —>getXMLEncoded(’header’);
$header = $xml—>importNode ($header, true);
$node —>appendChild ($header);

$body = $this —>_body—>getXMLEncoded () ;
$body = $xml—>importNode ($body, true);
$element = $xml—>createElement(’body’);
$element —>appendChild ($body) ;
$node —>appendChild ($element) ;

if (

}

$xml

$this —>_signature !== null) {
$signatureBase64 = base64_encode(S$this —>_signature);
$element = $xml—>createElement (’protection?,

$signatureBase64);
$node—>appendChild ($element) ;

—>appendChild ($node) ;

// @ used to suppress warnings may generated from

invalid XMLs

$validSchema = @$xml->schemaValidateSource ($this —>

if (

}

_getPKIMessageXMLSchema () ) ;

$validSchema === false) {
throw new SGCI_Exception(’Error generating XML’);
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return $xml—>saveXML () ;

}

/% *

* Returns the XML schema for the PKIMessage structure
*

* @return string

*/

protected function _getPKIMessageXMLSchema ()

{

return file_get_contents(__DIR__ . ’/PKIMessage/data/
pkiMessageSchema.xml?);
}
}
Cddigo Fonte C.7: Classe SGCI_PKIMessage
<?php

VEE

% Class responsible for signing the PKIMessage structure
*

* @access public

*/

class SGCI_PKIMessageSigner

{

/% %

* Signs the message

*

* @param SGCI_PKIMessage SpkiMessage
The PKIMessage to be signed

* @param string $signAlgorithm
The hash algorithm to be used to

*

sign the message

* @param Labsec_Security_Crypto_PrivateKey $privateKey
The private key to sign the message

* @param string $password
Optional ,

the
password of the private key

* @throws SGCI_Exception If the header or the body of the
message are empty

* @return SGCI_PKIMessage the signed PKIMessage

*/

public function sign

(
SGCI_PKIMessage $pkiMessage ,
$signAlgorithm ,
Labsec_Security_Crypto_PrivateKey $privateKey ,
$password = null




*/
public function verify

(

) A
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if ($this —>_verifyPKIMessageStructure ($pkiMessage) ===
false) {
throw new SGCI_Exception(’The header and the body
are required and must be provided?’);

}

$oid =
Labsec_Security_Certification_ObjectldentifierFactory
::getObjectldentifierByAlgorithm (
$privateKey —>getAlgorithm (), $signAlgorithm
)3
$pkiMessage —>getHeader ()—>setProtectionAlg ($oid);
$hash = $this —>_getHash ($pkiMessage , $signAlgorithm);
$signer = new LabsecCL_Security_Crypto_SignerCL () ;
$signature = $signer —>sign ($signAlgorithm , $privateKey ,
$hash, S$password);
$signature = stream_get_contents($signature);

$pkiMessage —>setSignature ($signature);

return $pkiMessage;

Verifies the signature of a pkiMessage

@param SGCI_PKIMessage SpkiMessage The
signed PKIMessage

@param Labsec_Security_Crypto_PublicKey $publicKey The

public key to verify the signature

@throws SGCI_Exception If the header or the body of the
message are empty

@return boolean TRUE if the signature if valid. FALSE
otherwise

SGCI_PKIMessage $pkiMessage ,
Labsec_Security_Crypto_PublicKey $publicKey

if ($this —>_verifyPKIMessageStructure ($pkiMessage) ===
false) {
throw new SGCI_Exception(’The header and the body
are required and must be provided?’);

}

$signAlgorithm = $pkiMessage —>getHeader ()—>
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getProtectionAlg () ;
$signAlgorithm = $this —>_getHashAlgorithm ($publicKey —>
getAlgorithm (), $signAlgorithm);

$hash = $this —>_getHash ($pkiMessage , $signAlgorithm);
$signature = $pkiMessage —>getSignature () ;

$tempSignatureFile = tmpfile () ;
fwrite ($tempSignatureFile , $signature);

$signer = new LabsecCL_Security_Crypto_SignerCL ()
$validSignature = $signer —>verify (
$tempSignatureFile , $signAlgorithm , $hash,
$publicKey
)3

return $validSignature;

}

VEE:

* Verifies if a PKIMessage contain the header and body

*

* @param SGCI_PKIMessage $pkiMessage The PKIMessage to be
verified

*

* @return boolean TRUE if the PKIMessage strucutre is OK.
FALSE otherwise

*/

protected function _verifyPKIMessageStructure (
SGCI_PKIMessage $pkiMessage)

{

$valid = true;
if ($pkiMessage —>getHeader () === null) {
$valid = false;
} else if ($pkiMessage—>getBody () === null) {
$valid = false;
}
return $valid;
}
/% %
* Gets the hash of the PKIMessage
*
* @param SGCI_PKIMessage $pkiMessage The PKIMessage to
obtain the hash
* @param string $signAlgorithm The hash algorithm
*

* @throws SGCI_Exception If the header or the body of the
message are empty

* @return string

*/
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protected function _getHash(SGCI_PKIMessage $pkiMessage ,
$signAlgorithm)

{
$xml = new DOMDocument() ;

$header = $pkiMessage —>getHeader () —>getXMLEncoded (’
header?);

$header = $xml—>importNode ($header, true);

$header = $xml—>saveXML ($header);

$body = $pkiMessage —>getBody () —>getXMLEncoded () ;
$body = $xml—>importNode ($body, true);

$body = $xml—>saveXML ($body) ;

$body ’<body>? . $body . ’</body>’;

$digest = new LabsecCL_Security_Crypto_MessageDigestCL ()

$digest —>init ($signAlgorithm);
$digest —>update ($header . $body);
$hash = $digest —>doFinal () ;

return $hash;

}

/% %
* Gets the HASH algorithm from a keyAlgorithm and a
signAlgorithm

* @param string $keyAlgorithm The key algorithm of the
$signAlgorithm
* @param string $signAlgorithm The algorithm of a signature

@throws SGCI_Exception If the keyAlgorithm or the
HashAlgorithm are not supported

* @return string

*/

protected function _getHashAlgorithm (S$keyAlgorithm,
$signAlgorithm)

{
$signAlgorithm = $signAlgorithm —>getOID () ;

$hash = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAL ;
$oid =
Labsec_Security_Certification_ObjectldentifierFactory
::getObjectldentifierByAlgorithm (
$keyAlgorithm , $hash
)3
if ($signAlgorithm === $oid —>getOID()) {
return $hash;
}
$hash = LabsecCL_Security_Crypto_MessageDigestCL ::
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ALGORITHM_SHA224 ;
$oid =
Labsec_Security_Certification_ObjectldentifierFactory,
::getObjectldentifierByAlgorithm (
$keyAlgorithm , $hash
)
if ($signAlgorithm === $o0id —>getOID()) {
return $hash;
}
$hash = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA?256;
$oid =
Labsec_Security_Certification_ObjectldentifierFactory
::getObjectldentifierByAlgorithm (
$keyAlgorithm , $hash
)
if ($signAlgorithm === $oid —>getOID()) {
return $hash;
}
$hash = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA384;
$oid =
Labsec_Security_Certification_ObjectldentifierFactory
::getObjectldentifierByAlgorithm (
$keyAlgorithm , $hash
)
if ($signAlgorithm === $0id —>getOID()) {
return $hash;
}
$hash = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAS12;
$oid =
Labsec_Security_Certification_ObjectldentifierFactory
::getObjectldentifierByAlgorithm (
$keyAlgorithm , $hash
)
if ($signAlgorithm === $oid —>getOID()) {
return $hash;

}

Codigo Fonte C.8: Classe SGCI_PKIMessageSigner

<7php
/% %

* Class

*

that implements a PKIStatus defined in RFC4210.

x PKIStatus ::= INTEGER {
* accepted (0), — you got exactly what you asked

for

x grantedWithMods (1),
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* — you got something like what you asked for; the

* — requester is responsible for ascertaining the differences

* rejection (2), — you don’t get it, more
information elsewhere in the message

* waiting (3),

x* — the request body part has not yet been processed; expect
to

x* — hear more later (note: proper handling of this status

* — response MAY use the polling req/rep PKIMessages specified

* — in Section 5.3.22; alternatively , polling in the
underlying

* — transport layer MAY have some utility in this regard)

* revocationWarning (4),

* — this message contains a warning that a revocation is

* — imminent

% revocationNotification (5),

* — notification that a revocation has occurred

* keyUpdateWarning (6)

* — update already done for the oldCertld specified in

* — CertReqMsg

*

*/

abstract class SGCI_PKIStatus

{

//you got exactly what you asked for

const STATUS_ACCEPTED = 0;

// you got something like what you asked for;

//the requester is responsible for ascertaining the
differences

const STATUS_GRANTED_WITH_MODS = 1;

//you don’t get it, more information elsewhere in the
message

const STATUS_REJECTION = 2;

//the request body part has not yet been processed; expect
to hear more later

const STATUS_WAITING = 3;

// this message contains a warning that a revocation is
imminent

const STATUS_REVOCATION_WARNING = 4;

//notification that a revocation has occurred

const STATUS_REVOCATION_NOTIFICATION = §5;

//update already done for the oldCertld specified in
CertReqMsg

const STATUS_KEY_UPDATE_WARNING = 6;

/* *

* Verifies if a given status is a correct status

*

* @param integer $status The status to be verified
*

* @return bool true if the status is correct. false

otherwise.
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*/
public static function verifyStatus ($status)

{

$class = new ReflectionClass (?SGCI_PKIStatus?’);

$constants = $class —>getConstants () ;

$valid = false;
if (array_search(S$status, S$constants, true)
$valid = true;

==

false) {

}
return $valid;
}
}
Cédigo Fonte C.9: Classe SGCI_PKIStatus
<?php
/% %

x Class that implements a PKIStatusInfo defined in RFC4210.

*
* PKIStatusInfo ::= SEQUENCE f{
* status PKIStatus ,
* statusString PKIFreeText OPTIONAL,
* faillnfo PKIFailurelnfo OPTIONAL
* )
*
*/
class SGCI_PKIStatusInfo
{
/% %
* The status .
*
* @var integer
*/

protected $_status;

/% *

* Human readble string about the status.
*

* @var string

*/

protected $_statusString;

/% %

* Info about the failure.

*

* Present only if status is rejection.
*

* @var integer

*/
protected $_faillnfo;
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/%
* Loads an XML
*
* @param DOMNode $xml The XML to import
*
* @return void
*/
public function loadXML (DomNode $xml)
{
$status = $xml—>getElementsByTagName (’status’)—>item (0);
$this —>setStatus ((int) $status —>nodeValue);
$statusString = $xml—>getElementsByTagName (’statusString
’)—>item (0) ;
if ($statusString !== null) {
$this —>setStatusString ($statusString —>nodeValue) ;
}
$faillnfo = $xml—>getElementsByTagName (’faillnfo’)—>item
(0);
if ($faillnfo !== null) {
$this —>setFaillnfo ((int) $faillnfo —>nodeValue) ;
}
}
/

*
* Sets the status

*

* @param integer $status The status
*

*

@throws SGCI_Exception_InvalidParameter If the $status is

invalid
* @return void
*/
public function setStatus ($status)
{
if (SGCI_PKIStatus:: verifyStatus ($status) === true) {
$this —>_status = $status;
} else {
throw new SGCI_Exception_InvalidParameter(’Invalid
status provided?’);
}
1
/% %
* Gets the status
*
* @return integer
*/
public function getStatus ()

{

return $this —>_status;
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*
* Sets a human readable message

*

* @param string $status A human readable message
*

*

@throws SGCI_Exception_InvalidParameter If the $status is

invalid
* @return void
*/
public function setStatusString ($status)
{
if (is_string($status) === true) {
$this —>_statusString = $status;
} else {
throw new SGCI_Exception_InvalidParameter (
’status must be a string.’ . ’ ’ . gettype(
$status) . ? ? . ’provided’
)
}
}
VEES
* Gets the human readable message
*
* @return string
*/
public function getStatusString ()
{
return $this —>_statusString;
}
/% %
* Sets a failure information about the status
*
* @param integer $faillnfo The failure information
*
* @see SGCI_PKIFailurelnfo
* @throws SGCI_Exception_InvalidParameter If the faillnfo

is invalid

* @throws SGCI_Exception If the status was not yet set or
is not a rejection status

* @return void

*/
public function setFaillnfo ($faillnfo)
{
if ($this —>_status === SGCI_PKIStatus :: STATUS_REJECTION)
{
if (SGCI_PKIFailurelnfo:: verifyFailure ($faillnfo)

=== true) {
$this —>_faillnfo = $faillnfo;
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} else {
throw new SGCI_Exception_InvalidParameter(?’
Invalid failure info provided’);
}
} else {
throw new SGCI_Exception(’Status is not yet set or
is not a rejection status’);

}

/% %

* Returns the faillnfo

*

* @return integer

*/

public function getFaillnfo ()
{

}

return $this —>_faillnfo;

/* %
Returns the XML representation of the CertReqMessages

* ¥

*

@param string $nodeName The name of the root node of the

XML

*

* @throws SGCI_Exception if the status is empty

* @return DOMElement

*/

public function getXMLEncoded ($nodeName = ’PKIStatusInfo’)

{

if ($this—>_status === null) {

throw new SGCI_Exception(’status is required and

must be providaded to generate XML’);

}
$xml = new DomDocument(’1.07);
$pkiStatusInfo = $xml—>createElement ($nodeName) ;

$element = $xml—>createElement(’status’, $this —>_status)

$pkiStatusInfo —>appendChild ($element);
if ($this —>_statusString !== null) {
$element = $xml—>createElement (’statusString’, $this
—>_statusString);
$pkiStatusInfo —>appendChild ($element) ;

}
if ($this —>_faillnfo !== null) {
$element = $xml—>createElement(’faillnfo’, $this —>
_faillnfo);

$pkiStatusInfo —>appendChild ($element) ;
}

return $pkiStatusInfo;
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Cédigo Fonte C.10: Classe SGCI_PKIStatusInfo

<?php
/% %
* Class that implements a PKIBody defined in RFC4210.
*
x PKIBody ::= CHOICE {
* 0ir [0] CertReqMessages , —Initialization Req
* ip [1] CertRepMessage, —Initialization Resp
* cr [2] CertReqMessages , —C Certification Req
* cp [3] CertRepMessage, —Certification Resp
* plOcr [4] CertificationRequest, ——PKCS #10 Cert. Req.
* popdecc [5] POPODecKeyChallContent —pop Challenge
* popdecr [6] POPODecKeyRespContent, —pop Response
* kur [7] CertReqMessages , —Key Update Request
* kup [8] CertRepMessage, —Key Update Response
x krr [9] CertReqMessages , —Key Recovery Req
x krp [10] KeyRecRepContent, —Key Recovery Resp
* rr [11] RevReqContent, —Revocation Request
* rp [12] RevRepContent, —Revocation Response
* ccr [13] CertReqMessages , —Cross—Cert. Request
* ccp [14] CertRepMessage, —Cross—Cert. Resp
* ckuann [15] CAKeyUpdAnnContent, —CA Key Update Ann.
* cann [16] CertAnnContent, — Certificate Ann.
* rann [17] RevAnnContent, —Revocation Ann.
* crlann [18] CRLAnnContent, —CRL Announcement
* pkiconf [19] PKIConfirmContent, —Confirmation
* nested [20] NestedMessageContent, ——Nested Message
x genm [21] GenMsgContent, —General Message
* genp [22] GenRepContent, —General Response
* error [23] ErrorMsgContent, —FError Message
* certConf [24] CertConfirmContent, —Certificate confirm
x pollReq [25] PollReqContent, —Polling request
* pollRep [26] PollRepContent —Polling response
*
*
*/
abstract class SGCI_PKIMessage_Body
{

/%

* Loads an XML

*

* @param DOMNode $xml The XML to be loaded

*

*x @return void

*/

public abstract

/% %

function loadXML (DOMNode $xml) ;
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* Returns the XML representation of the PKIBody

*

* @param string $nodeName The name of the root node of the
XML

*

* @return DOMElement

*/

public abstract function getXMLEncoded ($nodeName) ;

Cédigo Fonte C.11: Classe SGCI_PKIMessage_Body

<?php
/% %
% Class that uses the Factory design pattern to create PKIBody
structures
*
* @access public
*/
class SGCI_PKIMessage_BodyFactory
{
VEE:
* All types defined in the PKIBody choice
*/
const TYPE_INITIALIZATION_REQUEST = ’ir?;
const TYPE_INITIALIZATION_RESPONSE = ’ip?;
const TYPE_CERTIFICATION_REQUEST = ’cr’;
const TYPE_CERTIFICATION_RESPONSE = ’cp?’;
const TYPE_REVOCATION_REQUEST = ’rr’;
const TYPE REVOCATION_RESPONSE = ’rp’;
const TYPE_LIST_CERTIFICATES_REQUEST = ’listCertReq’;
const TYPE_LIST_CERTIFICATES_RESPONSE = ’1listCertRep’;
const TYPE_TRUSTED_RELATIONSHIP_REQUEST = ’trr’;
const TYPE_TRUSTED_RELATIONSHIP_RESPONSE = ‘’trp’;

VEE:
Loads an XML and returns the corresponding PKIBody

*
*
*
* @param DomNode $xml The XML representation of the PKIBody
*
*

@throws SGCI_Exception If the XML does not correspond to
a known PKIBody
* @return SGCI_PKIMessage_Body
*/
public static function getPKIBodyByXML (DomNode $xml)
{
$bodyType = $xml—>nodeName;
$body = null;

switch ($bodyType) {
case self :: TYPE_INITIALIZATION_REQUEST:
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$body = new

SGCI_PKIMessage_Body_InitializationRequestMegsage

QN
break;

case self:: TYPE_INITIALIZATION_RESPONSE:
$body = new

SGCI_PKIMessage_Body_InitializationResponseMegssage

O
break ;

case self :: TYPE_CERTIFICATION_REQUEST:
$body = new

SGCI_PKIMessage_Body_CertificationRequestMessage

O3
break ;

case self :: TYPE_CERTIFICATION_RESPONSE:
$body = new

SGCI_PKIMessage_Body_CertificationResponseMepsage

(O
break ;

case self::TYPE_REVOCATION_REQUEST:
$body = new
SGCI_PKIMessage_Body_RevocationRequestMessagg
03
break ;

case self :: TYPE_REVOCATION_RESPONSE:
$body = new
SGCI_PKIMessage_Body_RevocationResponseMessage
03
break ;

case self :: TYPE_LIST_CERTIFICATES_REQUEST:
$body = new
SGCI_PKIMessage_Body_ListCertificatesRequest
(O
break ;

case self :: TYPE_LIST_CERTIFICATES_RESPONSE :
$body = new
SGCI_PKIMessage_Body_ListCertificatesResponsg
O3
break ;

case self :: TYPE_TRUSTED_RELATIONSHIP_REQUEST:
$body = new

SGCI_PKIMessage_Body_TrustedRelationshipRequest

QN

break ;
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$body = new
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self :: TYPE_TRUSTED_RELATIONSHIP_RESPONSE:

SGCI_PKIMessage_Body_TrustedRelationshipResp

QO
break ;

default:

throw new SGCI_Exception(’Body type:’ . ’ ?

$bodyType . * ?
break ;

}
$body —>loadXML ($xml) ;
return $body;

‘not supported’);

Cddigo Fonte C.12: Classe SGCI_PKIMessage_BodyFactory

<?php

VEE

* Class that implements a CertTemplate defined in RFC2511
*

* CertTemplate ::= SEQUENCE [

* version [0] Version OPTIONAL,
* serialNumber [1] INTEGER OPTIONAL,
* signingAlg [2] Algorithmldentifier OPTIONAL,
* issuer [3] Name OPTIONAL,
* validity [4] OptionalValidity OPTIONAL,
* subject [5] Name OPTIONAL,
* publicKey [6] SubjectPublicKeyInfo OPTIONAL,
* issuerUID [7] Uniqueldentifier OPTIONAL,
* subjectUID [8] Uniqueldentifier OPTIONAL,
* extensions [9] Extensions OPTIONAL
« )

*

* OptionalValidity ::= SEQUENCE {

* notBefore [0] Time OPTIONAL,

* notAfter [1] Time OPTIONAL

* } —at least one must be present

*

x Time ::= CHOICE {

* utcTime UTCTime,

x generalTime GeneralizedTime

* ]

*

*/

class SGCI_PKIMessage_CertificateTemplate

{

/% *
* Certificate
*

version .
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Possible values for the version are:
0 for vl
1 for v2
2 for v3

* X ¥ X ¥ X

@var integer
*/
protected $_version;

/* %

* Serial number of the certificate.
*

* @var integer

*/

protected $_serialNumber;

VEES

* Subject field of the certificate request.

*

* @var Labsec_Security_Certification_DataTypes_RDNSequence
*/

protected $_subject;

VEES

* The public key of the certificate request.
*

* @var Labsec_Security_Crypto_PublicKey

*/

protected $_publicKey;

VEES
* Loads an XML
*
* @param DOMNode $xml The XML to be loaded
*
* @return void
*/
public function loadXML (DomNode $xml)
{
$version = $xml—>getElementsByTagName (’version’)—>item
(0)3
if ($version !== null) {
$this —>setVersion ((int) $version—>nodeValue);
}
$serialNumber = $xml—>getElementsByTagName (’serialNumber
’)—>item (0) ;
if ($serialNumber !== null) {
$this —>setSerialNumber ((int) $serialNumber —>
nodeValue) ;
}

$subject = $xml—>getElementsByTagName (’subject’)—>item
(0);
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if ($subject !== null) {
$subjectObject = new
Labsec_Security_Certification_DataTypes_RDNSequej
O
$subjectObject —>loadXML( $subject);
$this —>setSubject ($subjectObject);
}
$pubKey = $xml—>getElementsByTagName (’publicKey’)—>item
(0)
if ($pubKey !== null) {
$pubKeyObject = new
LabsecCL_Security_Crypto_PublicKeyCL ($pubKey—>
nodeValue) ;
$this —>setPublicKey ($pubKeyObject) ;

}
}
/%
* Sets the version of the certificate
*
* @param numeric $version The version of the certificate
*
* @throws SGCI_Exception_InvalidParameter If the parameter

providaded is invalid
* @return void

*/
public function setVersion ($version)
{
if ((is_numeric($version) === true)
&& ($this —>_isValidVersion($version) === true)
) A
$this —>_version = $version;
} else {
throw new SGCI_Exception_InvalidParameter(’Invalid
version providaded’);
}
}
/* *
x Verifies if the given version is a valid certificate
version
*
* @param integer $version The version of the certificate
*
* @return boolean TRUE if the version if valid. FALSE
otherwise .
*/
protected function _isValidVersion ($version)
{
if ($version === 0 || $version === 1 || $version === 2)

{

return true;
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}
return false;
}
/% *
* Gets the version of the certificate
*
* @return numeric
*/
public function getVersion ()
{
return $this —>_version;
}
VEES
* Sets the serial number of the certificate
*
* @param integer $serial The serial of the certificate
*
* @throws SGCI_Exception_InvalidParameter If the parameter

providaded is invalid
* @return void

*/
public function setSerialNumber ($serial)
{
if (is_integer($serial) === true) ({
$this —>_serialNumber = $serial;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be an integer.’ . > ? . gettype(
$serial) . ? ? .’given’
)
}
}
/% *
* Gets the serial number of the certificate
*
* @return integer
*/
public function getSerialNumber ()
{
return $this —>_serialNumber;
}
/% *

* Sets the subject of the certificate request

*

* @param
Labsec_Security_Certification_DataTypes_RDNSequence
$subject The subject of the
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certificate

*

* @throws SGCI_Exception_InvalidParameter If the
RDNSequence provided is empty

* @return void

*/

public function setSubject (
Labsec_Security_Certification_DataTypes_RDNSequence

$subject)
{
try {
$subject —>getEntries () ;
$this —>_subject = $subject;
} catch (Exception $e) {
throw new SGCI_Exception_InvalidParameter(’Subject
must have at least one entry’);
}
}
/* %

* Gets the subject of the certificate request

*

* @return
Labsec_Security_Certification_DataTypes_RDNSequence

*/
public function getSubject ()
{

return $this —>_subject;
}
/% *

* Sets the subject’s public key of the certificate request
*
* @param Labsec_Security_Crypto_PublicKey $publicKey The
public key fo the certificate
*
* @return void
*/
public function setPublicKey (
Labsec_Security_Crypto_PublicKey $publicKey)
{

}

$this —>_publicKey = $publicKey;

/* *

* Gets the subject’s public key of the certificate request
*

* @return Labsec_Security_Crypto_PublicKey

*/

public function getPublicKey ()

{
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return $this —>_publicKey;

}

/% *

x Verifies if the required fields of the certTemplate are
empty

*

* @return boolean TRUE if all required fields are empty,
FALSE otherwise
*/
public function isEmpty ()
{

if ($this—>_version === null && $this —>_serialNumber ===
null
&& $this —>_subject === null && $this —>_publicKey ===
null
) |

return true;

}

return false;

}

/% %
* Returns the XML representation of the
CertificationRequestMessage

*

* @param string $nodeName The name of the root node of the
XML

*

* @throws SGCI_Exception if the certTemplate is empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’CertTemplate’)
{
if ($this —>isEmpty () === true) {
throw new SGCI_Exception (
’At least one field must be present to generate
the XML’
)
}
$xml = new DomDocument(’1.0%);
$node = $xml—>createElement ($nodeName) ;

if ($this —>_version !== null) {
$element = $xml—>createElement(’version’, $this —>
_version);

$node—>appendChild ($element) ;
}
if ($this —>_serialNumber !== null) {
$element = $xml—>createElement(’serialNumber’, $this
—>_serialNumber);
$node —>appendChild ($element) ;
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if ($this—>_subject !== null) {
$subjectXML = $this —>_subject —>getEntriesAsDomNode (’
subject?);

$subjectXML = $xml—>importNode ($subjectXML , true);
$node—>appendChild ($subjectXML) ;

}
if ($this —_publicKey !== null) {
$element = $xml-—>createElement (’publicKey’, $this—>
_publicKey —>getPemEncoded () ) ;
$node—>appendChild ($element) ;
}

return $node;

Cddigo Fonte C.13: Classe SGCI_PKIMessage_CertificateTemplate

<?php

/% %

* Class that implements a CertReqMessage defined in RFC2511.

*

* CertReqMsg ::= SEQUENCE {

* certRegq CertRequest ,

* pop ProofOfPossession OPTIONAL,

* — content depends upon key type

x reglnfo SEQUENCE SIZE (1..MAX) of AttributeTypeAndValue
OPTIONAL }

*

x CertRequest ::= SEQUENCE {

* certReqld INTEGER, — ID for matching request
and reply

* certTemplate CertTemplate, — Selected fields of cert to be
issued

* controls Controls OPTIONAL } — Attributes affecting
issuance

* ]

*

*/

class SGCI_PKIMessage_CertificationRequestMessage extends
SGCI_PKIMessage_Body

{
/% %
x The identifier of the certificate request.
*k
* @var integer
*/
protected $_certReqld;

/% %
x The template of the certificate request.
*
* @var SGCI_PKIMessage_CertificateTemplate
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*/
protected $_certTemplate;

/% *
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void
*/
public function loadXML (DomNode $xml)

{
$certReq = $xml—>getElementsByTagName (’certReq’)—>item

(0);

$certReqld = $certReq—>getElementsByTagName (’certReqld’)
—>item (0) ;
$this —>setCertReqld ((int) $certReqld —>nodeValue);

$certTemplateXML = $certReq—>getElementsByTagName (’
certTemplate’)—>item (0) ;

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
O
$certTemplate —>loadXML ($certTemplateXML) ;

$this —>setCertTemplate ($certTemplate ) ;

—_

*

* Sets the identifier of the certificate request
*
* @param int $id The id of the request
*
*

@throws SGCI_Exception_InvalidParameter If the id is
invalid
* @return void
*/
public function setCertReqld ($id)
{

if (is_integer ($id) === true) {
$this —>_certReqld = (int) $id;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be an integer.’ . * ? . gettype(

$id) . > > . ’>given’
)3

}

/% %
* Gets the identifier of the certificate request
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*

* @return number

*/
public function getCertReqld ()
{

}

return $this —>_certReqld;

/% *

* Sets the template of the certificate request

*

* @param SGCI_PKIMessage_CertificateTemplate $template The
template for the request

*

* @return void

*/

public function setCertTemplate (
SGCI_PKIMessage_CertificateTemplate $template)

{

}

$this —>_certTemplate = $template;

VER:

* Gets the template of the certificate request
*

* @return SGCI_PKIMessage_CertificateTemplate
*/

public function getCertTemplate ()

{
}

return $this —>_certTemplate ;

/% *
* Returns the XML representation of the
CertificationRequestMessage

* ¥

@param string $nodeName The name of the root node of the
XML

*
* @throws SGCI_Exception if some of the required fields are
empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’CertReqMsg’)
{
if ($this —>_certReqld === null) {
throw new SGCI_Exception (
>certReqld is required and must be providaded to
generate XML’
)3

if ($this—>_certTemplate === null) {
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}

throw new SGCI_Exception (

’certTemplate is required and must be providaded

to generate XML’
)3
}

$xml = new DomDocument(’1.07);

$certReqMsg = $xml—>createElement ($nodeName) ;
$certRequest = $xml—>createElement(’certReq’);

$element = $xml—>createElement(’certReqId’, $this—>
_certReqld);

$certRequest —>appendChild ($element) ;

$element = $xml—>importNode ($this —>_certTemplate —>
getXMLEncoded(’certTemplate’), true);

$certRequest —>appendChild ($element) ;
$certReqMsg—>appendChild ($certRequest);

return $certReqMsg;

Cédigo
SGCI_PKIMessage_CertificationRequestMessage

Fonte C.14: Classe

<?php

/% %

* Class that implements a PKIHeader defined in RFC4210.
*

* PKIHeader ::= SEQUENCE [

* pvno INTEGER { ecmp2000(2) },

* sender GeneralName ,

* recipient GeneralName ,

* messageTime [0] GeneralizedTime OPTIONAL,
* protectionAlg [1] Algorithmldentifier OPTIONAL,
* senderKID [2] Keyldentifier OPTIONAL,
x recipKID [3] Keyldentifier OPTIONAL,
x transactionlD [4] OCTET STRING OPTIONAL,
* senderNonce [5] OCTET STRING OPTIONAL,
x recipNonce [6] OCTET STRING OPTIONAL,
* freeText [7] PKIFreeText OPTIONAL,
x generallnfo [8] SEQUENCE SIZE (1..MAX) OF

* InfoTypeAndValue OPTIONAL

*

* PKIFreeText ::= SEQUENCE SIZE (1..MAX) OF UTFS8String
*

*
~
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class SGCI_PKIMessage_Header

{

/* *

* The pvno field is fixed (at 2) for the version of the
RFC4210 specification.

*

* @var numeric

*/

protected $_pvno = 2;

/% %

* Identifies the sender.

*

* @var Labsec_Security_Certification_DataTypes_GeneralName
*/

protected $_sender;

/% *

* Identifies the intended recipient.

*

* @var Labsec_Security_Certification_DataTypes_GeneralName
*/

protected $_recipient;

/% %
Time of production of this message.

* *

x Used when sender believes that the transport will be "

suitable"; i.e.,
that the time will still be meaningful upon receipt

* %

* @var Zend_Date
*/
protected $_messageTime;

/% %
The algorithm used to protect the PKIMessage.

* %

*

Should only be present when the corresponding PKIMessage
is signed.

*

* @var Labsec_Security_Certification_Objectldentifier

*/

protected $_protectionAlg;

/* *

* Identifies the sender key identifier.
*

* @var string

*/

protected $_senderKeyld;
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VEES

x Identifies the intended recipient key identifier.
*

* @var string

*/

protected $_recipientKeyld;

VEES

* Identifies the transaction.

*

* [.e., this will be the same in corresponding request,

response , certConf,
* and PKIConf messages
*
* @var string
*/
protected $_transactionld;

/% %

* Protect the PKIMessage against replay attacks.
*

* @var string

*/

protected $_senderNonce;

VEE:

* Protect the PKIMessage against replay attacks.
*

* @var string

*/

protected $_recipientNounce;

/% %
* Loads an XML
*
* @param DOMNode $xml The XML to be loaded
*
* @return void
*/
public function loadXML (DomNode $xml)
{
$sender = $xml—>getElementsByTagName (’sender’)—>item (0);
$senderObject = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
(O

$senderObject —>loadXML ( $sender) ;

$this —>setSender ($senderObject);

$recipient = $xml—>getElementsByTagName (’recipient’)—>
item (0) ;

$recipientObject = new
Labsec_Security_Certification_DataTypes_DirectoryNamg

O
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$recipientObject —>loadXML ( $recipient);

$this —>setRecipient($recipientObject);

$messageTime = $xml—>getElementsByTagName (’messageTime’)
—>item (0) ;

if ($messageTime !== null) {
$this —>setMessageTime ($messageTime —>nodeValue) ;

}

$protectionAlg = $xml—>getElementsByTagName (’
protectionAlg?’)—>item (0) ;

if ($protectionAlg !== null) {
$oid = new
Labsec_Security_Certification_Objectldentifier
O

$0id —>loadXML ( $protectionAlg);
$this —>setProtectionAlg ($o0id);
}
$senderKID = $xml—>getElementsByTagName (’senderKID’)—>
item (0) ;
if ($senderKID !== null) {
$this —>setSenderKeylId ($senderKID —>nodeValue) ;
}
$recipientKID = $xml—>getElementsByTagName (’recipKID’)—>
item (0);
if (S$recipientKID !== null) {
$this —>setRecipientKeyld ($recipientKID —>nodeValue) ;
}
$transactionID = $xml—>getElementsByTagName (?
transactionID’)—>item (0) ;
if (S$transactionID !== null) {
$this —>setTransactionId ($transactionID —>nodeValue) ;

}

$senderNonce = $xml—>getElementsByTagName (’senderNonce’)
—>item (0) ;

if ($senderNonce !== null) {
$this —>setSenderNonce ($senderNonce —>nodeValue) ;

}

$recipientNonce = $xml—>getElementsByTagName (’recipNonce
’)—>item (0) ;

if ($recipientNonce !== null) {
$this —>setRecipientNonce ($recipientNonce —>nodeValue)

}

}

/% %

* Sets the sender of the message

*

* @param
Labsec_Security_Certification_DataTypes_GeneralName
$sender The sender of the message

*

* @return void
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*/
public function setSender
(
Labsec_Security_Certification_DataTypes_GeneralName
$sender

) |
}

$this —>_sender = $sender;

/% %

* Gets the sender of the message

*

*x @return
Labsec_Security_Certification_DataTypes_GeneralName

*/

public function getSender ()

{
return $this —>_sender;

}

/% %

* Sets the recipient of the message

*

* @param
Labsec_Security_Certification_DataTypes_GeneralName
$recipient The recipient of the

*
message

*

* @return void

*/

public function setRecipient

(

Labsec_Security_Certification_DataTypes_GeneralName
$recipient

) |

$this —>_recipient = $recipient;

}

/% %

* Gets the recipient of the message

*

* @return
Labsec_Security_Certification_DataTypes_GeneralName

*/

public function getRecipient ()

{
}

return $this —>_recipient;

/% %
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Sets the time of production of this message

* *

* @param stringlinteger|Zend_Datelarray $time The time of
production of the message

*
* @throws Zend_Date_Exception If the provided time is

invalid
* @return void
*/
public function setMessageTime ($time)
{
$this —>_messageTime = new Zend_Date($time);
1
/% %

* Gets the time of production of this message
*
* @return Zend_Date
*/
public function getMessageTime ()
{
return $this —>_messageTime;

}

/% %
* Sets the protection algorithm used to protect the
PKIMessage

* @param Labsec_Security_Certification_Objectldentifier
$0id The OID of the algorithm used to

*
sign the PKIMessage
*
* @return void
*/

public function setProtectionAlg (
Labsec_Security_Certification_Objectldentifier $oid)

{
$this —>_protectionAlg = $oid;
}
/% %
* Gets the protection algorithm used to protect the
PKIMessage
*

* @return Labsec_Security_Certification_Objectldentifier
*/
public function getProtectionAlg ()

{
}

return $this —>_protectionAlg;




170

/% *
* Sets the sender key identifier

* @param string $senderKeyld The key identifier of the
sender public key

* @throws SGCI_Exception_InvalidParameter If the
$senderKeyld is invalid
* @return void
*/
public function setSenderKeyld ($senderKeyld)
{

if (is_string($senderKeyld) === true) {
$this —>_senderKeyld = $senderKeyld;
} else {

throw new SGCI_Exception_InvalidParameter(’The key
identifier must be a string’);

}
}
VEX]
* Gets the sender key identifier
*
* @return string
*/
public function getSenderKeyld ()
{
return $this —>_senderKeyld;
}
/% *
* Sets the recipient key identifier
*

* @param string $recipientKeyld The key identifier of the
recipient public key

* @throws SGCI_Exception_InvalidParameter If the
$recipientKeyld is invalid
* @return void
*/
public function setRecipientKeyld ($recipientKeyld)
{

if (is_string($recipientKeyld) === true) {
$this —>_recipientKeyld = $recipientKeyld;
} else {

throw new SGCI_Exception_InvalidParameter(’The key
identifier must be a string’);

/% %
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* Gets the recipient key identifier
*
* @return string
*/
public function getRecipientKeyld ()
{

}

VEE:
Sets the identifier of the transaction

return $this —>_recipientKeyld;

*
*
*
* @param stringlinteger $id The transaction identifier
*
*

@throws SGCI_Exception_InvalidParameter If the $id is

invalid
* @return void
*/
public function setTransactionld ($id)
{
if ((is_string($id) === true)
Il (is_integer ($id) === true)
) |
$this —>_transactionld = (string) $id;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be a string.’ . ’ ’ . gettype(
$id) . > ° . ’given’
)
}
}
/% *
* Gets the identifier of the transaction
*
* @return string
*/
public function getTransactionld ()
{
return $this —>_transactionld;
}
/% %
* Sets the recipient nonce of this message
*
* @param stringlinteger $nonce The nonce of the recipient
of this message
*

* @throws SGCI_Exception_InvalidParameter If the providaded
parameter is invalid

* @return void

*/
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public function setRecipientNonce ($nonce)

{
if ((is_string($nonce) === true)
Il (is_integer ($nonce) === true)
) |
$this —>_recipientNounce = (string) $nonce;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be a string.’ . ’ > . gettype(
$nonce) . ? 2 . ’given’
)
}
}
VEES
* Gets the recipient nonce of this message
*
* @return string
*/
public function getRecipientNonce ()
{
return $this —>_recipientNounce;
}
/% *
* Sets the sender nonce of this message
*

* @param stringlinteger $nonce The nonce of the sender of
this message

* @throws SGCI_Exception_InvalidParameter If the providaded
parameter is invalid
* @return void

*/
public function setSenderNonce ($nonce)
{
if ((is_string($nonce) === true) || (is_integer ($nonce)
=== true)) {
$this —>_senderNonce = (string) $nonce;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be a string.’ . ’ ’ . gettype(
$nonce) . > > . ’given’
)
}
}
/% *
* Gets the sender nonce of this message
*

* @return string
*/
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public function getSenderNonce ()

{
}

return $this —>_senderNonce;

/% %

* Returns the XML representation of the PKIHeader

*

* @param string $nodeName The name of the root node of the
XML

*

* @throws SGCI_Exception If some of the required fields are
empty

* @return DOMElement

*/
public function getXMLEncoded ($nodeName = ’PKIHeader’)
{
if ($this —>_sender === null) {
throw new SGCI_Exception(’sender is required and
must be providaded to generate XML’);
}
if ($this—>_recipient === null) {
throw new SGCI_Exception(
’recipient is required and must be providaded to
generate XML’
)3
}

$xml = new DomDocument(’1.07);

$node = $xml—>createElement ($nodeName) ;
$element = $xml—>createElement(’pvno’, $this —>_pvno);
$node —>appendChild ($element) ;

$element = $xml—>importNode ( $this —>_sender —>
getXMLEncoded (’sender?), true);
$node —>appendChild ($element) ;

$element = $xml—>importNode ($this —>_recipient —>
getXMLEncoded(’recipient?’), true);
$node —>appendChild ($element) ;

$node = $this —>_appendOptionalFields ($node);

return $node;

}

protected function _appendOptionalFields (DOMNode $node)
{

$xml = new DOMDocument() ;

$node = $xml—>importNode ($node, true);
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if ($this —>_messageTime !== null) {

$element = $xml—>createElement (’messageTime’, $this

—>_messageTime —>getTimestamp () ) ;
$node—>appendChild ($element) ;

if ($this—>_protectionAlg !== null) {

$element = $this —>_protectionAlg —>getXMLEncoded (’

protectionAlg?’);
$element = $xml—>importNode ($element, true);
$node —>appendChild ($element) ;

}
if ($this —_senderKeyld !== null) {
$element = $xml—>createElement (’senderKID?,
_senderKeyld) ;
$node —>appendChild ($element) ;
}
if ($this —>_recipientKeyld !== null) {
$element = $xml—>createElement(’recipKID?, $this —>
_recipientKeyld);
$node—>appendChild ($element) ;
}
if ($this—>_transactionld !== null) {
$element = $xml—>createElement(’transactionID’,
$this —>_transactionld);
$node —>appendChild ($element) ;
}
if ($this —>_senderNonce !== null) {
$element = $xml—>createElement(’senderNonce’,
—>_senderNonce) ;
$node—>appendChild ($element) ;
}
if ($this —>_recipientNounce !== null) {
$element = $xml—>createElement (’recipNonce?, $this—>
_recipientNounce) ;
$node —>appendChild ($element) ;
}
return $node;
}
}
Cédigo Fonte C.15: Classe SGCI_PKIMessage_Header
<?php

class SGCI_PKIMessage_InvalidMessageException extends

{
}

SGCI_Exception

Cddigo Fonte C.16: Classe SGCI_PKIMessage_InvalidMessageException
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<?php
/% %
* Class that implements a cr defined as a choice of the PKIBody
defined in RFC4210.
*
* Cr [2] CertReqMessages , —C Certification Req
*
*/
class SGCI_PKIMessage_Body_CertificationRequestMessage
extends SGCI_PKIMessage_Body_CertificationRequestMessages

{
/% %
* Returns the XML representation of the CertReqMessages
*
* @param string $nodeName The name of the root node of the
XML
*
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’cr?)
{
return parent :: getXMLEncoded ($nodeName) ;
}
}
Cadigo Fonte C.17: Classe

SGCI_PKIMessage_Body_CertificationRequestMessage

<?php

/% %

* Class that implements a CertReqMessages defined in RFC2511.

*

% CertReqMessages ::= SEQUENCE SIZE (1..MAX) OF CertReqMsg

*

*/

class SGCI_PKIMessage_Body_CertificationRequestMessages extends
SGCI_PKIMessage_Body

{

/% %

x The identifier of the certificate request.

*

* @var array of SGCI_PKIMessage_CertificationRequestMessage
*/

protected $_certReqMsgs = array();

/% %
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void
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*/
public function loadXML (DomNode $xml)
{
$certReqMsgs = $xml—>getElementsByTagName (’CertReqMsg’);
foreach ($certReqMsgs as $certReqMsgXML) {
$certReqMsg = new
SGCI_PKIMessage_CertificationRequestMessage () ;
$certReqMsg —>load XML ( $certReqMsgXML) ;
$this —>addCertReqMsg ($certReqMsg) ;

}

/% %

* Adds a certificate request to the list of requests

*

* @param SGCI_PKIMessage_CertificationRequestMessage
$certReqMsg The certificate request

*
to be added
*
* @return void
*/
public function addCertReqMsg
(
SGCI_PKIMessage_CertificationRequestMessage $certReqMsg
) A
$this —>_certReqMsgs[] = $certReqMsg;
}
VEES
* Gets all the certificate requests
*

* @return array of
SGCI_PKIMessage_CertificationRequestMessage
*/
public function getCertReqMsgs ()
{

}

return $this —>_certReqMsgs;

VEE:

* Returns the XML representation of the CertReqMessages

*

* @param string $nodeName The name of the root node of the
XML

*

* @throws SGCI_Exception if the CertReqMessages is empty

* @return DOMElement

*/

public function getXMLEncoded ($nodeName = ’CertReqMessages’
)
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if (empty($this —>_certReqMsgs) === true) {
throw new SGCI_Exception(
’CertReqMessages is required and must have at
least one entry to generate XML’
)3
}

$xml = new DomDocument(’1.07);

$node = $xml—>createElement ($nodeName) ;

foreach ($this —>_certReqMsgs as $certReqMsg) {
$element = $certReqMsg—>getXMLEncoded () ;
$element = $xml—>importNode ($element, true);
$node —>appendChild ($element) ;

}

return $node;

Cadigo Fonte C.18: Classe
SGCI_PKIMessage_Body_CertificationRequestMessages

<?php
VEES

*

* ¥ %

¥ X X X ¥ X ¥ X X K K K X X ¥ X ¥ ¥ ¥ ¥ ¥

Class that implements a CertRepMessage defined in RFC4210.

CertRepMessage ::= SEQUENCE {

caPubs [1] SEQUENCE SIZE (1..MAX) OF Certificate
OPTIONAL,

response SEQUENCE OF CertResponse

}

CertResponse ::= SEQUENCE {

certReqld INTEGER,

status PKIStatuslInfo ,

certifiedKeyPair CertifiedKeyPair OPTIONAL,

rsplnfo OCTET STRING OPTIONAL

— analogous to the id—reginfo—utf8Pairs string defined
— for reglnfo in CertReqMsg [CRMF]

}

CertifiedKeyPair ::= SEQUENCE {

certOrEncCert CertOrEncCert,

privateKey [0] EncryptedValue OPTIONAL,

— see [CRMF] for comment on encoding
publicationlnfo [1] PKIPublicationlnfo OPTIONAL

}

CertOrEncCert ::= CHOICE {
certificate [0] Certificate ,
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x encryptedCert [1] EncryptedValue

* )

*

*/

class SGCI_PKIMessage_Body_CertificationResponse extends
SGCI_PKIMessage_Body

{
/% %
* Aditional certificates.
*
* @var array of

LabsecCL_Security_Certification_CertificateCL

*/
protected $_caPubs = array();

/% *

* The id of the certificate request.
*

* @var integer

*/

protected $_certReqld;

/% %

* The status of the requested certificate.
*

* @var SGCI_PKIStatuslnfo

*/

protected $_status;

/% %

* The certificate itself.

*

* It will be present only if status is:

* accepted (0), OR

* grantedWithMods (1),

*

* @var LabsecCL_Security_Certification_CertificateCL
*/

protected $_certificate;

/

*
Loads an XML

@param DOMNode $xml The XML to be loaded

O

@return void
*/
public function loadXML (DomNode $xml)
{
$caPubs = $xml—>getElementsByTagName (’>caPubs?’)—>item (0);
if ($caPubs !== null) {
$certificates = $caPubs—>getElementsByTagName (°’
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certificate’);
foreach ($certificates as $certificate) {

$certificateObject = new
LabsecCL_Security_Certification_CertificateCL
(
$certificate —>nodeValue

)

$this —>addCaPub( $certificateObject);

}

$response = $xml—>getElementsByTagName (’response’)—>item
(0);

$certReqld = $response —>getElementsByTagName (’certReqld’
)—>item (0) ;

$this —>setCertReqld ((int) $certReqld —>nodeValue);

$status = S$response —>getElementsByTagName (’status’)—>
item (0) ;

$statusInfo = new SGCI_PKIStatusInfo () ;

$statusInfo —>loadXML( $status);

$this —>setStatus ($statusInfo);

$certifiedKeyPair = $response —>getElementsByTagName (
certifiedKeyPair’)—>item (0);
if ($certifiedKeyPair !== null) {
$certOrEncCert = $certifiedKeyPair —
getElementsByTagName (’cert0rEncCert’)—>item (0) ;
$certificate = $certOrEncCert —>getElementsByTagName (
certificate’)—>item (0);
$certificateObject = new
LabsecCL_Security_Certification_CertificateCL (
$certificate —>nodeValue

)
$this —>setCertificate ($certificateObject);
}
}
/* *
* Adds a certificate to the caPubs field
*

* @param Labsec_Security_Certification_Certificate
$certificate An additional certificate

*

* @return void

*/

public function addCaPub

(
Labsec_Security_Certification_Certificate $certificate

) |
}

$this —>_caPubs[] = $certificate;
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/% *

* Gets all certificates in the caPubs field
*

* @return array of
Labsec_Security_Certification_Certificate

*/
public function getCaPubs ()
{
return $this —>_caPubs;
}
/% %
* Sets the certReqld field
*
* @param integer $certReqld The id of the request
*
* @throws SGCI_Exception_InvalidParameter If the $certReqld

is invalid
* @return void

*/
public function setCertReqld ($certReqld)
{
if (is_integer ($certReqld) === true) {
$this —>_certReqld = $certReqld;
} else {
throw new SGCI_Exception_InvalidParameter (
’certReqld must be an integer.’ . > ? . gettype(
$certReqld) . * ? . ’provided’
)3
}
}
/% %
* Gets the certReqld field
*
* @return integer
*/
public function getCertReqld ()
{
return $this —>_certReqld;
}
/% %
* Sets the status field
*

* @param SGCI_PKIStatuslnfo $status The status of the
response for the request

% @throws SGCI_Exception_InvalidParameter If the $status is
not valid
* @return void
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*/
public function setStatus (SGCI_PKIStatusInfo $status)
{

if ($status —>getStatus () !== null) {
$this —>_status = $status;
} else {

throw new SGCI_Exception_InvalidParameter(’status
must not be empty’);

}
/* *
* Gets the status field
*
* @return SGCI_PKIStatusInfo
*/
public function getStatus ()
{
return $this —>_status;
}
/% %
* Sets the certificate field
*

* @param Labsec_Security_Certification_Certificate
$certificate The certificate issued for

*
the request
*
* @throws SGCI_Exception If the status was not yet set or
is not
* ACCEPTED or GRANTED WITH MODS
status
* @return void
*
*/
public function setCertificate
(
Labsec_Security_Certification_Certificate $certificate
) |
if ($this —>_status !== null) {
$status = $this —>_status —>getStatus () ;
} else {

throw new SGCI_Exception (
>Certificate cannot be setted. Status is not
setted.’
)
}

if ($status === SGCI_PKIStatus :: STATUS_ACCEPTED
Il $status === SGCI_PKIStatus ::
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STATUS_GRANTED_WITH_MODS
) |
$this —>_certificate = $certificate;
} else {
throw new SGCI_Exception (
’Certificate cannot be setted. status should be
ACCEPTED or GRANTED WITH MODS?

)

}
}
/% %
* Gets the certificate field
*
* @return Labsec_Security_Certification_Certificate
*/

public function getCertificate ()

{
}

return $this —>_certificate ;

VEX]
* Returns the XML representation of the CertRepMessage

* @param string $nodeName The name of the root node of the
XML

* @throws SGCI_Exception If some of the required fields are
empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’CertRepMessage’)
{
if ($this —>_certReqld === null) {
throw new SGCI_Exception (
’certReqld is required and must be provided to
generate XML’
)
}
if ($this—>_status === null) {
throw new SGCI_Exception (
’status is required and must be provided to
generate XML’
)3
}

$xml = new DomDocument(’1.07);

$node = $xml—>createElement ($nodeName) ;

if (empty($this —>_caPubs) === false) {
$caPubs = $xml—>createElement(’caPubs?’);
foreach ($this —>_caPubs as $caPub) {
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$element = $xml—>createElement (’certificate’,
$caPub—>getPem () ) ;
$caPubs—>appendChild ($element) ;
}
$node—>appendChild ($caPubs);
}
$response = $xml—>createElement(’response?);
$element = $xml—>createElement(’certReqId’, $this—>
_certReqld);
$response —>appendChild ($element) ;

$element = $this —>_status —>getXMLEncoded(’status’);
$element = $xml—>importNode ($element, true);
$response —>appendChild ($element) ;
if ($this—>_certificate !== null) {
$certifiedKeyPair = $xml—>createElement(’
certifiedKeyPair?);
$certOrEncCert = $xml—>createElement (’cert0rEncCert’
)3
$element = $xml—>createElement(’certificate?, $this
—>_certificate —>getPem () );
$certOrEncCert —>appendChild ( $element) ;
$certifiedKeyPair —>appendChild ($certOrEncCert);
$response —>appendChild ($certifiedKeyPair);
}
$node —>appendChild ($response);
return $node;

}

Cdédigo Fonte C.19: Classe
SGCI_PKIMessage_Body_CertificationResponse

<?php

/% %

* Class that implements a cp defined as a choice of the PKIBody
defined in RFC4210.

*

* Ccp [3] CertRepMessage, —C Certification
Response

*

*/

class SGCI_PKIMessage_Body_CertificationResponseMessage
extends SGCI_PKIMessage_Body_CertificationResponse

{

/% %

* Returns the XML representation of the CertRepMessage

*

* @param string $nodeName The name of the root node of the

XML
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* @return DOMElement

*/
public function getXMLEncoded ($nodeName = ’cp?)
{

}

return parent:: getXMLEncoded($nodeName) ;

}

Cédigo Fonte C.20: Classe
SGCI_PKIMessage_Body_CertificationResponseMessage

<?php
VEE
* Class that implements a ir defined as a choice of the PKIBody
defined in RFC4210.
*
* 0r [0] CertReqMessages , —Initialization Req
*
*/
class SGCI_PKIMessage_Body_InitializationRequestMessage
extends SGCI_PKIMessage_Body_CertificationRequestMessages
{

/% %

* Returns the XML representation of the CertReqMessages

*

* @param string $nodeName The name of the root node of the
XML

*

* @throws SGCI_Exception if the CertReqMessages is empty
* @return DOMElement
*/

public function getXMLEncoded ($nodeName = ’ir?)

{

}

return parent :: getXMLEncoded ($nodeName) ;

}

Cddigo Fonte C.21: Classe
SGCI_PKIMessage_Body_InitializationRequestMessage

<?php

/% %

x Class that implements a ip defined as a choice of the PKIBody
defined in RFC4210.

*

* ip [1] CertRepMessage, —Initialization
Response

*

*/

class SGCI_PKIMessage_Body_InitializationResponseMessage
extends SGCI_PKIMessage_Body_CertificationResponse
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{
VER:
* Returns the XML representation of the CertRepMessage
*
* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception If some of the required fields are
empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’ip?)
{
return parent :: getXMLEncoded ($nodeName) ;
}
}
Cédigo Fonte C.22: Classe

SGCI_PKIMessage_Body_InitializationResponseMessage

<?php
/% %

* Class that implements a request for listing the certificates
of the
x registered entities in an instance of the SGCI.

* %

This class should be used as a new choice option of the
PKIBody structure ,
defined in RFC4210.

* ¥ ¥

ListCertsReq ::= NULL

*

*/

class SGCI_PKIMessage_Body_ListCertificatesRequest
extends SGCI_PKIMessage_Body

{

*
* Loads an XML.

*

x @param DOMNode $xml The XML to be loaded
*

* @return void

*/

public function load XML (DOMNode $xml)
{

}

//Nothing to do, since this message is a null value

/% *

* Returns the XML representation of the PKIBody
*
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* @param string $nodeName The name of the root node of the

XML
*
* @return DOMElement
*/

public function getXMLEncoded ($nodeName = ’listCertReq’)
{

$xml = new DOMDocument () ;

$node = $xml—>createElement ($nodeName) ;

//nothing to add, since this message has a NULL value

return $node;

}

Cadigo Fonte C.23: Classe
SGCI_PKIMessage_Body_ListCertificatesRequest

<7php

VEES

* Class that implements the response for the request for
listing the certificates of the

x registered entities in an instance of the SGCI.

*

This class should be used as a new choice option of the
PKIBody structure ,

% defined in RFC4210.

*

* ListCertsReq ::= SEQUENCE OF Certificate
*

*/

class SGCI_PKIMessage_Body_ListCertificatesResponse
extends SGCI_PKIMessage_Body
{

VEE:
* The certificates that matches with the request.
*
* @var array
*/
protected $_certificates = array();
VEE:
Loads an XML.

The XML should be a the genp choice of the PKIBody

@param DOMNode $xml The XML to be loaded

L
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* @throws SGCI_Exception If the OID in the XML does not
correspond to the OID of this structure
* @return void

*/
public function load XML (DOMNode $xml)
{
$certificatesXml = $xml—>getElementsByTagName (’
certificate’);
foreach ($certificatesXml as $certificateXml) {
$data = $certificateXml —>nodeValue;
$certificate = new
LabsecCL_Security_Certification_CertificateCL (
$data);
$this —>addCertificate ($certificate);
}
}
/* *
* Adds a certificate to the response
*

* @param Labsec_Security_Certification_Certificate
$certificate The certificate to be added

*
to the response
*
* @return void
*/

public function addCertificate (
Labsec_Security_Certification_Certificate $certificate)

{
$this —>_certificates [] = $certificate ;

}

/% %

* Adds various certificates to the response

*

* @param array $certificates The certificates to be added
to the response

*

* @return void

*/

public function addCertificates (array $certificates)
{
foreach ($certificates as $certificate) {
$this —>addCertificate ($certificate);
}
}

/* *
* Returns all the added certificates




188

*

* @return array of
Labsec_Security_Certification_Certificate

*/

public function getCertificates ()

{
}

return $this —>_certificates ;

/* %

* Returns the XML representation of the ListCertsRep

*

* @param string $nodeName The name of the root node of the
XML

*

* @return DOMElement

*/

public function getXMLEncoded ($nodeName = ’1listCertRep’)

{
$xml = new DOMDocument() ;

$value = $xml-—>createElement ($nodeName) ;

foreach ($this—>_certificates as $certificate) {
$element = $xml-—>createElement(’certificate’,
$certificate —>getPem () ) ;
$value —>appendChild ($element);

}

return $value;

}

Cddigo Fonte C.24: Classe
SGCI_PKIMessage_Body_ListCertificatesResponse

<7php

/% %

* Class that implements a PollReqContent defined in RFC4210.
*

x PollReqContent ::= SEQUENCE OF SEQUENCE {
* certReqld INTEGER

*

*/

class SGCI_PKIMessage_Body_PollingRequestContent extends
SGCI_PKIMessage_Body

{
/% *
* Ids for the requests.
*
* @var array of integer
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*/
protected $_certReqlds = array();

/% %
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void

*/

public function loadXML (DOMNode $xml)

{

$certReqlds = $xml—>getElementsByTagName (’certReqId’);

foreach ($certReqlds as $certReqld) {
$this —>addCertReqld ((int) $certReqld —>nodeValue);
}

—

* *

* Adds a certReqld

*

* @param integer $id The identifier of the request
*

*

@throws SGCI_Exception_InvalidParameter If the id is not
an integer
* @return void
*/
public function addCertReqld ($id)
{

if (is_integer ($id) === true) {
$this —>_certReqlds [] = $id;
} else {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be an integer.’ . ’ ’ . gettype(
$id) . > * . ’given’
)
}
}
/% %
* Returns all the certReqlds added
*

* @return array of integer

*/
public function getCertReqids ()
{

}

return $this —>_certReqlds;

/* *
* Returns the XML representation of the PollReqContent
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* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception if the CertReqlds is empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’PollReqContent’)
{
if (empty($this —>_certReqlds) === true) {
throw new SGCI_Exception(’At least one certReqld
must be provided to generate XML’);

}

$xml = new DomDocument(’1.07);

$pollReqContent = $xml—>createElement ($nodeName) ;
foreach ($this—>_certReqlds as $certReqld) {
$element = $xml—>createElement(’certReqld?,
$certReqld);
$pollReqContent —>appendChild ($element) ;
}

return $pollReqContent;

}

Cadigo Fonte C.25: Classe
SGCI_PKIMessage_Body_PollingRequestContent

<?php
/% %
* Class that implements a pollReq defined as a choice of the
PKIBody defined in RFC4210.
*
* pollReq [25] PollReqContent, —Polling request
*
*/
class SGCI_PKIMessage_Body_PollingRequestMessage
extends SGCI_PKIMessage_Body_PollingRequestContent
{
/% *
* Returns the XML representation of the PollReqContent
*
* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception if the CertReqlds is empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’pollReq’)
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return parent :: getXMLEncoded ($nodeName) ;

}

Coédigo Fonte C.26: Classe
SGCI_PKIMessage_Body_PollingRequestMessage

<?php
/% %
* Class that implements a PollRepContent defined in RFC4210.

*

¥ PollRepContent ::= SEQUENCE OF SEQUENCE {
* certReqld INTEGER,

* checkAfter INTEGER, — time in seconds
* reason PKIFreeText OPTIONAL }

*

*/

class SGCI_PKIMessage_Body_PollingResponseContent extends
SGCI_PKIMessage_Body
{

*

Array containing the polling responses.
This array should be like:
pollReq[][ certReqld’] = integer

pollReq [][  checkAfter '] = integer
pollReq[ ][’ reason’] = string

¥ OK K K K X X X x ¥

@var array
*/
protected $_pollRep = array();

const CERT_REQ_ID = ’certReqld’;
const CHECK_AFTER = ’checkAfter’;
const REASON = ’reason’;

/* %
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void
*/
public function loadXML (DOMNode $xml)
{

$sequences = $xml—>getElementsByTagName (’sequence?’);

foreach ($sequences as $sequence) {
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$certReqld = $sequence —>getElementsByTagName (self ::
CERT_REQ_ID)—>item (0)—>nodeValue;

$checkAfter = $sequence —>getElementsByTagName (self ::
CHECK_AFTER)—>item (0)—>nodeValue;

$reason = null;

$reasonXML = $sequence —>getElementsByTagName (self ::
REASON)—>item (0) ;

if ($reasonXML !== null) {
$reason = $reasonXML—>nodeValue ;

}

$this —>addPollingResponse ((int) $certReqld, (int)
$checkAfter, $reason);

}

/% *

* Adds a polling response

*

* @param integer $certReqld The request id

* @param integer $checkAfter Time for the next check of the
status of the request

* @param string $reason The reason why the request was
not yet processed

* @throws SGCI_Exception_InvalidParameter If some of the
parameters are incorrect
* @return void

*/
public function addPollingResponse ($certReqld, $checkAfter,
$reason = null)
{
if (is_int($certReqld) === false) {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be an integer.’ . ’ ? . gettype(
$certReqld) . * * . ’given’
)
}
if (is_int($checkAfter) === false) {
throw new SGCI_Exception_InvalidParameter (
’Parameter must be an integer.’ . > ? . gettype(
$checkAfter) . ? * . ’given’
)
}
if (($reason !== null) && (is_string($reason) === false)
) |
throw new SGCI_Exception_InvalidParameter (
’Parameter must be a string.’ . ’ > . gettype(
$reason) . ’ ’ . ’given’
)
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$response = array();

$response[self ::CERT_REQ_ID] = S$certReqld;
$response[self ::CHECK AFTER] = $checkAfter;
$response[self ::REASON] = $reason;

$this —>_pollRep[] = $response;
}

VER:

* Returns all the polling responses
*

* @return array

*/

public function getPollingResponses ()

{
}

return $this —>_pollRep;

VEE:
* Returns the XML representation of the PollRepContent
*
* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception if no polling response was added
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’PollRepContent’)
{
if (empty($this —>_pollRep) === true) {
throw new SGCI_Exception(
’At least one polling response must be provided
to generate XML’
)3
}

$xml = new DomDocument(’1.0%);
$pollRepContent = $xml—>createElement ($nodeName) ;

foreach ($this—>_pollRep as $response) {
$sequence = $xml—>createElement(’sequence?);

$certReqld = $xml—>createElement(’certReqld?,
$response[self ::CERT_REQ_ID]) ;
$sequence —>appendChild ($certReqld);

$checkAfter = $xml—>createElement(’checkAfter’,
$response[self :: CHECK_AFTER]) ;
$sequence —>appendChild ($checkAfter);

$reason = $response[self::REASON];
if (($reason) !== null) {
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$reasonXML = $xml—>createElement(’reason’,
$reason);
$sequence —>appendChild ($reasonXML) ;

}
$pollRepContent —>appendChild ($sequence) ;

}
return $pollRepContent;

}

Cadigo Fonte C.27: Classe
SGCI_PKIMessage_Body_PollingResponseContent

<7php

VEES

* Class that implements a pollRep defined as a choice of the
PKIBody defined in RFC4210.

*

* pollRep [26] PollRepContent, —Polling response

*

*/

class SGCI_PKIMessage_Body_PollingResponseMessage
extends SGCI_PKIMessage _Body_PollingResponseContent

{

/% *

* Returns the XML representation of the PollRepContent

*

* @param string $nodeName The name of the root node of the

XML
*
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’pollRep’)

{
}

return parent :: getXMLEncoded ($nodeName) ;

}

Cadigo Fonte C.28: Classe
SGCI_PKIMessage_Body_PollingResponseMessage

<?php
/% %
x Class that implements a RevReqContent defined in RFC4210.

— allows requester to specify as much as they can about
— the cert. for which revocation is requested

*
* RevRegqContent ::= SEQUENCE OF RevDetails
*

* RevDetails ::= SEQUENCE {

* certDetails CertTemplate ,

*

*
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* — (e.g., for cases in which serialNumber is not available)

% crlEntryDetails Extensions OPTIONAL — requested
crlEntryExtensions

* ]

*

*/

class SGCI_PKIMessage_Body_RevocationRequestContent extends
SGCI_PKIMessage_Body
{
/* *
* Information about the certificates for wich revocation is
requested .

*

x The array should be like:

*

x revDetails[][ certTemplate '] = instance of

SGCI_PKIMessage_CertificateTemplate

* revDetails[][ crlEntryDetails '] = array of
Labsec_Security_Certification_Extension

*

* @var array

*/

protected $_revDetails = array();

const CERT_TEMPLATE = ’certTemplate’;
const CRL_ENTRY_DETAILS = ’crlEntryDetails’;

/% *
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void
*/
public function loadXML (DomNode $xml)
{

$revDetails = $xml—>getElementsByTagName (’RevDetails?);

foreach ($revDetails as $revDetail) {
$template = new SGCI_PKIMessage_CertificateTemplate
O
$templateXML = $revDetail —>getElementsByTagName (’
certDetails’)—>item (0);
$template —>loadXML ($templateXML) ;

$crlEntryDetails = array();
$crlEntryDetailsXML = $revDetail —>
getElementsByTagName (>crlEntryDetails?);

foreach ($crlEntryDetailsXML as $extension) {
$extensionXML = $extension —>getElementsByTagName
(’Extension?)—>item (0) ;
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$extensionObject =
Labsec_Security_Certification_ExtensionFactor
:: getExtensionBy XML (
$extensionXML
)

$crlEntryDetails [] = $extensionObject;
1
$this —>addRevocationRequest ( $template ,
$crlEntryDetails);

}
}
/% *
* Adds a certificate revocation request to the message
*

* @param SGCI_PKIMessage_CertificateTemplate $certTemplate
Information about the

certificate for wich

revocation is requested
* @param array
$crlEntryDetails Requested criEntryExtensions

* @throws SGCI_Exception_InvalidParameter If some of the
parameters aew invalid

* @return void

*/

public function addRevocationRequest

(
SGCI_PKIMessage_CertificateTemplate $certTemplate ,
array $crlEntryDetails = array()

$arrayTemp = array();
if ($certTemplate —>isEmpty () === false) {
$arrayTemp [ self :: CERT_TEMPLATE] = $certTemplate;
} else {
throw new SGCI_Exception_InvalidParameter (
At least one field of certTemplate must be
present’
)3
}
foreach ($crlEntryDetails as $crlEntryDetail) {
if ($crlEntryDetail instanceof
Labsec_Security_Certification_Extension) {
$arrayTemp [ self :: CRL_ENTRY_DETAILS ][] =
$crlEntryDetail ;
} else {
throw new SGCI_Exception_InvalidParameter (
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’crlEntryDetail must be an instance of’ . ?
3

’Labsec_Security_Certification_Extension.’
3 b

gettype ($crlEntryDetail) . *> 2> . ’provided
3

)
1
}
$this —>_revDetails [] = $arrayTemp;

}

/% %

* Returns all certTemplates added

*

* @return array of SGCI_PKIMessage_CertificateTemplate
*/

public function getRevocationRequests ()

{
}

return $this —>_revDetails;

/% *
* Returns the XML representation of the RevReqContent

* ¥

@param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception If the RevReqContent is empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’RevReqContent’)
{
if (empty($this —>_revDetails) === true) ({
throw new SGCI_Exception (
’Must be at least one revocation request to
generate XML’
)
}

$xml = new DomDocument(’1.07);

$node = $xml-—>createElement ($nodeName) ;
foreach ($this—>_revDetails as $revDetail) {
$revDetail XML = $xml—>createElement(’RevDetails’);
$certDetails = $revDetail [ self :: CERT_TEMPLATE]—>
getXMLEncoded (?certDetails?’);
$certDetails = $xml—>importNode($certDetails , true);
$revDetail XML —>appendChild ($certDetails);
if (array_key_exists(self::CRL_ENTRY_DETAILS,
$revDetail) === true) {
$crlEntryDetails = $revDetail [self ::
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CRL_ENTRY_DETAILS | ;
$extensions = $xml—>createElement(’
crlEntryDetails’);
foreach (S$crlEntryDetails as $crlEntryDetail) {
$extension = $crlEntryDetail —>getXMLEncoded
(O
$extension = $xml—>importNode($extension ,
true) ;
$extensions —>appendChild ($extension);
}
$revDetail XML —>appendChild ($extensions);
}
$node —>appendChild ($revDetail XML) ;

}

return $node;

}

Codigo Fonte C.29: Classe
SGCI_PKIMessage_Body_RevocationRequestContent

<?php
/% %
* Class that implements a rr defined as a choice of the PKIBody
defined in RFC4210.
*
* Ip [12] RevReqContent, —Revocation Request
*
*/
class SGCI_PKIMessage_Body_RevocationRequestMessage
extends SGCI_PKIMessage_Body_RevocationRequestContent
{
/% *
* Returns the XML representation of the CertReqMessages
*
* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception if the CertReqMessages is empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’rr?)
{

}

return parent :: getXMLEncoded ($nodeName) ;

}

Cdédigo Fonte C.30: Classe
SGCI_PKIMessage_Body_RevocationRequestMessage




199

<?php
/% %
% Class that implements a RevRepContent defined in RFC4210.

RevRepContent ::= SEQUENCE {

status SEQUENCE SIZE (1..MAX) OF PKIStatusInfo ,

—— in same order as was sent in RevReqContent

revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTIONAL,—— IDs
for which revocation was requested

* %X ¥ X ¥

* (same order as status)

x crls [1] SEQUENCE SIZE (1..MAX) OF CertificateList
OPTIONAL

* — the resulting CRLs (there may be more than one)

*/

class SGCI_PKIMessage_Body_RevocationResponseContent extends
SGCI_PKIMessage_Body
{
/% %
* The status of the requested revocation certificates.
*
* @var array of integer
* @see SGCI_PKIStatus
*/
protected $_status = array();

/* *
* The information about the certificates for witch
revocation was requested.

This array should look like:

revCerts[][ issuer '] = GN;
revCerts|[][ serialNumber’] = integer;

* X ¥ ¥ X ¥ *

@var array
*/
protected $_revCerts = array();

/* *

% The resulting CRLs.

*

* @var array of
LabsecCL_Security_Certification_CertificateRevocationLis

*/
protected $_crls = array();

const ISSUER = ’issuer’;
const SERIAL NUMBER = ’serialNumber’;

/* *

* Loads an XML

tCL
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public function loadXML (DomNode $xml)

{

@param DOMNode $xml The XML to be loaded

@return void

$status = $xml—>getElementsByTagName (’status’)—>item (0);
$status = $status —>getElementsByTagName (’PKIStatusInfo?’)

foreach ($status as $statusInfo) {
$pkiStatus = new SGCI_PKIStatusInfo () ;
$pkiStatus —>loadXML( $statusInfo);

$this —>_status[] = $pkiStatus;
$this —>_revCerts[] = null;
}
$revCerts = $xml—>getElementsByTagName (’revCerts’)—>item
(0);
if ($revCerts !== null) {
$revCerts = $revCerts —>getElementsByTagName (?CertId’
)
foreach ($revCerts as $index => $revCert) {
$revCertEntry = null;
if (($revCert !== null) && ($revCert—>nodeValue
== 22)) {
$revCertEntry = array();

$issuer = $revCert —>getElementsByTagName (
self :: ISSUER)—>item (0) ;

$rdns = new
Labsec_Security_Certification_DataTypes_D
(O

$rdns —>loadXML( $issuer);

$revCertEntry [self ::ISSUER] = S$rdns;

$serialNumber = S$revCert—>
getElementsByTagName (self ::
SERIAL_NUMBER)—>item (0) ;

$revCertEntry [ self :: SERIAL_ NUMBER] =
$serialNumber —>nodeValue ;

}

$this —>_revCerts[$index] = $revCertEntry;

}

$crls = $xml—>getElementsByTagName (’crls?’)—>item (0) ;
if ($crls !== null) {
$crls = S$crls —>getElementsByTagName (’CertificateLlist
)5
foreach ($crls as $crl) {

$crl = new

irectoryName
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LabsecCL_Security_Certification_CertificateRe|

(

$crl —>nodeValue

)
$this —>addCrl($crl);
}
}
}
/* *
% Adds a revocation response to the message
*
* @param SGCI_PKIStatuslnfo
$status The status of the
*
response of this
*

specific certificate
* @param LabsecCL_Security_Certification_CertificateCL
$certificate The certificate for

*
which revocation was
*
requested
*
* @throws SGCI_Exception_InvalidParameter If the status is
invalid
* @return void
*/
public function addRevocationResponse
(
SGCI_PKIStatusInfo $status ,
$certificate = null
) |
if ($status —>getStatus() === null) {
throw new SGCI_Exception_InvalidParameter(’status
must not be empty’);
}
$this —>_status[] = $status;
$revCert = null;
if ($certificate !== null) {
$revCert = $this —>_getCertld($certificate);
}
$this —>_revCerts[] = $revCert;
}
/* *

vocation

* Gets the issuer and serial number of a certificate object
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* @param LabsecCL_Security_Certification_CertificateCL
$certificate The certificate to get

*
the identification

*

* @return array in the following format:

* array[’ issuer '] = GN;

* array[’ serialNumber '] = integer;

*/

protected function _getCertld(
LabsecCL_Security_Certification_CertificateCL
$certificate)

{
$revCert = array();
$revCert[self ::ISSUER] = $certificate —>getlssuer();
$revCert[self ::SERIAL_ NUMBER] = $certificate —>
getSerialNumber () ;
return $revCert;

}

VEES

* Returns all the status

*

* @return array of SGCI_PKIStatusInfo

*/

public function getStatus ()

{

return $this —>_status;

}

/% %

* Returns all the RevCerts

*

* @return array

*/

public function getRevCerts ()

{

return $this —>_revCerts ;

}

/% %

* Adds a CRL to the revocation response

*

* @param
LabsecCL_Security_Certification_CertificateRevocationLis
$crl The crl to be added

*

to this response

tCL
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*
* @return void
*/
public function addCrl
(
LabsecCL_Security_Certification_CertificateRevocationList
$crl
) |
$this —>_crls[] = $crl;
}
/* *
* Returns all the crls
*

* @return array of
LabsecCL_Security_Certification_CertificateRevocationLis

*/
public function getCrls ()
{

}

return $this —>_crls;

/% %

* Returns the XML representation of the CertRepMessage

*

* @param string $nodeName The name of the root node of the
XML

*

* @throws SGCI_Exception If some of the required fields are
empty

* @return DOMElement

*/

public function getXMLEncoded ($nodeName = ’RevRepContent’)
{
if (empty($this —>_status) === true) {
throw new SGCI_Exception (
’status is required and must have at least one
entry to generate XML’
)3
}

$xml = new DomDocument(’1.0?);

$node = $xml—>createElement ($nodeName) ;
$statusXML = $xml—>createElement(’status?’);
foreach ($this—>_status as $status) {
$element = $status —>getXMLEncoded () ;
$element = $xml—>importNode ($element, true);
$statusXML —>appendChild ($element) ;
}

$node—>appendChild ($statusXML) ;

CL

tCL
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/*
Verifies if exists an entry of a revCert that is not
null ,
otherwise this field should not be present in XML
*/

$comparator = array();

$comparator [] = null;
$array = array_diff($this —>_revCerts, $comparator);
if (empty($array) === false) ({

$revCertXML = $xml—>createElement (’revCerts’);
foreach ($this—>_revCerts as $revCert) {
$certld = $xml—>createElement(’CertId’);

if ($revCert !== null) {
$dn = new
Labsec_Security_Certification_DataTypes_D
03

$dn—>addDirectoryName ( $revCert [ self :: ISSUER
D
$issuerXML = $dn—>getXMLEncoded(’issuer’);
$issuerXML $xml—>importNode ($issuerXML ,
true) ;
$certld —>appendChild ($issuerXML) ;
$serialNumber = $xml—>createElement (
self ::SERIAL_NUMBER, $revCert[self ::
SERIAL_NUMBER |

)
$certld —>appendChild ($serialNumber) ;
}
$revCertXML—>appendChild ($certld);
}
$node—>appendChild ($revCertXML) ;
}
if (empty($this—>_crls) === false) {
$crls = $xml-—>createElement(’crls?);
foreach ($this—>_crls as $crl) {
$element = $xml—>createElement(’Certificatelist’
, $crl—>getPem());
$crls —>appendChild ($element) ;
}
$node —>appendChild ($crls);
}

return $node;

}

irectoryName

Cddigo Fonte C.J31: Classe
SGCI_PKIMessage_Body_RevocationResponseContent

<7php
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/* %
¥ Class that implements a rp defined as a choice of the PKIBody
defined in RFC4210.
*
* rr [11] RevRepContent, —Revocation Response
*
*/
class SGCI_PKIMessage_Body_RevocationResponseMessage
extends SGCI_PKIMessage_Body_RevocationResponseContent

{
/% %
* Returns the XML representation of the CertReqMessages
*
* @param string $nodeName The name of the root node of the
XML
*
* @throws SGCI_Exception If some of the required fields are
empty
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’rp?)
{
return parent:: getXMLEncoded ($nodeName) ;
}
}
Cadigo Fonte C.32: Classe

SGCI_PKIMessage_Body_RevocationResponseMessage

<?php

VEE

* Class that implements a trusted relationship request. This
class should be used as a new

* choice option of the PKIBody structure , defined in RFC4210.
*

* TrustedRelReq ::= SEQUENCE f{

* iPAddress [0] OCTET STRING,

* certificate [1] Certificate

* ]

*

*/

class SGCI_PKIMessage_Body_TrustedRelationshipRequest extends
SGCI_PKIMessage_Body
{

/* *

* The IP Address of the requester.

*

* @var Labsec_Security_Certification_DataTypes_IPAddress
*/

protected $_iPAddress;
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VEES

* The certificate of the requester.

*

* @var Labsec_Security_Certification_Certificate
*/

protected $_certificate;

VEES

* The certificate that will be used to sign the CMP
messages .

*

* @var Labsec_Security_Certification_Certificate

*/

protected $_transportCertificate;

/*
* Loads an XML
*
* @param DOMNode $xml The XML to be loaded
*
* @return void
*/
public function loadXML (DOMNode $xml)
{
$iPAddressXml = $xml—>getElementsByTagName (’iPAddress’)
—>item (0) ;
$iPAddress = new
Labsec_Security_Certification_DataTypes_IPAddress ()
$iPAddress —>setIPAddress ($iPAddressXml—>nodeValue) ;
$certificate = $xml—>getElementsByTagName (’certificate?)
—>item (0) ;
$certificate = $certificate —>nodeValue;
$certificate = new
LabsecCL_Security_Certification_CertificateCL (
$certificate);
$this —>setRequester ($iPAddress, $certificate);
$certificate = $xml—>getElementsByTagName (?
transportCertificate’)—>item (0);
if ($certificate !== null) {
$certificate = $certificate —>nodeValue;
$certificate = new
LabsecCL_Security_Certification_CertificateCL (
$certificate);
$this —>setTransportCertificate ($certificate);
}
1

/% %
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Sets the requester of the trusted relationship

* *

* @param Labsec_Security_Certification_DataTypes_IPAddress
SiPAddress The IP Address of the

requester
* @param Labsec_Security_Certification_Certificate
$certificate The certificate of

*k
the requester
*
* @return void
*/
public function setRequester
(
Labsec_Security_Certification_DataTypes_IPAddress
$iPAddress ,
Labsec_Security_Certification_Certificate $certificate
) A
$this —>_iPAddress = $iPAddress;
$this —>_certificate = $certificate;
}
/* *
* Returns the ip address of the requester
*

* @return Labsec_Security_Certification_DataTypes_IPAddress
*/
public function getlpAddress ()

{
return $this —>_iPAddress;
}
/% %
* Returns the certificate of the requester
*

* @return Labsec_Security_Certification_Certificate
*/
public function getCertificate ()

{
return $this —>_ certificate;
}
/* *
* Sets the certificate that will be used to sign messages
of the CMP
*

* @param Labsec_Security_Certification_Certificate
$certificate The certificate that will be
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used to verify the signature

*
of the messages.

*

* @return void

*/

public function setTransportCertificate (
Labsec_Security_Certification_Certificate $certificate)

{
$this —>_transportCertificate = $certificate;
}
VEES
* Gets the certificate that will be used to sign messages
of the CMP
*

* @return Labsec_Security_Certification_Certificate
*/
public function getTransportCertificate ()

{
}

return $this —>_transportCertificate;

/% %
* Returns the XML representation of the PKIBody

* @param string $nodeName The name of the root node of the
XML

* @throws SGCI_Exception If the IpAddress or the
certificate was not provided
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’trr?)
{
if (($this —>_iPAddress === null) Il ($this—>_certificate
=== null)) {
throw new SGCI_Exception (
>The IP Address and the certificate must be
provided to generate XML’
)
}

$xml = new DOMDocument() ;
$trustedRelReq = $xml—>createElement ($nodeName) ;
$iPAddress = $xml—>createElement(’iPAddress?’, $this—>

_iPAddress —>getIPAddress ());
$trustedRelReq —>appendChild ($iPAddress);




$certificate = $xml—>createElement(’certificate?,
—>_certificate —>getPem () ) ;
$trustedRelReq —>appendChild ( $certificate ) ;

$certificate = $this—>_transportCertificate;
if ($certificate !== null) {
$certificate = $certificate —>getPem () ;
$certificate = $xml—>createElement(?’

transportCertificate’, $certificate);
$trustedRelReq —>appendChild( $certificate);

}

return $trustedRelReq;

}

Cédigo Fonte C.33:
SGCI_PKIMessage_Body_TrustedRelationshipRequest

<?php

/% %

* Class that implements a trusted relationship response.
*

This class should be used as a new

TrustedRelRep ::= SEQUENCE {
status [0] PKIStatuslnfo ,
certificate [1] Certificate OPTIONAL

}

* ¥ ¥ X ¥ X X

*

*/

choice option of the PKIBody structure, defined in RFC4210.

class SGCI_PKIMessage_Body_TrustedRelationshipResponse extends

SGCI_PKIMessage_Body

{
/% %
* The status of the response.
*
* @var SGCI_PKIStatusInfo
*/

protected $_status;

/% %

x The certificate of the response.

*

* @var Labsec_Security_Certification_Certificate
*/

protected $_certificate;

/% %
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* The certificate that will be used to sign the CMP

messages .
*
* @var Labsec_Security_Certification_Certificate
*/

protected $_transportCertificate;

VEES
Loads an XML

*
*
*
* @param DOMNode $xml The XML to be loaded
*
*

@return void
*/
public function loadXML (DOMNode $xml)
{
$status = $xml—>getElementsByTagName (’status’)—>item (0) ;
$statusInfo = new SGCI_PKIStatusInfo () ;
$statusInfo —>loadXML( $status);
$this —>setStatus ( $statusInfo);

$certificate = $xml—>getElementsByTagName (’certificate’)

—>item (0) ;
if ($certificate !== null) {
$certificate = $certificate —>nodeValue;

$certificate = new
LabsecCL_Security_Certification_CertificateCL (
$certificate);

$this —>setCertificate ($certificate);

}

$certificate = $xml—>getElementsByTagName (?
transportCertificate’)—>item (0);

if ($certificate !== null) {
$certificate = $certificate —>nodeValue;
$certificate = new

LabsecCL_Security_Certification_CertificateCL (
$certificate);
$this —>setTransportCertificate ($certificate);

}
}
/% %
* Sets the status of the trusted relationship
*

* @param SGCI_PKIStatuslnfo $status The status of the
trusted relationship

* @throws SGCI_Exception_InvalidParameter If the status is
empty

* @return void

*/
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public function setStatus (SGCI_PKIStatusInfo $status)
{

if ($status —>getStatus () !== null) {
$this —>_status = $status;
} else {

throw new SGCI_Exception_InvalidParameter(’status
must not be empty’);

}

/% %

* Returns the status of the trusted relationship
*

* @return SGCI_PKIStatusInfo

*/
public function getStatus ()
{
return $this —>_status;
}
/* %
* Sets the certificate of the response
*

* @param Labsec_Security_Certification_Certificate
$certificate The certificate of the

response

* ¥

@throws SGCI_Exception If the status was not yet set or
is not ACCEPTED status
* @return void

*k
*/
public function setCertificate
(
Labsec_Security_Certification_Certificate $certificate
) |

if ($this—>_status === null) {
throw new SGCI_Exception(
>Certificate cannot be setted. Status is not

setted.’
)
}
$status = $this —>_status —>getStatus () ;
if ($status === SGCI_PKIStatus :: STATUS_ACCEPTED) {
$this —>_certificate = $certificate;
} else {

throw new SGCI_Exception (
’Certificate cannot be setted. status should be
ACCEPTED’
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)3
}
}
/% *
* Returns the certificate of the response
*

* @return Labsec_Security_Certification_Certificate
*/
public function getCertificate ()

{
return $this —>_certificate ;
}
VEES
* Sets the certificate that will be used to sign messages
of the CMP
*

* @param Labsec_Security_Certification_Certificate
$certificate The certificate that will be

*
used to verify the signature
*
of the messages.
*
* @return void
*/

public function setTransportCertificate (
Labsec_Security_Certification_Certificate $certificate)

{
$this —>_transportCertificate = $certificate;
}
/% *
* Gets the certificate that will be used to sign messages
of the CMP
*

* @return Labsec_Security_Certification_Certificate
*/
public function getTransportCertificate ()

{

return $this —>_transportCertificate;

* Returns the XML representation of the PKIBody

* @param string $nodeName The name of the root node of the
XML
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* @throws SGCI_Exception If the status was not provided
* @return DOMElement
*/
public function getXMLEncoded ($nodeName = ’trp’)
{
if ($this —>_status === null) {
throw new SGCI_Exception(
’status 1is required and must be provided to
generate XML’
)3
}

$xml = new DOMDocument() ;
$trustedRelRep = $xml—>createElement ($nodeName) ;

$status = $this —>_status —>getXMLEncoded(’status?);
$status = $xml—>importNode ($status , true);
$trustedRelRep —>appendChild ( $status);

if ($this—>_certificate !== null) {
$certificate = $xml—>createElement(’certificate’,
$this —>_certificate —>getPem());
$trustedRelRep —>appendChild ( $certificate);

}

$certificate = $this—>_transportCertificate;

if ($certificate !== null) {
$certificate = $certificate —>getPem () ;
$certificate = $xml—>createElement (?’

transportCertificate’, $certificate);

$trustedRelReq —>appendChild( $certificate);

}

return $trustedRelRep;

}

Cdédigo Fonte C.34: Classe
SGCI_PKIMessage_Body_TrustedRelationshipResponse

<?php

/% %

* Class that tests the SGCI_PKIFailurelnfo class
*/
class SGCI_PKIFailureInfoTest extends PHPUnit_Framework_TestCase
{
/% *
* Test for CanVerifyStatus
*
* @param integer $failurelnfo The failure provided by the
failurelnfoProvider




214

*
* @dataProvider failurelnfoProvider
* @return void
*/
public function testCanVerifyStatus ($failurelnfo)
{
$valid = SGCI_PKIFailurelnfo:: verifyFailure ($failurelnfo
)
$this —>assertTrue ($valid);

}

/% *

% DataPrivder with all correct failures
*

* @return void

*/

public function failureIlnfoProvider ()

//TODO wutilizar reflection
return array (

array (SGCI_PKIFailurelnfo ::
FAILURE_ADD_INFO_NOT_AVALIABLE) ,

array (SGCI_PKIFailurelInfo :: FAILURE_BAD_ALGOTIRHM
)

array (SGCI_PKIFailureInfo :: FAILURE_BAD_CERT_ID) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_BAD_CERT_TEMPLATE) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_BAD_DATA_FORMAT) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_BAD_MESSAGE_CHECK) ,

array (SGCI_PKIFailureInfo :: FAILURE_BAD_POP) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_BAD_RECIPIENT_NONCE) ,

array (SGCI_PKIFailurelnfo : : FAILURE_BAD_REQUEST) ,

array (SGCI_PKIFailureInfo ::
FAILURE_BAD_SENDER_NONCE) ,

array (SGCI_PKIFailurelnfo : : FAILURE_BAD_TIME) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_CERT_CONFIRMED) ,

array (SGCI_PKIFailureInfo : : FAILURE_CERT _REVOKED)

array (SGCI_PKIFailureInfo ::
FAILURE_DUPLICATE_CERT_REQ) ,
array (SGCI_PKIFailurelnfo ::
FAILURE_INCORRECT_DATA) ,
array (SGCI_PKIFailurelnfo ::
FAILURE_MISSING_TIMESTAMP) ,
array (SGCI_PKIFailurelnfo ::
FAILURE_NOT_AUTHORIZED) ,
array (SGCI_PKIFailurelnfo ::
FAILURE_SIGNER_NOT_TRUSTED) ,
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array (SGCI_PKIFailurelnfo ::
FAILURE_SYSTEM_FAILURE) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_SYSTEM_UNAVAIL) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_TIME_NOT_AVALIABLE) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_TRANSACTION_ID_IN_USE) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_UNACCEPTED_EXTENSION) ,

array (SGCI_PKIFailureInfo ::
FAILURE_UNACCEPTED_POLICY) ,

array (SGCI_PKIFailureInfo ::
FAILURE_UNSUPPORTED_VERSION) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_WRONG_AUTHORITY) ,

array (SGCI_PKIFailurelnfo ::
FAILURE_WRONG_INTEGRITY) ,

)
1

/% %

x Test for CanVerifyStatus

*

* @param mixed $failurelnfo Wrong failures provided by the
wrongFailurelnfoProvider

*

* @dataProvider wrongFailurelnfoProvider

* @return void

*/

public function testVerifyStatusWithInvalidStatus (
$failurelnfo)

{
$valid = SGCI_PKIFailurelnfo:: verifyFailure ($failurelnfo

)

$this —>assertFalse ($valid);

}

/* *
* DataProvider with incorrect failures
*
* @return void
*/
public function wrongFailurelnfoProvider ()
{
return array (
array (30),
array (’7’),
array (’invalid?),
array (array(’a’)),

)3
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Cédigo Fonte C.35: Classe SGCI_PKIFailureInfoTest

<?php

/% %

* Class that tests the SGCI_PKIMessage class

*/

class SGCI_PKIMessageTest extends PHPUnit_Framework_TestCase

{
/% *
* Class being tested.
*
* @var SGCI_PKIMessage
*/
protected $_pkiMessage;

/% %

* Instantiate a SGCI_PKIMessage object
*

* @return void

*/

public function setUp ()

{

}

$this —>_pkiMessage = new SGCI_PKIMessage () ;

VEES

* Test for loadXML

*

* @return void

*/

public function
testLoadXMLWithInvalidXMLShouldThrowAnException ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$xml = ><PKIMessage><header><teste>teste</teste></header
><body></body></PKIMessage>’;
$this —>_pkiMessage —>loadXML ($xml) ;
}

/% *

* Test for loadXML

*

* @return void

*/

public function testLoadXMLWithOnlyRequiredFields ()

{
$expectedHeader = self::getHeader();
$expectedBody = self::getBody();
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$xml = self::getXML($expectedHeader, $expectedBody);
$this —>_pkiMessage —>loadXML ($xml) ;

$this —>assertEquals ($expectedHeader , $this —>_pkiMessage
—>getHeader () ) ;

$this —>assertEquals ($expectedBody , $this —>_pkiMessage —>
getBody ()):

}
/* *

* Test for loadXML
*

* @return void

*/

public function testLoadXMLWithAllFields ()
{
$keyPair = self:: getKeyPair();
$hashAlg = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAS512;

$protectionAlg =
Labsec_Security_Certification_ObjectldentifierFactory ::
getObjectldentifierByAlgorithm (
$keyPair —>getPrivateKey ()—>getAlgorithm () , $hashAlg
)s

$expectedHeader = self :: getHeader () ;
$expectedBody = self ::getBody();

$this —>_pkiMessage —>setBody ($expectedBody) ;
$this —>_pkiMessage —>setHeader ($expectedHeader) ;

$signer = new SGCI_PKIMessageSigner () ;
$this —>_pkiMessage = $signer —>sign ($this —>_pkiMessage ,
$hashAlg, $keyPair—>getPrivateKey ());

$expectedSignature = $this —>_pkiMessage—>getSignature ();
$expectedHeader —>setProtectionAlg ($protectionAlg);

$xml = self::getXML($expectedHeader, $expectedBody,
$expectedSignature) ;

$this —>_pkiMessage = new SGCI_PKIMessage () ;
$this —>_pkiMessage —>loadXML ($xml) ;

$this —>assertEquals ($expectedHeader , $this —>_pkiMessage
—>getHeader () ) ;

$this —>assertEquals ($expectedBody , $this —>_pkiMessage —>
getBody ());

$this —>assertEquals ($expectedSignature , $this —>
_pkiMessage —>getSignature () );
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/% %

* Test for setHeader

*

* @return void

*/

public function testCanSetHeader ()

{
$header = new SGCI_PKIMessage_Header () ;
$this —>_pkiMessage —>setHeader ($header);
$this —>assertEquals ($header, $this —>_pkiMessage —>

getHeader () );
}

/%
* Test for setBody
*
* @return void
*/
public function testCanSetBody ()
{
$body = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;
$this —>_pkiMessage —>setBody ($body) ;
$this —>assertEquals ($body, $this —>_pkiMessage —>getBody ()
)
}

/% x

x Test for setSignature

*

* @return void

*/

public function testCanSetSignature ()

{
$signature = 2123457

$this —>_pkiMessage —>setSignature ($signature);

$this —>assertEquals ($signature , $this —>_pkiMessage —>
getSignature ());
}

VEE:

* Test for setSignature

*

* @param mixed $signature A wrong value for a signature
provided by the dataProvider

*

* @dataProvider wrongSignatureProvider

* @return void

*/
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public function
testSetSignatureWithinvalidValueShouldThrowException (
$signature)

$this —>setExpectedException (?’
SGCI_Exception_InvalidParameter’);

$this —>_pkiMessage —>setSignature ($signature);

}

/% %

* DataProvider with incorrect status
*

* @return void

*/

public function wrongSignatureProvider ()
{
return array (
array (10),
array (new DOMDocument() ) ,
array (array (1)),

)
}
/%
* Constructs a key pair
*
* @param string $keyAlgorithm The algorithm of the key
*
* @return LabsecCL_Security_Crypto_KeyPairCL
*/

public static function getKeyPair ($keyAlgorithm = ’ECDSA’)
{
$builder = new LabsecCL_Security_Crypto_KeyPairBuilderCL
($keyAlgorithm);
return $builder —>getKeyPair () ;
}

/% %

* Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithoutHeader ()
{
$this —>setExpectedException (’SGCI_Exception’);
$body = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;
$this —>_pkiMessage —>setBody ($body) ;
$this —>_pkiMessage —>getXMLEncoded () ;

/% %
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* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithoutBody ()
{
$this —>setExpectedException (?>SGCI_Exception?);
$header = new SGCI_PKIMessage_Header () ;
$this —>_pkiMessage —>setHeader ( $header) ;
$this —>_pkiMessage —>getXMLEncoded () ;
}

/% %

* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncoded ()
{
$header = self:: getHeader () ;
$body = self::getBody();
$this —>_pkiMessage —>setHeader ($header);
$this —>_pkiMessage —>setBody ($body) ;

$SexpectedXML = self ::getXML(S$header, $body);
$actualXMI = $this —>_pkiMessage —>getXMLEncoded () ;

$dom = new DOMDocument () ;

$dom—>loadXML ( $actualXMl) ;

$this —>assertEquals ($expected XML, $actualXMl);
}

/% %

* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithSignedMessage ()
{
$header = self:: getHeader () ;
$body = self::getBody();
$this —>_pkiMessage —>setHeader ($header);
$this —>_pkiMessage —>setBody ($body) ;

$keyPair = self:: getKeyPair();
$hashAlg = LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA256;

$expectedProtectionAlg =
Labsec_Security_Certification_ObjectldentifierFactory ::
getObjectldentifierByAlgorithm (
$keyPair —>getPrivateKey ()—>getAlgorithm () , $hashAlg
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)
$header —>setProtectionAlg ($expectedProtectionAlg);

$signer = new SGCI_PKIMessageSigner () ;
$signer —>sign ($this —>_pkiMessage , $hashAlg, $keyPair—>
getPrivateKey ());

$signature = $this —>_pkiMessage—>getSignature () ;

$expectedXML = self ::getXML(S$header, $body, $signature);
$actualXM1 = $this —>_pkiMessage —>getXMLEncoded () ;

$dom = new DOMDocument() ;
$dom—>loadXML ( $actualXMl) ;
$this —>assertEquals ($expected XML, $actualXMl);

}

/* *
* Returns the body of a PKIMessage
*
* @return SGCI_PKIMessage_Body
*/
public static function getBody ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (2) ;
$body = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;
$certReq = new
SGCI_PKIMessage_CertificationRequestMessage () ;
$certReq—>setCertReqld (5);
$certReq—>setCertTemplate ($certTemplate);
$body —>addCertReqMsg ( $certReq) ;

return $body;
1

/% %
* Returns the header of a PKIMessage
*
* @return SGCI_PKIMessage_Header
*/
public static function getHeader ()
{
$header = new SGCI_PKIMessage_Header () ;
$gn = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
03
$sender = new
Labsec_Security_Certification_DataTypes_RDNSequence
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*
*
*/

public static function getXML

(

Q)
$sender —>addEntry (’CN’, ’Sender’);
$gn—>addDirectoryName ( $sender) ;
$header —>setSender ($gn);
$gn = new
Labsec_Security_Certification_DataTypes_DirectoryNamg

(O

$recipient = new
Labsec_Security_Certification_DataTypes_RDNSequence
Q)

$recipient —>addEntry (’CN’, ’Recipient’);
$gn—>addDirectoryName ( $recipient);
$header—>setRecipient ($gn);

return $header;

Construct the XML from the parameters and return a string
representation of the XML

@param SGCI_PKIMessage_Header $header The header of
the PKIMessage

@param SGCI_PKIMessage_Body $body The body of the
PKIMessage

@param string $signature The signature of
the PKIMessage

@return string

SGCI_PKIMessage_Header $header,
SGCI_PKIMessage_Body $body,
$signature = null

$xml = new DOMDocument() ;
$pkiMessage = $xml—>createElement (’PKIMessage?’);

$headerXML = S$header —>getXMLEncoded(’header’);
$headerXML = $xml—>importNode ($header XML, true);
$pkiMessage —>appendChild ($headerXML) ;

$bodyElement = $xml—>createElement(’body’);
$bodyXML = $body—>getXMLEncoded () ;

$bodyXML = $xml—>importNode ($bodyXML, true);
$bodyElement—>appendChild ($bodyXML) ;
$pkiMessage —>appendChild ($bodyElement) ;

if ($signature !== null) {
$signature = base64_encode( $signature);
$protection = $xml—>createElement (’protection’,
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$signature);
$pkiMessage —>appendChild ($protection);
}
$xml—>appendChild ($pkiMessage) ;

return $xml—>saveXML () ;

Cédigo Fonte C.36: Classe SGCI_PKIMessageTest

<?php

VEE

* Class that tests the SGCI_PKIMessageSigner class

*

*/

class SGCI_PKIMessageSignerTest extends
PHPUnit_Framework_TestCase

{

/* *

* Class being tested.

*

* @var SGCI_PKIMessageSigner
*/

protected $_signer;

/% %
* Instantiate a SGCI_PKIMessageSigner object
*
* @return void
*/
public function setUp ()
{
$this —>_signer = new SGCI_PKIMessageSigner () ;
}

/% %
* Test for sign
*
* @return void
*/

public function testSignWithoutBodyShoulThrowAnException ()
{

$this —>setExpectedException (?>SGCI_Exception?);

$body = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;

$pkiMessage = new SGCI_PKIMessage () ;

$pkiMessage —>setBody ($body) ;

$this —>_signer —>sign (
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$pkiMessage, >SHA1’, SGCI_PKIMessageTest:: getKeyPair
()—>getPrivateKey ()

)s

}

/% %

*x Test for sign

*

* @return void

*/

public function testSignWithoutHeaderShoulThrowAnException
O

{
$this —>setExpectedException (?>SGCI_Exception?);
$header = new SGCI_PKIMessage_Header () ;
$pkiMessage = new SGCI_PKIMessage () ;
$pkiMessage —>setHeader ($header) ;
$this —>_signer —>sign (

$pkiMessage , >SHA1’, SGCI_PKIMessageTest:: getKeyPair
()—>getPrivateKey ()

)3

}

/% %

* Test for sign

*

* @param string $hashAlgorithm The hash to be used for
signing the PKIMessage

* @param string S$keyAlgorithm The key algorithm to be used
for signing the PKIMessage

* @dataProvider SignAlgorithmProvider
* @return void
*/
public function testCanSign (S$hashAlgorithm, $keyAlgorithm)
{
$header = SGCI_PKIMessageTest:: getHeader () ;
$body = SGCI_PKIMessageTest:: getBody () ;
$pkiMessage = new SGCI_PKIMessage () ;

$pkiMessage —>setHeader ($header);
$pkiMessage —>setBody ($body) ;

$keyPair = SGCI_PKIMessageTest:: getKeyPair($keyAlgorithm
)3

$expectedProtectionAlg =
Labsec_Security_Certification_ObjectldentifierFactory ::
getObjectldentifierByAlgorithm (
$keyPair —>getPrivateKey ()—>getAlgorithm () ,
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$hashAlgorithm
)s

$header —>setProtectionAlg ($expectedProtectionAlg);

$pkiMessage = $this —>_signer —>sign ($pkiMessage ,
$hashAlgorithm , $keyPair—>getPrivateKey ());

$this —>assertTrue ($this —>_signer —>verify ($pkiMessage ,
$keyPair —>getPublicKey ()));

$actualProtectionAlg = $pkiMessage —>getHeader ()—>
getProtectionAlg () ;

$this —>assertEquals ($expectedProtectionAlg ,
$actualProtectionAlg);

}

VER:
x Data provider for SignAlgorithmProvider
*
* @return array
*/
public function signAlgorithmProvider ()
{
return array (
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHALI,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA?224,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA256,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA384,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAS12,
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Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAI,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA224,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA256,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA384,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
)
array (
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAS12,
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
)
)
}

VEE:

* Test for verify

*

* @return void

*/

public function
testVerifySignatureWithoutBodyShoulThrowAnException ()

{
$this —>setExpectedException (?SGCI_Exception’);

$body = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;

$pkiMessage = new SGCI_PKIMessage () ;

$pkiMessage —>setBody ($body) ;

$this —>_signer —>verify ($pkiMessage , SGCI_PKIMessageTest
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:: getKeyPair () —>getPublicKey ());

}
/% %

x Test for verify
*

* @return void
*/

public function
testVerifySignatureWithoutHeaderShoulThrowAnException
0O

$this —>setExpectedException (’SGCI_Exception’);

$header = new SGCI_PKIMessage_Header () ;
$pkiMessage = new SGCI_PKIMessage () ;
$pkiMessage —>setHeader ($header);

$this —>_signer —>verify (
$pkiMessage , SGCI_PKIMessageTest:: getKeyPair ()—>
getPublicKey ()
)s

Cédigo Fonte C.37: Classe SGCI_PKIMessageSignerTest

<?php
/% %
* Class that tests the SGCI_PKIStatus class
*/
class SGCI_PKIStatusTest extends PHPUnit_Framework_TestCase
{
/% %
* Test for VerifyStatus
*
* @param integer $status A status provided by the
statusProvider
*
* @dataProvider statusProvider
* @return void
*/
public function testCanVerifyStatus ($status)
{
$valid = SGCI_PKIStatus:: verifyStatus ($status);
$this —>assertTrue ($valid);

}

/% %

* DataProvider with correct status
*

* @return void
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*/
public function statusProvider ()
{
return array (
array (SGCI_PKIStatus : : STATUS_ACCEPTED) ,
array (SGCI_PKIStatus : : STATUS_GRANTED_WITH_MODS) ,
array (SGCI_PKIStatus : : STATUS_KEY_UPDATE_WARNING)

array (SGCI_PKIStatus :: STATUS_REJECTION) ,

array (SGCI_PKIStatus ::
STATUS_REVOCATION_NOTIFICATION) ,

array (SGCI_PKIStatus : : STATUS_REVOCATION_WARNING)

array (SGCI_PKIStatus :: STATUS_WAITING) ,
)

x Test for VerifyStatus

* @param mixed $status A status provided by
wrongStatusProvider
*
* @dataProvider wrongStatusProvider
* @return void
*/
public function testVerifyStatusWithInvalidStatus ($status)
{
$valid = SGCI_PKIStatus:: verifyStatus ($status);
$this —>assertFalse ($valid);
}

/% *
* DataProvider with incorrect status
*
* @return void
*/
public function wrongStatusProvider ()
{
return array (
array (10),
array (°7’),
array (array (1)),

)

Cddigo Fonte C.38: Classe SGCI_PKIStatusTest

<?php
/% %
x Class that tests the SGCI_PKIStatusInfo class
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*/
class SGCI_PKIStatusInfoTest extends PHPUnit_Framework_TestCase

{

/% %

* Class being tested.

*

* @var SGCI_PKIStatusInfo
*/

protected $_statusInfo;

/% %
x Instantiate a SGCI_PKIStatusIinfo object
*
* @return void
*/
public function setUp ()
{
$this —>_statusInfo = new SGCI_PKIStatusInfo ();
}
/* %
* Test for loadXML
*
* @return void
*/

public function testLoadXMLWithOnlyRequiredFields ()
{
$status = SGCI_PKIStatus :: STATUS_ACCEPTED;
$xml = $this —>_getDomNode( $status);
$this —>_statusInfo —>loadXML ($xml) ;
$this —>assertEquals ($status , $this —>_statusInfo —>
getStatus ());
$this —>assertNull ($this —>_statusInfo —>getStatusString ())

$this —>assertNull ($this —>_statusInfo —>getFaillnfo ());

}
/% %
* Test for loadXML
*
* @return void
*/
public function testLoadXMLAIIFields ()
{

$status = SGCI_PKIStatus :: STATUS_REJECTION ;

$statusString = ’this is a status string for the
rejection status’;

$faillnfo = SGCI_PKIFailurelnfo ::
FAILURE_BAD_CERT_TEMPLATE;

$xml = $this —>_getDomNode ( $status , $statusString ,
$faillnfo);

$this —>_statusInfo —>loadXML ($xml) ;
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$this —>assertEquals ($status , $this —>_statusInfo —>
getStatus () );
$this —>assertEquals ($statusString , $this —>_statusInfo —>
getStatusString ());
$this —>assertEquals ($faillnfo , $this—>_statusInfo —>
getFaillnfo ());
}

VER:

* Construct the XML from the parameters and return a
DomNode representation of the XML

*

* @param integer $status The status

* @param string $statusString A human readable information
for status

* @param integer $faillnfo A failure information for
status

*

* @return DOMNode

*/

protected function _getDomNode ($status, $statusString =
null , $faillnfo = null)

{
$xml = $this —>_getXML( $status , $statusString , $faillnfo)
$dom = new DOMDocument() ;
$dom—>load XML ($xml) ;
return $dom—>getElementsByTagName (?PKIStatusInfo?’)—>item

(0);

}

/% *

* Test for setStatus

*

* @return void

*/

public function testCanSetStatus ()

{
$expectedStatus = SGCI_PKIStatus :: STATUS_ACCEPTED;
$this —>_statusInfo —>setStatus ($expectedStatus);
$actualStatus = $this —>_statusInfo —>getStatus ();
$this —>assertEquals ($expectedStatus , $actualStatus);

1

/% %

x Test for setStatus

*

* @return void

*/

public function testSetInvalidStatusShouldThrowException ()

{

$this —>setExpectedException (’




231

SGCI_Exception_InvalidParameter’);
$this —>_statusInfo —>setStatus (’InvalidStatus’);

}
VEE:
* Test for setStatusString
*
* @return void
*/
public function testSetStatusString ()
{
$expectedStatusString = ’This is the expected status
string’;
$this —>_statusInfo —>setStatusString (
$expectedStatusString);
$actualStatusString = $this —>_statusInfo —>
getStatusString () ;
$this —>assertEquals ($expectedStatusString ,
$actualStatusString);
}
/% %
x Test for setStatusString
*
*x @return void
*/

public function
testSetInvalidStatusStringShouldThrowException ()

{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);
$this —>_statusInfo —>setStatusString (array());
}
/* *
* Test for setFaillnfo
*
* @return void
*/
public function testCanSetFaillnfo ()
{
$this —>_statusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_REJECTION) ;
$expectedFaillnfo = SGCI_PKIFailurelnfo ::
FAILURE_BAD_CERT_ID;
$this —>_statusInfo —>setFaillnfo ($expectedFaillnfo);
$actualFaillnfo = $this —>_statusInfo —>getFaillnfo () ;
$this —>assertEquals ($expectedFaillnfo, $actualFaillnfo);
}
/* *

* Test for setFaillnfo
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*

* @return void

*/

public function testSetInvalidFaillnfoShouldThrowException

O

{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);
$this —>_statusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_REJECTION) ;
$this —>_statusInfo —>setFaillnfo (’InvalidFaillnfo?);
}
/% *
* Test for setFaillnfo
*
* @return void
*/

public function

testSetFaillInfoWithNotRejectionStatusShouldThrowException

O

$this —>setExpectedException (?>SGCI_Exception?);

$this —>_statusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_ACCEPTED) ;

$expectedFaillnfo = SGCI_PKIFailurelnfo ::
FAILURE_BAD_CERT_ID;

$this —>_statusInfo —>setFaillnfo ($expectedFaillnfo);

}

VEES

* Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncondedWithOnlyRequiredFields ()
{
$status = SGCI_PKIStatus :: STATUS_ACCEPTED;
$expectedXML = $this —>_getXML( $status);
$this —>_statusInfo —>setStatus ( $status);
$pkiStatusInfo = $this —>_statusInfo —>getXMLEncoded () ;
$xml = new DomDocument() ;
$pkiStatusInfoXML = $xml—>importNode($pkiStatusInfo ,
true) ;
$xml—>appendChild ($pkiStatusInfoXML) ;
$this —>assertTrue ($xml—>schemaValidateSource ($this —>
_getPKIStatusInfoXMLSchema()));
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;
}

/% %
* Test for getXMLEncoded
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*

*x @return void

*/

public function testGetXMLEncondedWithAllFields ()

{
$status = SGCI_PKIStatus :: STATUS_REJECTION
$statusString = ’This is a status string?’;
$faillnfo = SGCI_PKIFailurelnfo :: FAILURE CERT REVOKED;
$expectedXML = $this —>_getXML( $status , $statusString ,

$faillnfo);

$this —>_statusInfo —>setStatus ($status);
$this —>_statusInfo —>setStatusString ($statusString);
$this —>_statusInfo —>setFaillnfo ($faillnfo);
$pkiStatusInfo = $this —>_statusInfo —>getXMLEncoded () ;

$xml = new DomDocument() ;
$pkiStatusInfoXML = $xml—>importNode($pkiStatusInfo ,
true) ;

$xml—>appendChild ($pkiStatusInfoXML) ;

$this —>assertTrue ($xml—>schemaValidateSource ( $this —>
_getPKIStatusInfoXMLSchema ()));

$this —>assertEquals ($expected XML, $xml—>saveXML());

}
/% %

* Test for getXMLEncoded
E3

* @return void

*/

public function
testGetXMLEncodedWithoutStatusShouldThrowException ()

{
$this —>setExpectedException (?>SGCI_Exception?);
$this —>_statusInfo —>getXMLEncoded () ;

}

/% %

x Construct the XML from the parameters and return a string
representation of the XML

* @param integer $status The status

* @param string $statusString A human readable information
for status

* @param integer $faillnfo A failure information for
status

*

* @return string

*/

protected function _getXML ($status, $statusString = null,
$faillnfo = null)

{
$statusStringXML = 27
$faillnfoXML = 27
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l==

if ($statusString null) {

$statusStringXML = ’<statusString>’ $statusString
’</statusString>’;
}
if ($faillnfo !== null) {
$faillnfoXML = ’<faillnfo>’ $faillnfo ’</
faillnfo>?;
}
$xml = ’<?xml version="1.0"?>’ PHP_EOL . °’<
PKIStatusInfo>’
’<status>’ $status ’</status>? $statusStringXML

$faillnfoXML
’</PKIStatusInfo>’
return $xml;

PHP_EOL;

}

/% %

* Returns the XML schema for the PKIStatusInfo
*

* @return string

*/

protected function _getPKIStatusInfoXMLSchema ()
{

structure

return

’<?7xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="PKIStatusInfo">
<xs:complexType>
<xs:sequence>

<xs:element name
="status"
type="zxs:
integer"/>
element name

<xs:

statusString
" type="xs:
string"
minQOccurs
=lloll/>
element name
="failInfo"
type="xs:
integer"
minOccurs
=u0||/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xXs:

</xs:schema>’;
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Codigo Fonte C.39: Classe SGCI_PKIStatusInfoTest

<?php

require_once __DIR__ . ’/Body/InitializationRequestMessageTest.
php’;

/% %

x Class that tests the SGCI_PKIMessage_BodyFactory class

*/

class SGCI_PKIMessage_BodyFactoryTest extends
PHPUnit_Framework_TestCase

{

/% %

* Test for getPKIBodyByXML
*

* @return void

*/

public function testCanGetlnitializationRequestByXML ()
{
$expectedBody =
SGCI_PKIMessage_Body_InitializationRequestMessageTest ::
getlnitializationRequestMessage () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% *

* Test for getPKIBodyByXML

*

* @return void

*/

public function testCanGetlnitializationResponseByXML ()

{
$expectedBody =
SGCI_PKIMessage_Body_InitializationResponseMessageTest

::getlnitializationResponseMessage (

)

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);

/% %
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* Test for getPKIBodyByXML
*
* @return void
*/
public function testCanGetCertificationRequestByXML ()
{
$expectedBody =
SGCI_PKIMessage_Body_CertificationRequestMessageTest
::getCertificationRequestMessage () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% *

* Test for getPKIBodyByXML

*

* @return void

*/

public function testCanGetCertificationResponseByXML ()

{
$expectedBody =
SGCI_PKIMessage_Body_CertificationResponseMessageTest ::

getCertificationResponseMessage () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% %
x Test for getPKIBodyByXML
*
* @return void
*/
public function testCanGetRevocationRequestByXML ()
{
$expectedBody =
SGCI_PKIMessage_Body_RevocationRequestMessageTest ::
getRevocationRequestMessage () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% %
* Test for getPKIBodyByXML
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*
* @return void
*/
public function testCanGetRevocationResponseByXML ()
{
$expectedBody =
SGCI_PKIMessage_Body_RevocationResponseMessageTest ::
getRevocationResponseMessage () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/* *

* Test for getPKIBodyByXML
*
* @return void
*/
public function testCanGetListCertsReqByXML ()
{
$expectedBody = new
SGCI_PKIMessage_Body_ListCertificatesRequest () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% *

* Test for getPKIBodyByXML
*
* @return void
*/
public function testCanGetListCertsRepByXML ()
{
$expectedBody = new
SGCI_PKIMessage_Body_ListCertificatesResponse () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% *

* Test for getPKIBodyByXML
*

* @return void
*/




public function testCanGetTrustedRelReqByXML ()

{
$expectedBody = $this —>_getTrustedRelReq () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% %

* Returns a SGCI_PKIMessage_Body_TrustedRelationshipRequest
object

*

* @return SGCI_PKIMessage_Body_TrustedRelationshipRequest

*/

protected function _getTrustedRelReq ()

$iPAddress = new
Labsec_Security_Certification_DataTypes_IPAddress ()

$iPAddress —>setIPAddress (°192.168.66.5%);

$trustedRelReq = new
SGCI_PKIMessage_Body_TrustedRelationshipRequest () ;
$trustedRelReq —>setRequester (
$iPAddress ,
SGCI_PKIMessage_Body_TrustedRelationshipRequestT
::getCertificate ()
)3

return $trustedRelReq;
}

/% %

* Test for getPKIBodyByXML

*

* @return void

*/

public function testCanGetTrustedRelRepByXML ()

{
$expectedBody = $this —>_getTrustedRelRep () ;

$body = SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML (
$expectedBody —>getXMLEncoded () ) ;

$this —>assertEquals ($expectedBody , $body);
}

/% %
* Returns a
SGCI_PKIMessage_Body_TrustedRelationshipResponse

est
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object
*
* @return SGCI_PKIMessage_Body_TrustedRelationshipResponse
*/
protected function _getTrustedRelRep ()
{
$status = new SGCI_PKIStatusInfo();
$status —>setStatus (SGCI_PKIStatus :: STATUS_REJECTION) ;

$trustedRelRep = new
SGCI_PKIMessage_Body_TrustedRelationshipResponse () ;
$trustedRelRep —>setStatus ($status);

return $trustedRelRep;

}

/% %

* Test for getPKIBodyByXML

*

* @return void

*/

public function
testGetPKIBodyByXmlWithInvalidBodyShouldThrowException

O

$this —>setExpectedException (?SGCI_Exception?);
$xml = ’<invalid><test>test</test></invalid>’;
$domDoc = new DOMDocument () ;

$domDoc—>loadXML ($xml) ;
$node = $domDoc—>getElementsByTagName (’invalid’)—>item

(0)

SGCI_PKIMessage_BodyFactory :: getPKIBodyByXML ( $node) ;

Cddigo Fonte C.40: Classe SGCI_PKIMessage_BodyFactoryTest

<?php

/% %

% Class that tests the SGCI_PKIMessage_CertificateTemplate
class

*/

class SGCI_PKIMessage_CertificateTemplateTest extends
PHPUnit_Framework_TestCase

{
/% %
* Class being tested.
*
* @var SGCI_PKIMessage_CertificateTemplate
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*/
protected $_certTemplate;

/% *

* Instantiate a SGCI_PKIMessage_CertificateTemplate object
*

* @return void

*/
public function setUp ()
{
$this —>_certTemplate = new
SGCI_PKIMessage_CertificateTemplate () ;
}
VEES
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithOnlyVersion ()
{
$version = 1;
$xml = $this —>_getDomNode ($version);
$this —>_certTemplate —>loadXML ($xml) ;
$this —>assertEquals ($version, $this—>_certTemplate —>
getVersion());
$this —>assertNull ($this —>_certTemplate —>getPublicKey ());
$this —>assertNull ($this —>_certTemplate —>getSerialNumber
0)s
$this —>assertNull ($this —>_certTemplate —>getSubject());
}
/% %
* Test for loadXML
*
* @return void
*/

public function testLoadXMLWithOnlySerialNumber ()
{

$serialNumber = 5;

$xml = $this —>_getDomNode (null , $serialNumber);

$this —>_certTemplate —>loadXML ( $xml) ;

$this —>assertEquals ($serialNumber, $this —>_certTemplate
—>getSerialNumber ());

$this —>assertNull ($this —>_certTemplate —>getPublicKey ());

$this —>assertNull ($this —>_certTemplate —>getVersion () );

$this —>assertNull ($this —>_certTemplate —>getSubject());
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/% *
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithOnlySubject ()
{
$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
(O
$subject —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence
: : COMMON_NAME,
’CommonName ?
)
$subject —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence
:: ORGANIZATION_UNIT,
’OrganizationUnit’

)
$xml = $this —>_getDomNode (null , null, $subject);
$this —>_certTemplate —>loadXML ($xml) ;

$actualSubject = $this —>_certTemplate —>getSubject ()—>
getEntries () ;

$this —>assertEquals ($subject —>getEntries (),
$actualSubject);

$this —>assertNull ($this —>_certTemplate —>getPublicKey ());

$this —>assertNull ($this —>_certTemplate —>getSerialNumber
0);

$this —>assertNull ($this —>_certTemplate —>getVersion () );

}

/* *
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithOnlyPubKey ()
{
$pubKey = $this —>_getPublicKey () —>getPemEncoded () ;

$xml = $this —>_getDomNode (null , null, null, $pubKey);
$this —>_certTemplate —>loadXML ($xml) ;
$this —>assertEquals ($pubKey, $this —>_certTemplate —>

getPublicKey () —>getPemEncoded () ) ;
$this —>assertNull ($this —>_certTemplate —>getVersion () );
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$this —>assertNull ($this —>_certTemplate —>getSerialNumber
0)s
$this —>assertNull ($this —>_certTemplate —>getSubject());
}

/% %
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithAllFields ()
{
$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
(O
$subject —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence
: : COMMON_NAME,
?CommonName
)
$subject —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence
:: ORGANIZATION_UNIT,
’OrganizationUnit’
)
$pubKey = $this —>_getPublicKey ()—>getPemEncoded () ;
$version = 0;
$serialNumber = 25;
$xml = $this —>_getDomNode ($version, $serialNumber,
$subject , $pubKey);
$this —>_certTemplate —>loadXML ($xml) ;
$this —>assertEquals ($version, $this —>_certTemplate —>
getVersion());
$this —>assertEquals ($serialNumber, $this —>_certTemplate
—>getSerialNumber () );
$actualSubject = $this —>_certTemplate —>getSubject ()—>
getEntries () ;
$this —>assertEquals ($subject —>getEntries () ,
$actualSubject);
$this —>assertEquals ($pubKey, $this —>_certTemplate —>
getPublicKey () —>getPemEncoded () ) ;
}
/% %

* Construct the XML from the parameters and return a
DomNode representation of the XML
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* @param integer

$version
The version of the
*
certificate
* @param integer
$serialNumber The serial number
*
of the certificate
* @param
Labsec_Security_Certification_DataTypes_RDNSequence
Ssubject The subject of
*
the certificate
* @param string
SpubKey
PEM encoded of
*
the public key
*
* @return DOMNode
*/
protected function _getDomNode
(
$version = null ,
$serialNumber = null ,
$subject = null,
$pubKey = null
) A
$xml = $this —>_getXML($version, $serialNumber, $subject,
$pubKey) ;
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName (’CertTemplate’)—>item
(0);
}
/* *
x Test for setVersion
*
* @return void
*/

public function testCanSetVersion ()

{
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$version = 1;
$this —>_certTemplate —>setVersion ($version);

$this —>assertEquals ($version, $this —>_certTemplate —>
getVersion());

}

VEES

* Test for setVersion
%

* @return void

*/

public function testSetVersionWithNonInteger ()
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);
$this —>_certTemplate —>setVersion (array(21));

$this —>assertEquals ($version, $this—>_certTemplate —>
getVersion ());

}

/% %

* Test for setVersion
*

* @return void

*/

public function testSetVersionWithInvalidVersion ()
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter?’);

$this —>_certTemplate —>setVersion (5);

}

/% %
x Test for setSerialNumber
*
* @return void
*/
public function testCanSetSerialNumber ()
{
$serial = 1;
$this —>_certTemplate —>setSerialNumber ( $serial);

$this —>assertEquals ($serial , $this —>_certTemplate —>
getSerialNumber () ) ;
}

/% %
x Test for setSerialNumber
*
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* @return void
*/
public function testSetSerialNumberWithInvalidData ()
{
$this —>setExpectedException (?’
SGCI_Exception_InvalidParameter’);

$this —>_certTemplate —>setSerialNumber (°5°?);

}

/% %
x Test for setSubject
*
* @return void
*/
public function testCanSetSubject ()
{
$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
Q)
$subject —>addEntry (’CN’, ’Test’);
$this —>_certTemplate —>setSubject ( $subject);

$this —>assertEquals ($subject, $this —>_certTemplate —>
getSubject ());
}

VEE:
* Test for setSubject
*
* @return void
*/
public function testSetSubjectWithEmptyDN ()
{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);

$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
(O

$this —>_certTemplate —>setSubject ( $subject);

}

/* *
* Test for setPublicKey
*
* @return void
*/
public function testCanSetPublicKey ()
{
$pubKey = $this —>_getPublicKey () ;
$this —>_certTemplate —>setPublicKey ($pubKey) ;
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$this —>assertTrue (
$this —>_certTemplate —>getPublicKey () instanceof
Labsec_Security_Crypto_PublicKey
)3
}

VEES
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlyVersionSetted ()
{
$version = O0;
$expectedXML = $this —>_getXML($version);

$this —>_certTemplate —>setVersion ($version);

$certTemplateXML = $this —>_certTemplate —>getXMLEncoded ()

$xml = new DomDocument() ;

$certTemplateXML = $xml—>importNode ($certTemplateXML ,
true) ;
$xml—>appendChild ($certTemplateXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getCertTemplateXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% *

* Test for getXMLEncoded
*

* @return void

*/

public function
testGetXMLWithEmptyCertTemplateShouldThrowException ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_certTemplate —>getXMLEncoded () ;
}

/% *

* Test for getXMLEncoded
*

* @return void
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*/
public function testGetXMLEncodedWithOnlySerialNumberSetted
O
{

$serialNumber = 2;
$expectedXML = $this —>_getXML(null, $serialNumber);

$this —>_certTemplate —>setSerialNumber ($serialNumber) ;

$certTemplateXML = $this —>_certTemplate —>getXMLEncoded ()

$xml = new DomDocument() ;

$certTemplateXML = $xml—>importNode ($certTemplateXML ,
true) ;

$xml—>appendChild ($certTemplateXML) ;
$validSchema = $xml—>schemaValidateSource ($this —>
_getCertTemplateXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/* *

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithOnlySubjectSetted ()

{
$commonName = ’My Test’;
$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
O
$subject —>addEntry (°CN’, $commonName) ;

$expectedXML = $this —>_getXML(null, null, $subject);
$this —>_certTemplate —>setSubject ( $subject);

$certTemplateXML = $this —>_certTemplate —>getXMLEncoded ()

$xml = new DomDocument() ;
$certTemplateXML = $xml—>importNode ($certTemplateXML ,
true) ;

$xml—>appendChild ($certTemplateXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
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_getCertTemplateXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () );
}

/% %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithOnlyPublicKeySetted ()

{
$publicKey = $this —>_getPublicKey ();
$publicKeyPemEncoded = $publicKey —>getPemEncoded () ;

$expectedXML = $this —>_getXML(null, null, null,
$publicKeyPemEncoded) ;

$this —>_certTemplate —>setPublicKey ($publicKey);

$certTemplateXML = $this —>_certTemplate —>getXMLEncoded ()

5

$xml = new DomDocument() ;

$certTemplateXML = $xml—>importNode ($certTemplateXML ,
true);

$xml—>appendChild ($certTemplateXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getCertTemplateXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

/% %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithAllValuesSetted ()
{
$commonName = ’Test’;
$subject = new
Labsec_Security_Certification_DataTypes_RDNSequence
03
$subject —>addEntry (’CN’, $commonName) ;

$publicKey = $this —>_getPublicKey () ;
$publicKeyPemEncoded = $publicKey —>getPemEncoded () ;
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$version = 1;

$serialNumber = 5;

$expectedXML = $this —>_getXML($version, $serialNumber ,
$subject, $publicKeyPemEncoded);

$this —>_certTemplate —>setVersion ($version);

$this —>_certTemplate —>setSerialNumber ($serialNumber) ;
$this —>_certTemplate —>setSubject ($subject);

$this —>_certTemplate —>setPublicKey ($publicKey);

$certTemplateXML = $this —>_certTemplate —>getXMLEncoded ()

$xml = new DomDocument() ;

$certTemplate XML = $xml—>importNode ($certTemplateXML ,
true) ;
$xml—>appendChild ($certTemplateXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getCertTemplateXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% %

* Generates a public key

*

* @return Labsec_Security_Crypto_PublicKey
*/

protected function _getPublicKey ()
{
$keyBuilder = new
LabsecCL_Security_Crypto_KeyPairBuilderCL (
Labsec_Security_Crypto_AsymmetricKey : : ALGORITHM_RSA
)s
$keyBuilder —>setSize (1024);
$keyPair = $keyBuilder —>getKeyPair () ;
return $keyPair —>getPublicKey () ;
}

/% %
x Construct the XML from the parameters and return a string
representation of the XML
*
* @param integer
$version
The version of the

certificate
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* @param integer

$serialNumber The serial number

*
of the certificate

* @param
Labsec_Security_Certification_DataTypes_RDNSequence
Ssubject The subject of

*

the certificate
* @param string
SpubKey
PEM encoded of

the public key

*

* @return string

*/

protected function _getXML

(
$version = null ,
$serialNumber = null ,
$subject = null,
$pubKey = null

$versionXML = ?7;
$serialNumberXML = ??;
$subjectXML = ?7;
$pubKeyXML = 27
if ($version !== null) {
$versionXML = ’<version>’ . $version . ’</version>’;
}
if ($serialNumber !== null) {
$serialNumberXML = ’<serialNumber>’ . $serialNumber
’</serialNumber>’;
}
if ($subject !== null) {
$subjectXML = $subject —>getEntriesAsDomNode (’>subject
)5
$doc = new DOMDocument() ;
$subjectXML = $doc—>importNode ($subjectXML , true);
$subjectXML = $doc—>saveXML ($subjectXML) ;
}
if ($pubKey !== null) {
$pubKeyXML = ’<publicKey>’ . $pubKey . ’</publicKey>
)

B

}
$xml = ?<?xml version="1.0"7?>’ . PHP_EOL . ’<
CertTemplate>’ . $versionXML
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$serialNumberXML . $subjectXML . $pubKeyXML . ’</
CertTemplate>’
PHP_EOL;
return $xml;
}
/% %
* Returns the XML schema for the CertTemplate structure
*
* @return string
*/
protected function _getCertTemplateXMLSchema ()
{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">
<xs:element name="CertTemplate">
<xs:complexType>
<xs:sequence>
<xs:element ref
="version"
minOccurs
="on/> <!1--
Optional
->
<xs:element name

serialNumber
" minQOccurs
=I|Oll type=’|
xs:integer
"> <t
Optional
-=>
<xs:element ref
="subject"
minOccurs
=uon/> <V
Optional
-—>
<xs:element name
="publicKey
" minOccurs
=Il0ll type=ll
xs:string
"> <t--
Optional
-=>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="version"
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<xs:

substitutionGroup="Version"/>

element name="Version">
<xs:simpleType>
<xs:restriction base="xs
:integer">
<xs:enumeration
value="0"/>
<t-- vi
-=>
<xs:enumeration
value="1"/>
<!'-- v2
-=>
<xs:enumeration
value="2"/>
<!-- v3
-->
</xs:restriction>
</xs:simpleType>

</xs:element>

<xs:

element name="subject"
substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">

<xs:complexType>
<xs:sequence>
<xs:choice>

<xs:element name
=I|Cll type=ll
xs:string
u/> <lo-
Country -->

<xs:element name
=I|Lll type=ll
xs:string
ll/> <lo.
Locality
-->

<xs:element name
=IISTII type
="xs:string
"> <h--
State or
province
-->

<xs:element name
=Il0’l type=ll
xs:string
u/> <o
Organization




253

-=>
<xs:element name
=IIOU’I type
="xs:string
"> <o
Organization
Unit -->
<xs:element name
=Il(:l\]ll type
="xs:string
"> <o
Common Name
-=>
<xs:element name
="STREET"
type="xs:
string"/>
<!-- Street
Address
-->
<xs:element name
=IIE’I type=ll
xs:string
"/> <t-- E-
mail
Address -->
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;

Cédigo Fonte C.41: Classe SGCI_PKIMessage_CertificateTemplateTest

<?php

/% %

* Class that tests the
SGCI_PKIMessage_CertificationRequestMessage class

*/

class SGCI_PKIMessage_CertificationRequestMessageTest extends
PHPUnit_Framework_TestCase

/% %

* Class being tested.

*

* @var SGCI_PKIMessage_Body_CertificationRequestMessage
*/

protected $_certRequest;

/% %
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* Instantiate a SGCI_PKIMessage_CertificationRequestMessage
object.
*
* @return void
*/
public function setUp ()
{
$this —>_certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;
}
/% %
* Test for loadXML
*
* @return void
*/
public function testLoadXML ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O

$certTemplate —>setSerialNumber (1) ;

$certReqld = 1;
$xml = $this —>_getDomNode ($certReqld, $certTemplate);

$this —>_certRequest —>setCertReqld ($certReqld);
$this —>_certRequest —>setCertTemplate ($certTemplate);

$this —>_certRequest —>load XML ($xml) ;

$this —>assertEquals ($certReqld, $this—>_certRequest —>
getCertReqld ());
$this —>assertEquals ($certTemplate , $this —>_certRequest —>
getCertTemplate () ) ;
}

Ve

* Construct the XML from the parameters and return a
DomNode representation of the XML

*

* @param integer $certReqld
The id of the request

* @param SGCI_PKIMessage_CertificateTemplate $certTemplate
The template for the request

*

* @return void

*/
protected function _getDomNode
(
$certReqld ,
SGCI_PKIMessage_CertificateTemplate $certTemplate
) A

$xml = $this —>_getXML($certReqld, S$certTemplate);
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$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;

return $dom—>getElementsByTagName (’CertReqMsg’)—>item (0)

B

}

VER:
* Test for setCertReqld
*
* @return void
*/
public function testCanSetCertReqld ()
{
$id = 1;
$this —>_certRequest —>setCertReqld ($id);

$this —>assertEquals ($id, $this —>_certRequest—>
getCertReqld () );
}

/% *
* Test for setCertReqld
*
* @return void
*/
public function testSetCertReqldWithInvalidld ()
{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);

$this —>_certRequest —>setCertReqld (array(5));

}
/% %
x Test for setCertTemplate
*
* @return void
*/
public function testCanSetCertTemplate ()
{
$this —>_certRequest —>setCertTemplate (new
SGCI_PKIMessage_CertificateTemplate () ) ;
$this —>assertTrue (
$this —>_certRequest —>getCertTemplate () instanceof
SGCI_PKIMessage_CertificateTemplate
)
}

/% %
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* Test for getXMLEncoded

*

* @return void

*/

public function
testGetXMLEncodedWithoutCertReqIldShouldThrowException

O
$this —>setExpectedException (?>SGCI_Exception’);

$this —>_certRequest —>setCertTemplate (new
SGCI_PKIMessage_CertificateTemplate () ) ;
$this —>_certRequest —>getXMLEncoded () ;
}

/% *

* Test for getXMLEncoded

*

* @return void

*/

public function
testGetXMLEncodedWithoutCertTemplateShouldThrowException
O

$this —>setExpectedException (?>SGCI_Exception?);

$this —>_certRequest —>setCertReqld (1) ;
$this —>_certRequest —>getXMLEncoded () ;
}

VEES

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncoded ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

O

$certTemplate —>setSerialNumber (5) ;

$certReqld = 1;
$expectedXML = $this —>_getXML($certReqld , $certTemplate)

5

$this —>_certRequest —>setCertReqld ($certReqld);
$this —>_certRequest —>setCertTemplate ($certTemplate);

$certReqXML = $this —_certRequest —>getXMLEncoded () ;

$xml = new DomDocument() ;
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$certReqXML = $xml—>importNode ($certReqXML , true);
$xml—>appendChild ($certReqXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getCertReqMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% %

* Construct the XML from the parameters and return a string
representation of the XML

*

* @param integer $certReqld
The id of the request

* @param SGCI_PKIMessage_CertificateTemplate $certTemplate
The template for the request

*
* @return void
*/
protected function _getXML
(
$certReqld ,
SGCI_PKIMessage_CertificateTemplate $certTemplate
) A
$certTemplateXML = $certTemplate —>getXMLEncoded (’
certTemplate’);
$doc = new DOMDocument() ;
$certTemplate XML = $doc—>importNode ($certTemplateXML ,
true) ;
$certTemplate XML = $doc—>saveXML ($certTemplateXML) ;
$xml = ?<?xml version="1.0"?>’ . PHP_EOL
’<CertReqlMsg>’ . ’<certReq>’
’<certReqld>’ . $certReqld . ’</certReqId>’
$certTemplateXML . ’</certReq>’
’</CertReqMsg>’ . PHP_EOL;
return $xml;
}
/% %

* Returns the XML schema for the CertRequest structure
*
* @return string
*/
protected function _getCertReqMsgXMLSchema ()
{

return ’<?xml version="1.0"7>
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<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">
<xs:element name="CertReqMsg">
<xs:complexType>
<xs:sequence>
<xs:element ref
="certReq
ll/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certReq"
substitutionGroup="CertRequest"/>

<xs:element name="CertRequest">
<xs:complexType>
<xs:sequence>
<xs:element name
="certReqld
" type="xs:
integer"/>
<xs:element ref
=n
certTemplate
u/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certTemplate"
substitutionGroup="CertTemplate"/>

<xs:element name="CertTemplate">
<xs:complexType>
<xs:sequence>
<xs:element ref
="yersion"”
minOccurs
=u0||/> <l__
Optional
-=>
<xs:element name
=n
serialNumber
" minQOccurs
=’IO’I type=ll
xs:integer
u/> <lo-
Optional
-->
<xs:element ref
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="subject"
minOccurs
=u0u/> <l_o-
Optional

>

<xs:element name
="publicKey
" minQOccurs
=Iloll type=ll
xs:string
"> <t
Optional
-->

</xs:sequence>
</xs:complexType>
</xs:element >

<xs:element name="version"
substitutionGroup="Version"/>

<xs:element name="Version">
<xs:simpleType>
<xs:restriction base="xs
tinteger">
<xs:enumeration
value="0"/>
<t-- vi
-=>
<xs:enumeration
value="1"/>
<!t-- v2
-—>
<xs:enumeration
value="2"/>
<t-- v3
-->
</xs:restriction>
</xs:simpleType>
</xs:element >

<xs:element name="subject"
substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">
<xs:complexType>
<xs:sequence>
<xs:choice>
<xXs:
elemg

name

nt

="c
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<xs:

<xXs:

<xs:

type

string

|l/>
<t--

Count

elemeg

name
=1L

type

string

n/>

<

Locali

elemg

name

ST"

type

string

n/>

Statg
or

ry

nt

nt

province

element




<xs:

<xs:
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name
="Q

type

Xs:

string

||/>

<t--

Organization

>

elemgnt

name

[

type

Xs:

string

||/>

<t--

Organization

Unit

-->

element

name

cN"

type

=
Xs:
strin
ll/>

<t--

Commg

g
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Name

<xs:
element

name
=n

STREET

type

Xs:
string

Il/>
<t--
Street

Address

<xs:
element

name
="E

type

string

||/>

<t--
E-
mail

Address

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element >
</xs:schema>’;

Cédigo Fonte C.42: Classe
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SGCI_PKIMessage_CertificationRequestMessageTest

<?php
/% %

* Class that tests the SGCI_PKIMessage_Header class

*/
class

SGCI_PKIMessage_HeaderTest extends

PHPUnit_Framework_TestCase

{

/% %

* Class being tested.

*

* @var SGCI_PKIMessage_Header
*/

protected $_header;

/% %

* The sender of the message.

*

* @var
Labsec_Security_Certification_DataTypes_DirectoryName

*/

protected $_sender;

/% *

* The recipient of the message.

3

* @var
Labsec_Security_Certification_DataTypes_DirectoryName

*/

protected $_recipient;

/% %

* Instantiate a SGCI_PKIMessage_CertificationRequestMessage
object and

% sets the sender and recipient

*

* @return void

*/

public function setUp ()

{

$this —>_header = new SGCI_PKIMessage_Header () ;

$this —>_sender = new
Labsec_Security_Certification_DataTypes_DirectoryNamg

03

$rdns = new
Labsec_Security_Certification_DataTypes_RDNSequence
(O

$rdns —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence
: : COMMON _NAME,
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’senderCN’
)

$this —>_sender —>addDirectoryName ( $rdns) ;

$this —>_recipient = new
Labsec_Security_Certification_DataTypes_DirectoryNamg
03

$rdns = new
Labsec_Security_Certification_DataTypes_RDNSequence
(O

$rdns —>addEntry (
Labsec_Security_Certification_DataTypes_RDNSequence

: : COMMON _NAME,

’recipientCN?’

)

$this —>_recipient —>addDirectoryName ( $rdns) ;

}

/% %
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithOnlyRequiredFields ()
{
$xml = $this —>_getDomNode ( $this —>_sender, $this—>
_recipient);

$this —>_header —>loadXML ($xml) ;

$this —>assertEquals (

$this —>_sender —>getDirectoryNames () ,

$this —>_header —>getSender ()—>getDirectoryNames ()
)

$this —>assertEquals (

$this —>_recipient —>getDirectoryNames () ,

$this —>_header —>getRecipient () —>getDirectoryNames ()
)3

$this —>assertNull ($this —>_header —>getMessageTime ());
$this —>assertNull ($this —>_header —>getRecipientKeyld ());
$this —>assertNull ($this —>_header —>getRecipientNonce ());
$this —>assertNull ($this —>_header —>getSenderKeyld ());
$this —>assertNull ($this —>_header —>getSenderNonce ());
$this —>assertNull ($this —>_header —>getTransactionld ());
$this —>assertNull ($this —>_header —>getProtectionAlg ());
}

/% %
* Test for loadXML
*
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* @return void
*/
public function testLoadXMLWithAllFields ()
{
$recipNonce = ’Recpl234’;
$senderNonce = ’Sender1234°’;
$transactionID = ’47;
$recipKID = ’RKID12347’;
$senderKID = >SKID1234°;
$time = new Zend_Date () ;
$messageTime = $time—>getTimestamp () ;

$protectionAlg =
Labsec_Security_Certification_ObjectldentifierFactory,
::getObjectldentifierByAlgorithm (
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_RSA,
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHAL1
)3

$xml = $this —>_getDomNode (
$this —>_sender , $this —>_recipient , $messageTime,
$protectionAlg ,
$senderKID , $recipKID, $transactionID , $senderNonce,
$recipNonce

)
$this —>_header —>load XML ($xml) ;

$this —>assertEquals (

$this —>_sender —>getDirectoryNames () ,

$this —>_header —>getSender ()—>getDirectoryNames ()
)

$this —>assertEquals (

$this —>_recipient —>getDirectoryNames () ,

$this —>_header —>getRecipient ()—>getDirectoryNames ()
)3

$this —>assertEquals ($messageTime, $this —>_header—>
getMessageTime ()—>getTimestamp () ) ;

$this —>assertEquals ($recipKID, $this —>_header —>
getRecipientKeyld ());

$this —>assertEquals ($recipNonce , $this —>_header —>
getRecipientNonce ());

$this —>assertEquals ($senderKID, $this —>_header —>
getSenderKeyld ());

$this —>assertEquals ($senderNonce , $this —>_header—>
getSenderNonce () ) ;

$this —>assertEquals ($transactionID , $this —>_header—>
getTransactionId ());
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$this —>assertEquals ($protectionAlg —>getOID () ,
$protectionAlg —>getOID () ) ;
}

/% *
* Construct the XML from the parameters and return a
DomNode representation of the XML

*
* @param
Labsec_Security_Certification_DataTypes_DirectoryName
$sender The sender of
*
the
message
* @param
Labsec_Security_Certification_DataTypes_DirectoryName
Srecipient The recipient
*
of the
message

* @param string

SmessageTime The time of
*
production of
*
the
message
* @param string
$protectionAlg The protection
*
algorithm used to
*
sign the message
* @param string
$senderKID The sender
*
key

identifier
* @param string

$recipientKID The recipient




*
*
*/

pro

(

}

/* *
*
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key
identifier
@param string
$transactionld The transaction
id
@param string
$senderNonce The nonce of
the sender

@param string

$recipientNonce The nonce of

the recipient
@return DOMNode
tected function _getDomNode

Labsec_Security_Certification_DataTypes_DirectoryName

$sender ,
Labsec_Security_Certification_DataTypes_DirectoryName
$recipient ,
$messageTime = null ,

$protectionAlg = null,
$senderKID = null ,
$recipientKID = null,

$transactionld = null,
$senderNonce = null ,
$recipientNonce = null

$xml = $this —>_getXML(
$sender, S$recipient, $messageTime, $protectionAlg,
$senderKID ,
$recipientKID , $transactionld , $senderNonce,
$recipientNonce
)
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName ( ’PKIHeader’)—>item (0) ;

Test for setSender
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*
* @return void

*/

public function testCanSetSender ()

{

$this —>_header —>setSender ( $this —>_sender);

$this —>assertEquals ($this —>_header —>getSender () ,
_sender);

}

VEE:

* Test for setRecipient

*

* @return void

*/

public function testCanSetRecipient ()

{

$this —>_header —>setRecipient ($this —>_recipient);

$this —>

$this —>assertEquals ($this —>_header —>getRecipient (),

$this —>_recipient);

}

/% *

* Test for setMessageTime

*

* @return void

*/

public function testCanSetMessageTimeAsString ()

{
$expectedDate = Zend_Date::now () ;

$this —>_header —>setMessageTime ( $expectedDate —>get () ) ;

$actualDate = $this —>_header —>getMessageTime () ;
$this —>assertEquals ($expectedDate , $actualDate);

}

/% %

* Test for setMessageTime
*

* @return void

*/

public function testCanSetMessageTimeAsZendDate ()

{
$expectedDate = Zend_Date ::now () ;
$this —>_header —>setMessageTime ($expectedDate) ;

$actualDate = $this —>_header —>getMessageTime () ;
$this —>assertEquals ($expectedDate , $actualDate);
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/% %
* Test for setSenderKeyld
*
* @return void
*/
public function testCanSetSenderKeyld ()
{
$senderKeyld = ’ABCD1234°’;
$this —>_header —>setSenderKeyld ($senderKeyld) ;

$this —>assertEquals ($senderKeyld, $this —>_header—>
getSenderKeylId());
1

/% %
x Test for setSenderKeyld
*
* @return void
*/
public function testSetSenderKeyIdWithInvalidId ()
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$senderKeyld = array(’nold’);
$this —>_header —>setSenderKeylId ( $senderKeyld) ;
1

/% %
x Test for setRecipientKeyld
*
* @return void
*/
public function testCanSetRecipientKeyId ()
{
$recipientKeyld = ?ABCD1234°;
$this —>_header —>setRecipientKeyld ($recipientKeyld);

$this —>assertEquals ($recipientKeyId , $this—>_header—>
getRecipientKeyld ());
}

/% %
x Test for setRecipientKeyld
*
* @return void
*/
public function testSetRecipientKeyldWithInvalidld ()
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);
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$recipientKeyld = new SGCI_PKIMessage () ;
$this —>_header —>setRecipientKeyld ($recipientKeyld);
}

/% *
* Test for setTransactionld
*
* @return void
*/
public function testCanSetTransactionld ()
{
$transactionld = 0;
$this —>_header —>setTransactionId ($transactionld);

$this —>assertEquals ($transactionld , $this —>_header —>
getTransactionld ());
}

/% %
* Test for setTransactionld
*
* @return void
*/
public function testSetTransactionldWithInvalidID ()
{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);

$this —>_header —>setTransactionld (array(’invalidID?));

}

/% *
* Test for setSenderNonce
*
* @return void
*/
public function testCanSetSernderNonce ()
{
$nonce = 2ABC123°;
$this —>_header —>setSenderNonce ($nonce) ;

$this —>assertEquals ($nonce, $this —>_header —>
getSenderNonce () ) ;
}

/% *

* Test for setSenderNonce

*

* @return void

*/

public function testSetSenderNonceWithInvalidNonce ()

{
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$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$this —>_header —>setSenderNonce (array(’invalidNonce’));

}

/% *

* Test for setRecipientNonce
*

* @return void

*/

public function testCanSetRecipientNonce ()

{
$nonce = ?ABC123°;
$this —>_header —>setRecipientNonce ($nonce) ;

$this —>assertEquals ($nonce, $this —>_header—>
getRecipientNonce ());
}

/* %

* Test for setRecipientNonce
*

* @return void

*/

public function testSetRecipientNonceWithInvalidNonce ()

{
$this —>setExpectedException (?’
SGCI_Exception_InvalidParameter’);

$this —>_header —>setRecipientNonce (Zend_Date ::now());

}

/% %

x Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithoutSender ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_header —>setRecipient ($this —>_recipient);
$this —>_header —>getXMLEncoded () ;
1

/% %

* Test for getXMLEncoded
E3

* @return void

*/

public function testGetXMLEncodedWithoutRecipient ()
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$this —>setExpectedException (?>SGCI_Exception?);

$this —>_header —>setSender ( $this —>_sender) ;
$this —>_header —>getXMLEncoded () ;
}

VEES

* Test for getXMLEncoded
%

* @return void

*/

public function testGetXMLEncodedOnlyWithRequiredFields ()

{
$expectedXML = $this —>_getXML( $this —>_sender, $this—>
_recipient);

$this —>_setRequiredFields () ;

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($header XML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/% %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithOnlyMessageTimeSetted

O
{

$time = new Zend_Date () ;

$messageTime = $time—>getTimestamp () ;

$expectedXML = $this —>_getXML($this —>_sender , $this —>
_recipient , $messageTime);

$this —>_setRequiredFields () ;

$this —>_header —>setMessageTime ( $time) ;
$headerXML = $this —>_header —>getXMLEncoded () ;

$xml = new DomDocument() ;
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$headerXML = $xml—>importNode ($headerXML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema() ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% %
x Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlySenderKIDSetted ()
{

$senderKID = 2ABCD1234°;

$expectedXML = $this —>_getXML(

$this —>_sender, $this —>_recipient, null, null,
$senderKID
)

$this —>_setRequiredFields () ;
$this —>_header —>setSenderKeyld ($senderKID) ;

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($headerXML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/* *
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlyRecipKIDSetted ()
{

$recipKID = 2ABCD12347;

$expectedXML = $this —>_getXML(

$this —>_sender, $this —>_recipient, null, null, null,
$recipKID
)

$this —>_setRequiredFields () ;
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$this —>_header —>setRecipientKeyld ($recipKID) ;

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($headerXML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}
VEES
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlyTransactionIDSetted
O
{
$transactionID = 227
$expectedXML = $this —>_getXML(
$this —>_sender, $this —>_recipient, null, null, null,
null , $transactionID
)
$this —>_setRequiredFields () ;
$this —>_header —>setTransactionld ($transactionID);
$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;
$headerXML = $xml—>importNode ($header XML, true);
$xml—>appendChild ($headerXML) ;
$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;
$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;
}
/% %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithOnlySenderNonceSetted
O

{
$senderNonce = ’ABCD1234°’;
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$expectedXML = $this —>_getXML(
$this —>_sender, $this —>_recipient, null, null, null,
null , null, $senderNonce

)

$this —>_setRequiredFields () ;
$this —>_header —>setSenderNonce ($senderNonce) ;

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($headerXML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema() ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

/* %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlyRecipNonceSetted ()
{

$recipNonce = ?ABCD12347;

$expectedXML = $this —>_getXML(

$this —>_sender , $this —>_recipient , null, null, null,
null , null, null, $recipNonce

)

$this —>_setRequiredFields () ;
$this —>_header —>setRecipientNonce ($recipNonce) ;

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($header XML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/* *

* Test for getXMLEncoded
*

* @return void
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*/
public function testGetXMLEncodedWithAllValuesSetted ()
{
$this —>_setRequiredFields () ;
$recipNonce = ’Recpl234’;
$senderNonce = ’Sender1234°’;
$transactionID = 247
$recipKID = ’RKID12347;
$senderKID = ’SKID1234°’;
$time = new Zend_Date () ;
$messageTime = S$time—>getTimestamp () ;

$protectionAlg =
Labsec_Security_Certification_ObjectldentifierFactory,
::getObjectldentifierByAlgorithm (
Labsec_Security_Crypto_AsymmetricKey ::
ALGORITHM_ECDSA,
LabsecCL_Security_Crypto_MessageDigestCL ::
ALGORITHM_SHA256
)

$expectedXML = $this —>_getXML(
$this —>_sender , $this —>_recipient,
$messageTime, $protectionAlg , $senderKID, $recipKID ,
$transactionID , $senderNonce, $recipNonce

)

$this —>_header —>setMessageTime ( $time) ;

$this —>_header —>setRecipientKeyld ($recipKID);
$this —>_header —>setRecipientNonce ($recipNonce) ;
$this —>_header —>setSenderKeyld ($senderKID) ;

$this —>_header —>setSenderNonce ($senderNonce) ;
$this —>_header —>setTransactionId ($transactionID);
$this —>_header —>setProtectionAlg ($protectionAlg);

$headerXML = $this —>_header —>getXMLEncoded () ;
$xml = new DomDocument() ;

$headerXML = $xml—>importNode ($headerXML, true);
$xml—>appendChild ($headerXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getPKIHeaderXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

/% *

* Sets the sender and the recipient of the PKIHeader
*

* @return void

*/
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protected function _setRequiredFields ()

{

$this —>_header —>setSender ( $this —>_sender) ;

$this —>_header —>setRecipient ($this —>_recipient);
}
/% *

* Returns a XML template for the PKIHeader structure
*

* @param
Labsec_Security_Certification_DataTypes_DirectoryName
$sender The sender of

*

the
message

* @param
Labsec_Security_Certification_DataTypes_DirectoryName
Srecipient The recipient

*

of the
message

* @param string
$SmessageTime The time of

*
production of

*

the
message

* @param string
$protectionAlg The protection

*

algorithm used to
*
sign the message

* @param string
$senderKID The sender

*

key

identifier
* @param string
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*

$recipientKID The recipient

key
identifier

@param string

$transactionld The transaction

id

@param string

$senderNonce The nonce of

the sender

@param string

$recipientNonce The nonce of

the recipient

* @return string

*/

protected function _getXML

(

Labsec_Security_Certification_DataTypes_DirectoryName

$sender ,
Labsec_Security_Certification_DataTypes_DirectoryName
$recipient ,
$messageTime = null ,

$protectionAlg = null,
$senderKID = null ,
$recipientKID = null,

$transactionld = null,
$senderNonce = null ,
$recipientNonce = null

$doc = new DOMDocument() ;

$senderXML = $sender —>getXMLEncoded(’sender’);
$senderXML $doc—>importNode ($senderXML, true);
$senderXML = $doc—>saveXML ($senderXML) ;

$recipientXML = S$recipient —>getXMLEncoded(’recipient’);
$recipientXML = $doc—>importNode (S$recipientXML , true);
$recipientXML $doc—>saveXML ($recipientXML) ;

$messageTimeXML = ?7;
if ($messageTime !== null) {
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$messageTimeXML = ’<messageTime>’ . $messageTime . ?’
</messageTime>’;

}

$protectionAlgXML = *7;
if ($protectionAlg !== null) {
$protectionAlgXML = $protectionAlg —>getXMLEncoded (’
protectionAlg’);
$protectionAlgXML = $doc—>importNode (
$protectionAlgXML , true);
$protectionAlgXML = $doc—>saveXML ( $protectionAlgXML)

>

}

$senderKIDXML = ??;
if ($senderKID !== null) {
$senderKIDXML = ’<senderKID>’ . $senderKID . ’</
senderKID>’;

}
$recipientKIDXML = 27
if (S$recipientKID !== null) {
$recipientKIDXML = ’<recipKID>’ . $recipientKID . ?

</recipKID>’;
}

$transactionldXML = *7;

if ($transactionld !== null) {
$transactionld XML = ’<transactionID>’
$transactionld . ’</transactionID>’;
}
$senderNonceXML = ?7?;
if ($senderNonce !== null) {
$senderNonceXML = ’<senderNonce>’ . $senderNonce . ?

</senderNonce>’;

}

$recipientNonceXML = *?;

if ($recipientNonce !== null) {
$recipientNonceXML = ’<recipNonce>’
$recipientNonce . ’</recipNonce>’;
}

return ’<?xml version="1.0"?>’ . PHP_EOL
’<PKIHeader>’
’<pvno>2</pvno>’
$senderXML
$recipientXML
$messageTimeXML
$protectionAlgXML
$senderKIDXML
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$recipientKIDXML
$transactionId XML
$senderNonceXML
$recipientNonceXML
’</PKIHeader>’ PHP_EOL;

VEES
* Returns the XML schema for the PKIHeader
*
* @return string
*/

protected function _getPKIHeaderXMLSchema ()
{

return ’<?xml version="1.0"7>

structure

<xs:schema xmlns:xs="http://www.w3.org

/2001/XMLSchema">

<xs:element name="PKIHeader">

<xs:complexType>
<xs:sequence
<xs:

<xs:

<xs

<xs:

<xs:

<xs:

<xs:

>

element ref
="an0"/>
element ref
="gender"/>

:element ref

="recipient
ll/>
element name
=n
messageTime
" type="xs:
integer"
minOccurs
="on/> <!--
Optional
-->
element ref
=n
protectionAlg
" minOccurs
=non/> <1--
Optional
-->
element name
="senderKID
" type="xs:
string"
minOccurs
="oN/> <o
Optional
-->
element name
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="recipKID"
type="xs:
string"
minOccurs
=lloll/> <!__
Optional
-->
<xs:element name
-n
transactionIl)
" type="xs:
string"
minOccurs
=uon/> <V
Optional
-—>
<xs:element name
-n
senderNonce
" <t3,I:)e=ll}(s
string"
minOccurs
=lloll/> <!__
Optional
-=>
<xs:element name
=n
recipNonce"
type="xs
string"
minOccurs
=IIOII/> <!__
Optional
-=>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="pvno">

<xs:simpleType>
<xs:restriction base="xs

:integer">
<xs:enumeration
value="2"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="sender"
substitutionGroup="GeneralName"/>

<xs:element name="recipient"
substitutionGroup="GeneralName"/>
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<xs:element name="GeneralName">

</xs:
<xs:element name="protectionAlg"
substitutionGroup="

AlgorithmIdentifier"/>

<xs:element name="AlgorithmIdentifier">

</xs:

<xs:complexType>
<xs:choice>

<xs:element ref
="otherName
"/>

<xs:element name
=n
rfc822Name"

type="1xs

string"/>

<xs:element name
="dNSName"
type="xs:
string"/>

<xs:element ref
=n
directoryName
H/>

<xs:element name
-
uniformResoux
" type="xs:
string"/>

<xs:element name
="iPAddress
" type="xs:
string"/>

<xs:element name
e}
registeredID
" type="xs:
string"/>

</xs:choice>
</xs:complexType>
element >

<xs:complexType>
<xs:sequence>
<xs:element name
="algorithm
n type="xs
string"/>
</xs:sequence>
</xs:complexType>
element>

rceldentifier




<xs:element name="otherName"

substitutionGroup="0therName"/>

<xs:element name="(OtherName"
<xs:complexType>

<xs:sequence

<xXs:

<xs:

</xs:sequence>

</xs:complexType>
</xs:element>

<xs:element name="directoryName"
substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">

<xs:complexType>

<xs:sequence>

<xs:
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>

>
element name
=Iltype_ idll
type="xs:
string"/>
element name
="value"
type="xs:
string"/>
<t--
EXPLICIT
ANY DEFINED
BY type-id
-=>

choice>
<xs:

element

name
="c

type
=n
XS
strin

n/>

<xs:
elemg

name

g

nt

="
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type

Xs:
string

|l/>
<t--

Locality

<xs:
element

name

ST

type

Xs:
string

|l/>
<t--

State
or

province
<xs:
element

name
="Q

type

Xs:
string
I|/>

<t--
Organization

<xs:
element




<xs:

<xs:
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name

oy"

type

Xs:

string

u/>

<t--

Organization

Unit

element

name

CcN"

type

Xs:

string

I|/>
<t--
Comm

Name

elemg

name

STREH

type
=n
XS
strin

||/>

<t--

nt

LT

g
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<xXs:

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;

Street

Address

element

name
="E

type

xs:
string
|l/>
<t--
E-

mail

Address

Cédigo Fonte C.43: Classe SGCI_PKIMessage_HeaderTest

<?php

/% %

* Class that tests the

*/

SGCI_PKIMessage_CertificationRequestMessage class

class SGCI_PKIMessage_Body_CertificationRequestMessageTest

{

extends PHPUnit_Framework_TestCase

/* %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncoded ()
{

$body = self:: getCertificationRequestMessage () ;
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$expected XML =
SGCI_PKIMessage_Body_CertificationRequestMessagesTes
1 getXML (
$body —>getCertReqMsgs (), ’cr’

)

$certReqXML = $body —>getXMLEncoded () ;
$xml = new DomDocument() ;

$certReqXML = $xml—>importNode ($certReqXML, true);
$xml—>appendChild ($certReqXML) ;

$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_CertificationRequestMessagesTest
:: getCertReqMsgXMLSchema ()

)s

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/% *

* Returns a
SGCI_PKIMessage_Body_CertificationRequestMessage
object

*

* @return SGCI_PKIMessage_Body_CertificationRequestMessage

*/

public static function getCertificationRequestMessage ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

(O
$certTemplate —>setSerialNumber (10);

$certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$certRequest —>setCertReqld (3);

$certRequest —>setCertTemplate ($certTemplate ) ;

$cr = new
SGCI_PKIMessage_Body_CertificationRequestMessage () ;
$cr—>addCertReqMsg ( $certRequest);

return $cr;

}

Cadigo Fonte C.44: Classe
SGCI_PKIMessage_Body_CertificationRequestMessageTest
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<?php

/% %

* Class that tests the
SGCI_PKIMessage_Body_CertificationRequestMessages class

*/

class SGCI_PKIMessage_Body_CertificationRequestMessagesTest
extends PHPUnit_Framework_TestCase

{
/% *
* Class being tested.
*
* @var SGCI_PKIMessage_Body_CertificationRequestMessages
*/

protected $_certRequests;

/% %

*x Instantiate a
SGCI_PKIMessage_Body_CertificationRequestMessages
object

*

* @return void

*/

public function setUp ()

{
$this —>_certRequests = new

SGCI_PKIMessage_Body_CertificationRequestMessages ()

5

}

/* %

* Test for loadXML

*

* @return void

*/

public function testLoadXMLWithOneCertReq ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

03

$certTemplate —>setSerialNumber (10);

$certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$certRequest —>setCertReqld (3);

$certRequest —>setCertTemplate ($certTemplate ) ;

$xml = $this —>_getDomNode (array ($certRequest));

$this —>_certRequests —>loadXML ($xml) ;

$certReqMsgs = $this —>_certRequests —>getCertReqMsgs () ;

$this —>assertEquals (1, count($certReqMsgs));
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$this —>assertEquals ($certRequest , $certReqMsgs[0]);

}
/% %
x Test for loadXML
*
* @return void
*/
public function testLoadXMLWithTwoCertReqs ()
{
$certReqMsgs = array();
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
O
$certTemplate —>setSerialNumber (2) ;
$certRequestA = new
SGCI_PKIMessage_CertificationRequestMessage () ;
$certRequestA —>setCertReqld (1) ;
$certRequestA —>setCertTemplate ($certTemplate);
$certReqMsgs [] = $certRequestA;
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (5) ;
$certTemplate —>setVersion (0) ;
$certRequestB = new
SGCI_PKIMessage_CertificationRequestMessage () ;
$certRequestB —>setCertReqld (3);
$certRequestB —>setCertTemplate ($certTemplate);
$certReqMsgs [] = $certRequestB;
$xml = $this —>_getDomNode ( $certReqMsgs) ;
$this —>_certRequests —>loadXML ($xml) ;
$certReqMsgs = $this —>_certRequests —>getCertReqMsgs () ;
$this —>assertEquals (2, count($certReqMsgs));
$this —>assertEquals ($certRequestA , $certReqMsgs[0]);
$this —>assertEquals ($certRequestB , $certReqMsgs[1]);
}
/% %

x Construct the XML from the parameters and return a
DomNode representation of the XML

@param array $certReqMsgs The requests of the message

@return void
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protected function _getDomNode (array $certReqMsgs)

{

$xml self ::getXML($certReqMsgs) ;
$dom = new DOMDocument () ;
$dom—>load XML ($xml) ;

return $dom—>getElementsByTagName (’CertReqMessages’)—>
item (0) ;
}

/% *
* Test for addCertReqMsg
*
* @return void
*/
public function testCanAddCertReq ()
{
$certReq = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$this —>_certRequests —>addCertReqMsg ( $certReq) ;
$certReqs = $this —>_certRequests —>getCertReqMsgs () ;

$this —>assertEquals (1, count($certReqs));
$this —>assertEquals ($certReq, $certReqs|[0]);

}

/* %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithoutAddingACertReq ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_certRequests —>getXMLEncoded () ;
}

/% %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOneCertReq ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
O3
$certTemplate —>setSerialNumber (10);
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$certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$certRequest —>setCertReqld (3) ;

$certRequest —>setCertTemplate ($certTemplate ) ;

$this —>_certRequests —>addCertReqMsg ( $certRequest);

$expectedXML = self ::getXML(array($certRequest));
$certReqXML = $this —>_certRequests —>getXMLEncoded () ;
$xml = new DomDocument() ;

$certReqXML = $xml—>importNode ($certReqXML, true);
$xml—>appendChild ($certReqXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getCertReqMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}
/% *

* Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithTwoCertReq ()

{
$certReqMsgs = array();

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
Q)
$certTemplate —>setSerialNumber (2) ;

$certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$certRequest —>setCertReqld (1) ;

$certRequest —>setCertTemplate ($certTemplate ) ;

$this —>_certRequests —>addCertReqMsg( $certRequest);

$certReqMsgs[] = $certRequest;

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O

$certTemplate —>setSerialNumber (5) ;

$certTemplate —>setVersion (0) ;

$certRequest = new
SGCI_PKIMessage_CertificationRequestMessage () ;

$certRequest —>setCertReqld (3) ;

$certRequest —>setCertTemplate ($certTemplate ) ;

$this —>_certRequests —>addCertReqMsg( $certRequest);
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$certReqMsgs[] = $certRequest;

$expectedXML = self ::getXML($certReqMsgs) ;
$certReqXML = $this —>_certRequests —>getXMLEncoded () ;

$xml = new DomDocument() ;

$certReqXML = $xml—>importNode ($certReqXML, true);

$xml—>appendChild ($certReqXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getCertReqMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema);
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

VEES
* Construct the XML from the parameters and return a string
representation of the XML

*

* @param array $certReqMsgs The requests of the message

* @param string $nodeName The name of the root node of
the generated XML

*

* @return void

*/

public static function getXML (array S$certReqMsgs, $nodeName
= ’CertReqMessages’)
{
$certReqMsgsXML = ?7;
foreach (S$certReqMsgs as $certReqMsg) {
$certReqMsgXML = $certReqMsg—>getXMLEncoded (?
CertReqlMsg’);
$doc = new DOMDocument() ;
$certReqMsgXML = $doc—>importNode ($certReqMsgXML ,
true) ;
$certReqMsgXML = $doc—>saveXML ($certReqMsgXML) ;
$certReqMsgsXML .= $certReqMsgXML ;
}

$xml = ’<?xml version="1.0"?>’ . PHP EOL
’<? . $nodeName . ’>°
$certReqMsgsXML
’</? . $nodeName . °>° . PHP_EOL;

return $xml;

}

/% *

* Returns the XML schema for the CertReqMessages structure
*

* @return string
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*/
public static function getCertReqMsgXMLSchema ()
{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="cr" substitutionGroup
="CertReqMessages"/>

<xs:element name="ir" substitutionGroup
="CertRegMessages"/>

<xs:element name="CertReqMessages">
<xs:complexType>
<Xs:sequence>
<xs:element ref
=n
CertReqMsg"
max0Occurs
="unbounded
Il/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="CertReqMsg">
<xs:complexType>
<xs:sequence>
<xs:element ref
="certReq
||/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certReq"
substitutionGroup="CertRequest"/>

<xs:element name="CertRequest">
<xs:complexType>
<xs:sequence>
<xs:element name
="certReqld
" type="xs:
integer"/>
<xs:element ref
=n
certTemplate
Il/>
</xs:sequence>
</xs:complexType>
</xs:element>
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<xs:element name="certTemplate"
substitutionGroup="CertTemplate"/>

<xs:element name="CertTemplate">
<xs:complexType>
<xs:sequence>

<xs:

<xs:

<xs:

<xs:

element ref
="yersion"”
minOccurs
=lloll/> <!__
Optional
-->
element name
=n
serialNumber
" minOccurs
=lloll type="
Xxs:integer
"> o<ho-
Optional
-->
element ref
="subject"
minOccurs
=u0||/> <l__
Optional
-=>
element name
="publicKey
" minOccurs
=lloll type=ll
Xxs:string
"> <h--
Optional
-=>

</xs:sequence>

</xs:complexType>
</xs:element>

<xs:element name="version"

substitutionGroup="Version"/>

<xs:element name="Version">
<xs:simpleType>

<xs:restriction base="xs
tinteger">

<xs:

<xs:

enumeration
value="0"/>
<t-- vi
-->
enumeration
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value="1"/>

<t--

>

v2

<xs:enumeration
value="2"/>

<t--

-=>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="subject"

v3

substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">
<xs:complexType>
<Xs:sequence>

<xs:choice>

<xs:

<xs:

element

name
=g

type

Xs:

string

n/>

<t--

Country

element

name
="l

type

XS
striy

n/>

<t--

e

Locality
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<xs:
element

name

QT"

type

xs:
string

|l/>
<t--

State
or

province

<xs:
element

name
="Q

type

Xs:
string

Il/>
<t--

Organization

<xs:
element

name

oyn

type

xs:
string

u/>

<t--




<xXs:

<xs:

<xs:
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Organization

Unit

elemegnt
name

CcN"

type

Xs:
string
II/>

<t--

Commo¢n

Name

elemegnt
name

STREET

type

Xs:
string
n/>

<t--

Street

Address

element

name
="E
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type
=n
Xs:
strin

||/>

<t--
E-
mail

Addre

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;

}

Cédigo Fonte C.45: Classe
SGCI_PKIMessage_Body_CertificationRequestMessagesTest

<?php

/% %

* Class that tests the
SGCI_PKIMessage_Body_CertificationResponse class

*/

class SGCI_PKIMessage_Body_CertificationResponseTest extends
PHPUnit_Framework_TestCase

{
/% %
* Class being tested.
*
* @var SGCI_PKIMessage_Body_CertificationResponse
*/

protected $_certRespMessage;

VEE:

* Instantiate a SGCI_PKIMessage_Body_CertificationResponse
object.

*k

* @return void

*/

public function setUp ()

{
$this —>_certRespMessage = new

SGCI_PKIMessage_Body_CertificationResponse () ;

g

SSs
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/% %

* Test for loadXML.
*

* @return void

*/

public function testLoadXMLWithOnlyRequiredFields ()
{

$certReqld = 1;

$expectedStatus = SGCI_PKIStatus :: STATUS_WAITING;

$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus ($expectedStatus);

$xml = $this —>_getDomNode ($certReqld, $pkiStatusInfo);
$this —>_certRespMessage —>loadXML ($xml) ;

$this —>assertEquals ($certReqld, $this —>_certRespMessage
—>getCertReqld ());

$status = $this —>_certRespMessage —>getStatus ()—>
getStatus () ;

$this —>assertEquals ($expectedStatus , $status);

$this —>assertEquals (0, count($this —>_certRespMessage —>
getCaPubs()));

$this —>assertNull ($this —>_certRespMessage —>
getCertificate ());

}
/* *
* Test for loadXML.
*
* @return void
*/
public function testLoadXMLWithAllFields ()
{

$certReqld = 1;
$expectedStatus = SGCI_PKIStatus::
STATUS_GRANTED_WITH_MODS ;

$caPubCert = $this —>_getCertificate ();
$certificate = $this—>_getCertificate () ;

$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus ($expectedStatus);

$xml = $this —>_getDomNode ($certReqld, $pkiStatusInfo ,
array ($caPubCert), $certificate);

$this —>_certRespMessage —>load XML ( $xml) ;

$this —>assertEquals ($certReqld , $this —>_certRespMessage
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—>getCertReqld ());

$status = $this —>_certRespMessage —>getStatus ()—>
getStatus () ;
$this —>assertEquals ($expectedStatus , $status);

$caPubs = $this —>_certRespMessage —>getCaPubs () ;

$this —>assertEquals (1, count($caPubs));

$this —>assertEquals ($caPubCert—>getPem (), $caPubs[0]—>
getPem () ;

$certPem = $this —>_certRespMessage —>getCertificate ()—>
getPem () ;
$this —>assertEquals ($certificate —>getPem (), $certPem);

}

VEES
% Construct the XML from the parameters and return a
DomNode representation of the XML.

*

* @param integer $certReqld The id of the
request.

* @param SGCI_PKIStatuslnfo $status The status of the
response.

* @param array $caPubs Extra certs.

* @param LabsecCL_Security_Certification_CertificateCL
$certificate The certificate issued.

*
* @return DOMNode
*/
protected function _getDomNode
(
$certReqld ,
SGCI_PKIStatusInfo $status ,
array $caPubs = array(),
$certificate = null
) A
$xml = self::getXML($certReqld, $status, $caPubs,
$certificate);
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName (’CertRepMessage’)—>
item (0) ;
}
/% *
* Test for AddCaPub.
*

* @return void
*/
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public function testCanAddCaPub ()

{
$certificate = $this—>_getCertificate () ;
$this —>_certRespMessage —>addCaPub( $certificate);
$caPubs = $this —>_certRespMessage —>getCaPubs () ;
$actualCertificate = $caPubs[0];
$this —>assertEquals (count($caPubs), 1);
$this —>assertEquals ($certificate , $actualCertificate);
1
/% %
* Test for AddCaPub.
*
* @return void
*/
public function testCanAddTwoCaPubs ()
{
$firstCertificate = $this—>_getCertificate ();
$secondCertificate = $this—>_getCertificate ();
$this —>_certRespMessage —>addCaPub( $firstCertificate);
$this —>_certRespMessage —>addCaPub( $secondCertificate ) ;
$caPubs = $this —>_certRespMessage —>getCaPubs () ;
$this —>assertEquals (count($caPubs), 2);
1
/% %
x Test for SetReqld.
*
* @return void
*/
public function testCanSetCertReqld ()
{
$expectedCertReqld = 2;
$this —>_certRespMessage —>setCertReqld ($expectedCertReqld
)
$actualCertReqld = $this —>_certRespMessage —>getCertReqld
(O
$this —>assertEquals ($expectedCertReqld, S$actualCertReqld
)
}
/* *
* Test for setCertReqld.
*

* @param mixed $certReqld Id provided by the
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invalidCertReqldProvider.
*
* @dataProvider invalidCertReqldProvider
* @return void
*/
public function testSetCertReqIldWithInvalidld ($certReqld)
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$this —>_certRespMessage —>setCertReqld ($certReqld);

}
/% *
* DataProvider with invalid certReqlds.
*
* @return mixed
*/
public function invalidCertReqldProvider ()
{
return array (
array (’invalid’),
array (array(’invalid?’)),
)5
}
/% %
* Test for setStatus.
*
* @return void
*/
public function testCanSetStatus ()
{
$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus (SGCI_PKIStatus :: STATUS_ACCEPTED) ;
$this —>_certRespMessage —>setStatus ( $status);
$actualStatus = $this —>_certRespMessage —>getStatus () ;
$this —>assertEquals ($status , $actualStatus);
}
/% %
* Test for setStatus.
*
* @return void
*/

public function testSetStatusWithEmptyStatus ()
{

$this —>setExpectedException (’
SGCI_Exception_InvalidParameter?’);
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$status = new SGCI_PKIStatusInfo () ;
$this —>_certRespMessage —>setStatus ( $status);

}
/* *

* Test for SetCertificate.
*

* @return void

*/

public function
testSetCertificateWithoutStatusSetShouldThrowException

O

{
$this —>setExpectedException (?>SGCI_Exception?);
$this —>_certRespMessage —>setCertificate ($this —>

_getCertificate ());

}

/% %

x Test for SetCertificate.

*

* @return void

*x/

public function

testSetCertificateWithNotApprovalOrGrantedWithModsStatusS
O

{
$this —>setExpectedException (?SGCI_Exception’);
$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus (SGCI_PKIStatus :: STATUS_REJECTION) ;
$this —>_certRespMessage —>setStatus ($status);
$this —>_certRespMessage —>setCertificate ($this —

_getCertificate ());

}

/% %

x Test for SetCertificate.

*

* @return void

*/

public function testCanSetCertificate ()

{

$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus (SGCI_PKIStatus :: STATUS_ACCEPTED) ;
$this —>_certRespMessage —>setStatus ($status);

$certificate = $this—>_getCertificate () ;
$this —>_certRespMessage —>setCertificate ($certificate);

$actualCertificate = $this —>_certRespMessage —>

houldThr
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getCertificate () ;

$this —>assertEquals ($certificate , $actualCertificate);

}

/% %

* Test for GetXMLEncoded.
*

* @return void

*/

public function
testGetXMLEncodedWithoutStatusShouldThrowException ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_certRespMessage —>setCertReqld (1) ;
$this —>_certRespMessage —>getXMLEncoded () ;
}

/% %

x Test for GetXMLEncoded.

*

* @return void

*/

public function
testGetXMLEncodedWithoutCertReqIldShouldThrowException

O

{
$this —>setExpectedException (’SGCI_Exception’);
$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus (0);
$this —>_certRespMessage —>setStatus ($status);
$this —>_certRespMessage —>getXMLEncoded () ;

}

VEE:

* Test for GetXMLEncoded.

*

* @return void

*/

public function testGetXMLEncodedWithOnlyRequiredFields ()
{
$status = SGCI_PKIStatus :: STATUS_ACCEPTED;
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus ($status);

$certReqld = 1;

$expectedXML = self ::getXML($certReqld, $pkiStatusInfo);
$this —>_certRespMessage —>setCertReqld ($certReqld);

$this —>_certRespMessage —>setStatus ($pkiStatusInfo);
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$certRepXML = $this —>_certRespMessage —>getXMLEncoded () ;

$xml = new DomDocument() ;
$certRepXML = $xml—>importNode ($certRepXML, true);
$xml—>appendChild ($certRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getCertRepMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/* %

* Test for GetXMLEncoded.

*

* @return void

*/

public function testGetXMLEncodedWithAllFields ()

{
$caPubCert = $this—>_getCertificate ();
$certificate = $this—>_getCertificate () ;
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_ACCEPTED) ;

$certReqld = 1;
$expectedXML = self ::getXML($certReqld, $pkiStatusInfo ,
array ($caPubCert), $certificate);

$this —>_certRespMessage —>setCertReqld ($certReqld);
$this —>_certRespMessage —>setStatus ($pkiStatusInfo);
$this —>_certRespMessage —>setCertificate ($certificate);
$this —>_certRespMessage —>addCaPub ( $caPubCert) ;

$certRepXML = $this —>_certRespMessage —>getXMLEncoded () ;

$xml = new DomDocument() ;
$certRepXML = $xml—>importNode ($certRepXML, true);
$xml—>appendChild ($certRepXML) ;

$validSchema = $xml—->schemaValidateSource (self ::
getCertRepMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/* *
* Construct the XML from the parameters and return a string
representation of the XML.
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*
*
*

*/

public static function getXML (

@param integer $certReqld The id of the
request.

@param SGCI_PKIStatuslnfo $status The status of the
response.

@param array $caPubs Extra certs.

@param LabsecCL_Security_Certification_CertificateCL
$certificate The certificate issued.

@param string $nodeName The name of the root node of the
generated XML.

@throws Exception
@return string

$certReqld ,
SGCI_PKIStatusInfo $status ,
array $caPubs = array(),
$certificate = null ,
$nodeName = ’CertRepMessage’

$caPubsXML = ??;
if (empty($caPubs) === false) {
foreach ($caPubs as $caPub) {
if ($caPub instanceof
LabsecCL_Security_Certification_CertificateCL
) |
$certificatePem = $caPub—>getPem () ;
$caPubsXML .= ’<certificate>’
$certificatePem . ?</certificate>?;
} else {
throw new Exception (

’Each CaPub must be an instance of?> . ?
b

LabsecCL_Security_Certification_Certi
)

)
1
}
$caPubsXML = ’<caPubs>’ . $caPubsXML . ’</caPubs>’;
}

$certReqIdXML = ’<certReqld>’ . $certReqld . ’</
certReqId>’;

$doc = new DOMDocument() ;

$statusXML = $status —>getXMLEncoded(’status?);
$statusXML = $doc—>importNode ($statusXML , true);
$statusXML = $doc—>saveXML ( $statusXML) ;

$certificateXML = ?7;

if ($certificate !== null) {

ficateCL
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$certificatePem = $certificate —>getPem () ;
$certificate XML = ’<certifiedKeyPair>’ . ’<
certOrEncCert>?

’<certificate>’ . $certificatePem
’</certificate>’
’</cert0rEncCert>’ . ’</
certifiedKeyPair>’;
}
$xml = ?<?xml version="1.0"?>’ . PHP_EOL
’<? . $nodeName . ’>°
$caPubsXML
’<response>’
$certReqldXML
$statusXML
$certificateXML

’</response>’
’</? . $nodeName . °>° . PHP_EOL;

return $xml;

}

/% *

* Returns a certificate object.

*

* @return LabsecCL_Security_Certification_CertificateCL

*/

protected function _getCertificate ()

{

$data = 2----- BEGIN CERTIFICATE----- > . PHP_EOL
ki

MITBSTCCAU6gAwIBAgIBATANBgkqhkiGOwOBAQUFADAPMQOw
> . PHP_EOL

wYDVQQDE

MB4XDTEwMDgwNjE1MzAwM1loXDTIwMDgwMzE1MzAwMlowDZENNAsGA1UEA

> . PHP_EOL

2
dDCBnzANBgkqhkiGO9wOBAQEFAAOBjQAwgYkCgYEAnpldiwAc]
> . PHP_EOL

’j+
Jqtyf8aY19Xr8UYYFA98AyKrbQ9rSWu7Cun3CO09yRLu4zbLD1
> . PHP_EOL

’ba0K5HCpo63vNT+
Ktkrd9Zt1cf86XWgVZI2i0wHX4jacx7QLALo2zdVmmpPDMyd4
> . PHP_EOL

’h/bg/Kuybe08K/EZ060CAwWEAAaNRMESwDwYDVROTAQH/
BAUwAwWEB/zAOBgNVHQ8B’ . PHP_EOL

>Af8EBAMCAQYwHQYDVROOBBYEFJ8KY2/9nEEfNUep/bmBfHGY/
iRjMAOGA1U4EQQG’> . PHP_EOL

2
MASkAjAAMAOGCSqGSIb3DQEBBQUAA4GBAH4LsmdDogNQubWe ]
> . PHP_EOL

hDFDOOIg

ALTUxqGV

6rQGL8TG
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’TugTGQo/94GpS+6vnalbkNIotTmSANLBPHTOuvBD+
nL9Ku3tezjmgsPV+BmblEFE’> . PHP_EOL

’v58L1GnapdQXfJe+
fNcpmYZOTmXwE12TvvL6aWFMfnGniMcbBb4QQglc10Y2dmjN
> . PHP_EOL

’yHP8BB85fMxn’> . PHP_EOL

oo END CERTIFICATE----- ’y

return new LabsecCL_Security_Certification_CertificateCL
($data);
}

/% x

* Returns the schema validator of the CertRepMessage

structure .

*

* @return string

*/
public static function getCertRepMsgXMLSchema ()
{

return ’<?xml version="1.0"7?>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="cp" substitutionGroup
="CertRepMessage"/>

<xs:element name="ip" substitutionGroup
="CertRepMessage"/>

<xs:element name="CertRepMessage">
<xs:complexType>
<xs:sequence>
<xs:element ref
="caPubs"
minOccurs
=u0|l/>
<xs:element ref
="response
u/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="caPubs">
<xs:complexType>
<xs:sequence>

<xs:element name
=n
certificate
" type="xs:
string"
max0Occurs="
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unbounded
H/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="response"
substitutionGroup="CertResponse"/>

<xs:element name="CertResponse'">
<xs:complexType>
<xs:sequence>
<xs:element name
="certReqld
" type="xs
integer"/>
<xs:element ref
="status"/>
<xs:element ref
=n
certifiedKeyk¥
" minQOccurs
="O"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="status"
substitutionGroup="PKIStatusInfo"/>

<xs:element name="PKIStatusInfo">
<xs:complexType>
<xs:sequence>

<xs:element name
="status"
type="xs
integer"/>

<xs:element name
-n
statusString
" type="xs:
string"
minOccurs
="o"/>

<xs:element name
="failInfo"
type="xs
integer"
minOccurs
=uon/>

</xs:sequence>
</xs:complexType>
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</xs:element>

<xs:element name="certifiedKeyPair"
substitutionGroup="CertifiedKeyPair

u/>

<xs:element name="CertifiedKeyPair">
<xs:complexType>
<xs:sequence>
<xs:element ref
=n
certOrEncCert
u/>
</xs:sequence>
</xs:complexType>
</xs:element >

<xs:element name="certOrEncCert">
<xs:complexType>
<xs:choice>
<xs:element name
=n
certificate
" type="xs:
string"/>
<xs:element name
=n
encryptedCert
" type="xs:
string"/>
</xs:choice>
</xs:complexType>
</xs:element>

</xs:schema>’;

}

Cédigo Fonte C.46: Classe
SGCI_PKIMessage_Body_CertificationResponseTest

<?php
/% %
x Class that tests the
SGCI_PKIMessage_Body_CertificationResponseMessage class
*/

class SGCI_PKIMessage_Body_CertificationResponseMessageTest
extends PHPUnit_Framework_TestCase

VEES
* Test for GetXMLEncoded
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*

* @return void

*/

public function testGetXMLEncoded ()

{
$body = self:: getCertificationResponseMessage () ;

$expected XML =
SGCI_PKIMessage_Body_CertificationResponseTest ::
getXML (
$body —>getCertReqld (), $body—>getStatus (), array(),
null , ’cp’

)
$certRepXML = $body —>getXMLEncoded () ;

$xml = new DomDocument() ;
$certRepXML = $xml—>importNode ($certRepXML, true);
$xml—>appendChild ($certRepXML) ;

$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_CertificationResponseTest ::
getCertRepMsgXMLSchema ()
)

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

return $body;
}

VER:

* Returns a
SGCI_PKIMessage_Body_CertificationResponseMessage
object

*

* @return SGCI_PKIMessage_Body_CertificationResponseMessage

*/

public static function getCertificationResponseMessage ()

{
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_ACCEPTED) ;

$cp = new
SGCI_PKIMessage_Body_CertificationResponseMessage ()

$cp—>setCertReqld (5);
$cp—>setStatus ($pkiStatusInfo);

return $cp;
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}

Cadigo Fonte C.47: Classe
SGCI_PKIMessage_Body_CertificationResponseMessageTest

<?php
Ve
* Class that tests the

*/

SGCI_PKIMessage_InitializationRequestMessage class

class SGCI_PKIMessage_Body_InitializationRequestMessageTest

{

extends PHPUnit_Framework_TestCase

/% %

* Test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncoded ()
{

$body = self:: getlnitializationRequestMessage () ;

$expected XML =
SGCI_PKIMessage_Body_CertificationRequestMessagesTes
1 getXML(
$body —>getCertReqMsgs () , ’ir?

)3

$certReqXML = $body—>getXMLEncoded () ;

$xml = new DomDocument() ;
$certReqXML = $xml—>importNode ($certReqXML , true);
$xml—>appendChild ($certReqXML) ;

$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_CertificationRequestMessagesTesf
11 getCertReqMsgXMLSchema ()
)

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

VEE:

* Returns a
SGCI_PKIMessage_Body_InitializationRequestMessage
object

*

* @return SGCI_PKIMessage_Body_InitializationRequestMessage

*/
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public static function getlnitializationRequestMessage ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

O
$certTemplate —>setSerialNumber (10) ;
$certRequest = new

SGCI_PKIMessage_CertificationRequestMessage () ;
$certRequest —>setCertReqld (3);
$certRequest —>setCertTemplate ($certTemplate ) ;

$ir = new
SGCI_PKIMessage_Body_InitializationRequestMessage ()

$ir —>addCertReqMsg ($certRequest);
return $ir;

}

Cédigo Fonte C.48: Classe
SGCI_PKIMessage_Body_InitializationRequestMessageTest

<?php
/% %
* Class that tests the
SGCI_PKIMessage_Body_InitializationResponseMessage class
*/
class SGCI_PKIMessage_Body_InitializationResponseMessageTest
extends PHPUnit_Framework_TestCase
{
/* *
* Test for GetXMLEncoded
*
* @return void
*/
public function testGetXMLEncoded ()
{

$body = self:: getlnitializationResponseMessage () ;

$expectedXML =
SGCI_PKIMessage_Body_CertificationResponseTest ::
getXML (
$body —>getCertReqld () , $body—>getStatus (), array(),

null , ’ip?

)s

$certRepXML = $body —>getXMLEncoded () ;

$xml = new DomDocument() ;

$certRepXML = $xml—>importNode ($certRepXML , true);
$xml—>appendChild ($certRepXML) ;
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$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_CertificationResponseTest ::
getCertRepMsgXMLSchema ()
)

$this —>assertTrue ($validSchema);
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

VER:

* Returns a
SGCI_PKIMessage_Body_InitializationResponseMessage
object

*

* @return
SGCI_PKIMessage_Body_InitializationResponseMessage

*/

public static function getlnitializationResponseMessage ()

{
$certReqld = 5;
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_ACCEPTED) ;

$ip = new
SGCI_PKIMessage_Body_InitializationResponseMessage
O

$ip—>setCertReqld ($certReqld);
$ip—>setStatus ($pkiStatuslnfo);

return $ip;

}

Codigo Fonte C.49: Classe

SGCI_PKIMessage_Body_InitializationResponseMessageTest

<?php

/% %

* Class that tests the
SGCI_PKIMessage_Body_ListCertificatesResponse class .

*/

class SGCI_PKIMessage_Body_ListCertificatesResponseTest
extends PHPUnit_Framework_TestCase

{

/* %
* Class being tested.
*
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* @var SGCI_PKIMessage_Body_ListCertificatesResponse
*/
protected $_listCertReqMsg;

/* *
* Instantiate a
SGCI_PKIMessage_Body_ListCertificatesResponse object

*

* @return void

*/

public function setUp ()

{

$this —>_listCertReqMsg = new

SGCI_PKIMessage_Body_ListCertificatesResponse () ;

1

/% %

* Test for loadXML

*

* @return void

*/

public function testCanLoadXMLWithoutCertificate ()

{
$xml = $this —>_getDomNode (array());

$this —>_listCertReqMsg —>loadXML ( $xml) ;
$certificates = $this —>_listCertReqMsg—>getCertificates

O

$this —>assertEquals (0, count($certificates));

}
/% %

* Test for loadXML
*

* @return void

*/

public function testCanLoadXMLWithOneCertificate ()
{

$certificate = $this—>_getCertificate () ;
$xml = $this —>_getDomNode (array( $certificate));
$this —>_listCertReqMsg —>loadXML ($xml) ;

$certificates = $this—>_listCertReqMsg—>getCertificates
(O

$this —>assertEquals (1, count($certificates));

$this —>assertEquals ($certificate —>getPem () ,
$certificates [0]—>getPem ());
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VEES

* Test for loadXML
*

* @return void

*/

public function testCanLoadXMLWithTwoCertificates ()
{
$certificateA = $this —>_getCertificate ();
$certificateB = $this—>_getCertificate ();
$expectedCertificates = array (
$certificateA ,
$certificateB ,

)
$xml = $this —>_getDomNode( $expectedCertificates);
$this —>_listCertReqMsg —>loadXML ( $xml) ;

$certificates = $this —>_listCertReqMsg—>getCertificates
(O

$this —>assertEquals (count( $expectedCertificates), count(
$certificates));

$this —>assertEquals ($expectedCertificates[l]—>getPem (),
$certificates [0]—>getPem ());

$this —>assertEquals ($expectedCertificates[1]—>getPem (),
$certificates[1]—>getPem());

}

/% %

* Construct the XML from the parameters and return a
DomNode representation of the XML

*

* @param array
$certificates The certificates to be

*
added to the message

*

* @return DOMNode

*/

protected function _getDomNode (array $certificates = array

)
{
$xml = $this —>_getXML( $certificates);

$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;

return $dom—>getElementsByTagName (’listCertRep’)—>item

(0);
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/% %
x Test for addCertificate
*
* @return void
*/
public function testCanAddCertificate ()
{
$expectedCertificate = $this —>_getCertificate ();
$this —_listCertReqMsg —>addCertificate (
$expectedCertificate ) ;
$certificates = $this —>_listCertReqMsg—>getCertificates
(O
$this —>assertEquals (1, count($certificates));
$this —>assertEquals ($expectedCertificate —>getPem () ,
$certificates [0]—>getPem ());
}
/* %
* Test for addCertificate
*
* @return void
*/
public function testCanAddTwoCertificates ()
{
$certificateA = $this—>_getCertificate ();
$certificateB = $this —>_getCertificate ();
$expectedCertificates = array (
$certificateA ,
$certificateB ,
)
$this —>_listCertReqMsg —>addCertificate ($certificateA);
$this —>_listCertReqMsg —>addCertificate ($certificateB);
$certificates = $this —>_listCertReqMsg —>getCertificates
(O
$this —>assertEquals (count($expectedCertificates), count(
$certificates));
$this —>assertEquals ($expectedCertificates[0]—>getPem (),
$certificates [0]—>getPem () );
$this —>assertEquals ($expectedCertificates[1]—>getPem (),
$certificates[1]—>getPem());
}
/* *
* Test for addCertificates
*

* @return void
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*/

public function testCanAddCertificates ()

{

}

$certificateA = $this —>_getCertificate ();

$certificateB = $this—>_getCertificate ();

$expectedCertificates = array(
$certificateA ,
$certificateB ,

)

$this —_listCertReqMsg —>addCertificates (
$expectedCertificates);

$certificates = $this—>_listCertReqMsg—>getCertificates
(O

$this —>assertEquals (count($expectedCertificates), count(
$certificates));

$this —>assertEquals ($expectedCertificates[0]—>getPem (),
$certificates [0]—>getPem ());

$this —>assertEquals ($expectedCertificates[l]—>getPem (),
$certificates[1]—>getPem ());

/% *

* Test for getXMLEncoded

*
* @return void
*/
public function testCanGetXmlEncodedWithoutCertificates ()
{
$expectedXml = $this —>_getXML() ;
$listCertReq = $this —_listCertReqMsg —>getXMLEncoded () ;
$xml = new DomDocument() ;
$listCertReq = $xml—>importNode ($listCertReq, true);
$xml—>appendChild ($listCertReq);
$validSchema = $xml—>schemaValidateSource ($this —>
_getGenRepContentXMLSchema () ) ;
$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expectedXml, $xml—>saveXML());
}
/% *

* Test for getXMLEncoded
*

* @return void

*/

public function testCanGetXmlEncodedWithOneCertificate ()

{
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$certificate = $this—>_getCertificate () ;
$expectedXml $this —>_getXML (array( $certificate));

$this —>_listCertReqMsg —>addCertificate ($certificate);
$listCertReq = $this —>_listCertReqMsg —>getXMLEncoded () ;

$xml = new DomDocument() ;

$listCertReq = $xml—>importNode ($listCertReq , true);

$xml—>appendChild ($listCertReq);

$validSchema = $xml—>schemaValidateSource ($this —>
_getGenRepContentXMLSchema () ) ;

$this —>assertTrue ($validSchema);

$this —>assertEquals ($expectedXml, $xml—>saveXML());

1
/% %

* Test for getXMLEncoded
E3

* @return void

*/

public function testCanGetXmlEncodedWithTwoCertificates ()
{
$certificateA = $this —>_getCertificate ();
$certificateB = $this —>_getCertificate ();
$certificates = array(
$certificate A ,
$certificateB ,

)
$expectedXml = $this —>_getXML( $certificates);

$this —>_listCertReqMsg —>addCertificates ($certificates);
$listCertReq = $this —>_listCertReqMsg —>getXMLEncoded () ;

$xml = new DomDocument() ;

$listCertReq = $xml—>importNode ($listCertReq , true);

$xml—>appendChild ($listCertReq);

$validSchema = $xml—>schemaValidateSource ($this —>
_getGenRepContentXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;

$this —>assertEquals ($expectedXml, $xml—>saveXML());

}

VER:

* Returns a certificate object

*

* @return LabsecCL_Security_Certification_CertificateCL
*/

protected function _getCertificate ()

{
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$data = ?----- BEGIN CERTIFICATE----- > . PHP_EOL
2

MIIB5TCCAU6gAwIBAgIBATANBgkqhkiGOwOBAQUFADAPMQOw(
> . PHP_EOL

2
MB4XDTEwMDgwNjE1MzAwM1loXDTIwMDgwMzE1MzAwMlowDZEN
> . PHP_EOL

’
dDCBnzANBgkqhkiGOwOBAQEFAAOBjQAwgYkCgYEAnpidiwAc]
> . PHP_EOL

’j+
Jqtyf8aY19Xr8UYYFA98AyKrbQ9rSWu7Cun3C09yRLu4zbLDf
> . PHP_EOL

’ba0K5HCpo63vNT+
Ktkrd9Zt1cf86XWgVZI2i0wHX4jacx7QLALo2zdVmmpPDMydf
> . PHP_EOL

’h/bg/Kwybe08K/EZO60CAVEAAaNRME8wDwYDVROTAQH/
BAUwAwWEB/zAOBgNVHQ8B’ . PHP_EOL

> Af8EBAMCAQYwHQYDVROOBBYEFJ8KY2/9nEEfNUep/bmBfHGO/
iRjMAOGA1UdEQQG’ . PHP_EOL

2
MASkAjAAMAOGCSqGSIb3DQEBBQUAA4GBAH4LsmdDogNQubWe ]
> . PHP_EOL

’TugTGQo/94GpS+6vnalbkNIotTmSANLBPHTOuvBD+
nL9Ku3tezjmgsPV+BmblEFE’> . PHP_EOL

’v58L1GnapdQXfJe+
fNcpmYZOTmXwE12TvvL6aWFMfnGniMcbBb4QQglc10Y2dmjN
> . PHP_EOL

’yHP8BB85fMxn’> . PHP_EOL

oo END CERTIFICATE----- ’y

return new LabsecCL_Security_Certification_CertificateCL
($data);
}

/% *
* Construct the XML from the parameters and return a string
representation of the XML

* @param array $certificates The certificates to be added
to the message

* @param string $nodeName The name of the root node of
the XML

*

* @return DOMNode

*/

protected function _getXML (array S$certificates = array(),
$nodeName = >listCertRep?)

{
if (empty(S$certificates) === false) {

$value = °7;

wYDVQQDEwRUZXN

AsGA1UEAxXMEVGYV

hDFDO0IqQyqFmk

ALTUxqGVVSQB7

6rQGL8TGgq4kpH
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foreach ($certificates as $certificate) {
$value .= ’<certificate>’ . $certificate —>getPem
() . ’</certificate>’;

$xml = °<?xml version="1.0"?>’ . PHP_EOL
’<? . $nodeName . ’>°
$value
’</? . $nodeName . °>’ . PHP_EOL;
} else {
$xml = ’<?xml version="1.0"7>’ . PHP_EOL
’<? . $nodeName . °/>’ . PHP_EOL;
}

return $xml;

}

/* %

* Returns the schema validator of the genp structure
*

* @return string

*/

protected function _getGenRepContentXMLSchema ()
{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="listCertRep">
<xs:complexType>
<xs:sequence>
<xs:element name

certificate

" type="xs:
string"
minOccurs
=nQu
maxOccurs="
unbounded
" / >
</xs:sequence>
</xs:complexType>
</xs:element >
</xs:schema>’;
}
}
Cdédigo Fonte C.50: Classe

SGCI_PKIMessage_Body_ListCertificatesResponseTest
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<?php
/% %
* Class that tests the
SGCI_PKIMessage_Body_PollingRequestContent class
*/
class SGCI_PKIMessage_Body_PollingRequestContentTest extends
PHPUnit_Framework_TestCase
{
/% *
* Class being tested.
*
* @var SGCI_PKIMessage_Body_PollingRequestContent
*/
protected $_pollReqContent;

VEE:

* Instantiate a SGCI_PKIMessage_Body_PollingRequestContent
object.

*

* @return void

*/

public function setUp ()

{
$this —>_pollReqContent = new

SGCI_PKIMessage_Body_PollingRequestContent () ;
}

/% *

* Test for loadXML
*

* @return void

*/
public function testLoadXMLWithAllFields ()
{
$expectedCertReqlds = array (
15,
27,
)

$xml = $this —>_getDomNode ($expectedCertReqlds);
$this —>_pollReqContent —>loadXML ( $xml) ;
$certReqlds = $this —>_pollReqContent—>getCertReqids () ;

$this —>assertEquals (count($expectedCertReqlds), count(
$certReqlds));

$this —>assertEquals ($expectedCertReqlds [0], $certReqlds
[01);

$this —>assertEquals ($expectedCertReqlds[1], $certReqlds
[1D);
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/% *
* Construct the XML from the parameters and return a
DomNode representation of the XML

*
* @param array $certReqlds The ids to poll
*
* @return void
*/
protected function _getDomNode (array $certReqlds)
{
$xml = self ::getXML($certReqlds);

$dom = new DOMDocument() ;
$dom—>load XML ($xml) ;

return $dom—>getElementsByTagName (’PollReqContent’)—>
item (0) ;

—_

*
Test for addCertReqld

@dataProvider invalidldProvider

@return void
*/
public function testAddCertReqldWithInvalidld ($id)
{

*
*
*
* @param integer $id The id provided by the dataProvider
*
*
*

$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$this —>_pollReqContent —>addCertReqld ($id) ;
}

/* *
* Data Provider with invalid Ids
*
*x @return mixed
*/
public function invalidldProvider ()
{
$array = array(
array (’invalid?’),
array (new SGCI_PKIMessage_CertificateTemplate
0),
array (false) ,
)

return $array;
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/% *

* Test for addCertReqld
*

* @return void

*/
public function testCanAddOneCertReqld ()
{
$expectedld = array(2);
$this —>_pollReqContent —>addCertReqld ($expectedId [0]) ;
$certReqlds = $this —>_pollReqContent —>getCertReqids () ;
$this —>assertEquals (count($expectedld), count(
$certReqlds));
$this —>assertEquals ($expectedld[0], S$certReqlds[0]);
}
/% %

* Test for addCertReqld
*
* @return void
*/
public function testCanAddTwoCertReqids ()
{

$expectedld = array(

2,

10,
)

$this —>_pollReqContent —>addCertReqld ($expectedId [0]) ;
$this —>_pollReqContent —>addCertReqld ($expectedId[1]);
$certReqlds = $this —>_pollReqContent—>getCertReqids () ;

$this —>assertEquals (count($expectedld), count(
$certReqlds));
$this —>assertEquals ($expectedld [0], $certReqlds[0]);
$this —>assertEquals ($expectedld[1], $certReqlds[1]);
}

/% %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithoutCertReqlds ()
{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_pollReqContent —>getXMLEncoded () ;
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/% %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncoded ()
{

$certReqlds = array(

5,

35,
)

foreach ($certReqlds as $certReqld) {
$this —>_pollReqContent —>addCertReqld ($certReqld);
}

$expectedXML = self ::getXML($certReqlds);
$pollReqXML = $this —>_pollReqContent —>getXMLEncoded () ;

$xml = new DomDocument() ;
$pollReqXML = $xml—>importNode ($pollReqXML , true);

$xml—>appendChild ($pollRegXML) ;

$validSchema = $xml—->schemaValidateSource (self ::
getPollReqContentXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% *
* Construct the XML from the parameters and return a string
representation of the XML

*
* @param array $certReqlds The ids to poll
* @param string $nodeName The name of the root node of the
generated XML
*
* @return string
*/
public static function getXML(array $certReqlds, $nodeName =
’PollReqContent’)
{
$certReqldsXML = *7;
foreach ($certReqlds as $certReqld) {
$certReqldsXML .= ’<certReqId>’ . $certReqld . ></
certReqld>’;
}

$xml = ?<?xml version="1.0"?>’ . PHP_EOL




326

’<? . $nodeName . ’>?
$certReqldsXML
’</? . $nodeName . ’>° . PHP_EOL;

return $xml;

}

/% %
* Returns the XML schema for the RevReqContent structure
*
* @return string
*/

public static function getPollReqContentXMLSchema ()
{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="pollReq"
substitutionGroup="PollReqContent
ll/>

<xs:element name="PollReqContent">
<xs:complexType>
<xs:sequence>
<xs:element name
="certReqld
" max0Occurs
="unbounded
" type="xs:
integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>’;

}

Cadigo Fonte C.51: Classe
SGCI_PKIMessage_Body_PollingRequestContentTest

<?php
/% %
* Class that tests the
SGCI_PKIMessage_Body_PollingRequestMessage class
*/
class SGCI_PKIMessage_Body_PollingRequestMessageTest extends
PHPUnit_Framework_TestCase

/% %
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* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncoded ()
{

$certReqlds = array(

15,

20,
)

$pollReq = new
SGCI_PKIMessage_Body_PollingRequestMessage () ;
foreach ($certReqlds as $certReqld) {
$pollReq —>addCertReqld ($certReqld);
}

$expectedXML =
SGCI_PKIMessage_Body_PollingRequestContentTest ::
getXML (
$certReqlds , ’pollReq’

)

$pollReqXML = $pollReq—>getXMLEncoded () ;

$xml = new DomDocument() ;
$pollReqXML = $xml—>importNode ($pollReqXML, true);

$xml—>appendChild ($pollRegXML) ;
$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_PollingRequestContentTest ::

getPollReqContentXMLSchema ()
)

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

Cédigo Fonte C.52: Classe
SGCI_PKIMessage_Body_PollingRequestMessageTest

<?php

/% *

x Class that tests the
SGCI_PKIMessage_Body_PollingResponseContent class

*/

class SGCI_PKIMessage_Body_PollingResponseContentTest extends
PHPUnit_Framework_TestCase

{
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VEES

* Class being tested.

*

* @var SGCI_PKIMessage_Body_PollingResponseContent
*/

protected $_pollRepContent;

VEES
* Instantiate a SGCI_PKIMessage_CertificationRequestMessage
object.
*
* @return void
*/
public function setUp ()
{
$this —>_pollRepContent = new
SGCI_PKIMessage_Body_PollingResponseContent () ;
}

/% %

* Test for loadXML
*

* @return void

*/

public function testLoadXMLWithOnlyRequiredFields ()
{

$expectedCertReqld = 15;

$expectedCheckAfter = 100;

$xml = $this —>_getDomNode ($expectedCertReqld ,
$expectedCheckAfter);

$this —>_pollRepContent —>loadXML ($xml) ;

$response = $this —>_pollRepContent —>getPollingResponses
(O

$this —>assertEquals (1, count($response));

$this —>assertEquals ($expectedCertReqld, $response[0][’
certReqld’]);

$this —>assertEquals ($expectedCheckAfter , $response[0][?
checkAfter?’]);

$this —>assertEquals (null, $response[0][’reason’]);

}

/% *

* Test for loadXML

*

* @return void

*/

public function testLoadXMLWithAllFields ()
{
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$expectedCertReqld = 15;
$expectedCheckAfter = 100;
$expectedReason = ’Try later’;

$xml = $this —>_getDomNode ($expectedCertReqld ,
$expectedCheckAfter, $expectedReason);

$this —>_pollRepContent —>loadXML ($xml) ;

$response = $this —>_pollRepContent —>getPollingResponses
(O

$this —>assertEquals (1, count($response));

$this —>assertEquals ($expectedCertReqld, $response[0][’
certReqld?’]);

$this —>assertEquals ($expectedReason, S$response[0][’
reason’]);

$this —>assertEquals ($expectedCheckAfter, $response[0][°
checkAfter?’]);

1

/% %
* Construct the XML from the parameters and return a
DomNode representation of the XML

* ¥

@param integer $certReqld The id of the request

@param integer $checkAfter Time, in seconds, for the
procuction of the next message

* @param string $reason A human readable about the

production of this message

*

*
* @return void
*/
protected function _getDomNode ($certReqld, $checkAfter,
$reason = null)
{
$xml = self::getXML($certReqld, $checkAfter, $reason);
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName (’PollRepContent’)—>
item (0) ;
}
/* *
* Test for addPollingResponse
*
* @param integer $certReqld The id of the request
*
* @dataProvider invalidlntegerProvider
* @return void
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*/
public function testAddPollingResponseWithInvalidCertReqld (
$certReqld)
{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);

$this —>_pollRepContent —>addPollingResponse ($certReqld ,

1)
}
/% *
* Test for addPollingResponse
*

* @param integer $checkAfter Time, in seconds, for the
procuction of the next message

*

% @dataProvider invalidlntegerProvider

* @return void

*/

public function testAddPollingResponseWithInvalidCheckAfter
($checkAfter)

{
$this —>setExpectedException (’

SGCI_Exception_InvalidParameter’);

$this —>_pollRepContent —>addPollingResponse (1,
$checkAfter);
}

VEES
* Data Provider with invalid integers
*
* @return mixed
*/
public function invalidIntegerProvider ()
{
$array = array(
array(’invalid?’),
array (new SGCI_PKIMessage_CertificateTemplate
0),
array (false),

)3

return $array;

}

/% *

* Test for addPollingResponse

*

* @param string $reason Invalid reasons values provided by
the dataProvider
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*
* @dataProvider invalidStringProvider
* @return void

*/
public function testAddpollingResponseWithInvalidReason (
$reason)
{
$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);
$this —>_pollRepContent —>addPollingResponse (1, 1, $reason
)
}
/% %
* Data Provider with invalid strings
*
* @return mixed
x/
public function invalidStringProvider ()
{
$array = array(
array (1),
array (new SGCI_PKIMessage_CertificateTemplate
0),
array (false) ,
)
return $array;
}
/% *
* Test for addPollingResponse
*
* @return void
*/

public function testAddResponseWithoutReason ()
{
$expectedCertReqld = 12;
$expectedCheckAfter = 150;

$this —>_pollRepContent —>addPollingResponse (
$expectedCertReqld, $expectedCheckAfter);

$response = $this —>_pollRepContent —>getPollingResponses
(O

$this —>assertEquals (1, count($response));

$this —>assertEquals ($expectedCertReqld , $response[0][?
certReqld’]);

$this —>assertEquals ($expectedCheckAfter, $response[0][?
checkAfter?’]);

$this —>assertEquals (null, $response[0][’reason’]);
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}
/% %

* Test for addPollingResponse
*

* @return void

*/

public function testAddResponseWithAllFieds ()
{
$expectedCertReqld = 12;
$expectedCheckAfter = 150;
$expectedReason = ’Please try later’;

$this —>_pollRepContent —>addPollingResponse (
$expectedCertReqld , $expectedCheckAfter ,
$expectedReason

)

$response = $this —>_pollRepContent —>getPollingResponses
(O

$this —>assertEquals (1, count($response));

$this —>assertEquals ($expectedCertReqld, $response[0][’
certReqld’]);

$this —>assertEquals ($expectedCheckAfter, $response[0][?
checkAfter?’]);

$this —>assertEquals ($expectedReason, $response[0][°
reason’]);

}

VEES

* Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithoutResponse ()

{
$this —>setExpectedException (’SGCI_Exception’);

$this —>_pollRepContent —>getXMLEncoded () ;
}

/% %

* Test for getXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithoutReason ()
{

$certReqld = 15;

$checkAfter = 100;




333

$this —>_pollRepContent —>addPollingResponse ($certReqld ,
$checkAfter);

$SexpectedXML = self ::getXML($certReqld, $checkAfter);
$pollRepXML = $this —>_pollRepContent —>getXMLEncoded () ;

$xml = new DomDocument() ;
$pollRepXML = $xml—>importNode ($pollRepXML, true);

$xml—>appendChild ($pollRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getPollRepContentXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/% %
x Test for getXMLEncoded
*
* @return void
*x/
public function testGetXMLEncodedWithallFields ()
{
$certReqld = 15;
$checkAfter = 100;
$reason = ’This is a reason’;

$this —>_pollRepContent —>addPollingResponse ($certReqld ,
$checkAfter, $reason);

$SexpectedXML = self ::getXML($certReqld, $checkAfter,
$reason);

$pollRepXML = $this —>_pollRepContent —>getXMLEncoded () ;

$xml = new DomDocument() ;
$pollRepXML = $xml—>importNode ($pollRepXML, true);

$xml—>appendChild ($pollRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getPollRepContentXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;
}

/* *
* Construct the XML from the parameters and return a string




334

representation of the XML

* @param integer $certReqld The id of the request
* @param integer $checkAfter Time, in seconds, for the
procuction of the next message

* @param string $reason A human readable about the
production of this message
* @param string $nodeName The name of the root node of
the generated XML
*
* @return string
*/
public static function getXML
(
$certReqld ,
$checkAfter ,
$reason = null,
$nodeName = ’PollRepContent’
) A
$reasonXML = ’?;
if ($reason !== null) {
$reasonXML = ’<reason>’ . $reason . ’</reason>’;
}
$xml = ’<?xml version="1.0"7>’ . PHP_EOL
’<? . $nodeName . ’>?
’<sequence>’
><certReqIld>’ . $certReqld . ’</certReqld>’
’<checkAfter>’ . $checkAfter . ’</checkAfter>’
$reasonXML
’</sequence>’
’</? . $nodeName . ’>° . PHP_EOL;
return $xml;
}
/% *
* Returns the XML schema for the RevReqContent structure
*
* @return string
*/

public static function getPollRepContentXMLSchema ()
{
return ’<7xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="pollRep"
substitutionGroup="PollRepContent
’I/>

<xs:element name="PollRepContent">
<xs:complexType>
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<xs:sequence>
<xs:element name

="sequence"
maxOccurs
="unbounded
u/>

</xs:sequence>

</xs:complexType>
</xs:element >

<xs:element name="sequence">
<xs:complexType>
<xs:sequence>
<xs:element name
="certReqId
" type="xs:
integer"/>
<xs:element name
=n
checkAfter"”
type="xs:
integer"/>
<xs:element name

="reason"
minOccurs
=nQn type="
xs:string
n / >
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;
}
}
Cédigo Fonte C.53: Classe

SGCI_PKIMessage_Body_PollingResponseContentTest

<?php
/% %
* Class that tests the
SGCI_PKIMessage_Body_PollingResponseMessage class
*/
class SGCI_PKIMessage_Body_PollingResponseMessageTest extends
PHPUnit_Framework_TestCase

/% %

* Test for getXMLEncoded
E3

* @return void
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*/
public function testGetXMLEncoded ()
{

$certReqld = 125;

$checkAfter = 500;

$reason = ’this is a reason’;

$pollRepContent = new
SGCI_PKIMessage_Body_PollingResponseMessage () ;

$pollRepContent —>addPollingResponse ($certReqld ,
$checkAfter, $reason);

$expected XML =
SGCI_PKIMessage_Body_PollingResponseContentTest ::
getXML (
$certReqld, $checkAfter, $reason, ’pollRep?

)s

$pollRepXML = $pollRepContent —>getXMLEncoded () ;

$xml = new DomDocument() ;
$pollRepXML = $xml—>importNode ($pollRepXML , true);

$xml—>appendChild ($pollRepXML) ;
$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_PollingResponseContentTest ::

getPollRepContentXMLSchema ()
)

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

Cédigo Fonte C.54: Classe
SGCI_PKIMessage_Body_PollingResponseMessageTest

<?php

/% %

* Class that tests the
SGCI_PKIMessage_Body_RevocationRequestContent class

*/

class SGCI_PKIMessage_Body_RevocationRequestContentTest extends
PHPUnit_Framework_TestCase

{
/% %
* Class being tested.
*
* @var SGCI_PKIMessage_Body_RevocationRequestMessage
*/
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protected $_revRequest;

/* *
* Instantiate a
SGCI_PKIMessage_Body_RevocationRequestContent object.

*

*x @return void

*/

public function setUp ()

{

$this —>_revRequest = new

SGCI_PKIMessage_Body_RevocationRequestContent () ;

1

/% %

x Test for loadXML

*

* @return void

*/

public function testLoadXMLWithOnlyRequiredFields ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

03
$certTemplate —>setSerialNumber (1) ;
$xml = $this —>_getDomNode ($certTemplate);

$this —>_revRequest —>loadXML ($xml) ;

$revReqs = $this —>_revRequest—>getRevocationRequests () ;
$revReq = $revReqs[0];

$this —>assertEquals (1, count($revReqs));
$this —>assertEquals (1, count($revReq));

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CERT_TEMPLATE;
$this —>assertEquals ($certTemplate , $revReq[S$key]);

}
/% %
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithAllFields ()
{

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
03

$certTemplate —>setSerialNumber (1) ;

$crlEntryExtension =
new

onCodeEx

LabsecCL_Security_Certification_Extension_CRLReas
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0

$code =
LabsecCL_Security_Certification_Extension_CRLReasonCq
:: UNSPECIFIED ;

$crlEntryExtension —>setCode ($code);

$crlEntryExtension —>setCritical (false);

$xml = $this —>_getDomNode ($certTemplate , array (
$crlEntryExtension));

$this —>_revRequest —>loadXML ($xml) ;
$revReqs = $this —>_revRequest—>getRevocationRequests () ;

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CERT_TEMPLATE;
$actualCertTemplate = $revReqs [0][ $key];

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CRL_ENTRY_DETAILS ;
$actualExtensions = $revReqs[0][ $key];

$this —>assertEquals (1, count($revReqs));

$this —>assertEquals ($certTemplate , $actualCertTemplate);

$this —>assertEquals ($crlEntryExtension ,
$actualExtensions [0]);

}

VEE:

* Construct the XML from the parameters and return a
DomNode representation of the XML

*

* @param SGCI_PKIMessage_CertificateTemplate $certDetails

Certificate information

* @param array

$crlEntryDetails Extensions for the CRL Entry

*
* @return void

*/

protected function _getDomNode

(
SGCI_PKIMessage_CertificateTemplate $certDetails ,
array $crlEntryDetails = array()

$xml = self::getXML($certDetails , $crlEntryDetails);
$dom = new DOMDocument() ;

$dom—>loadXML ($xml) ;

return $dom—>getElementsByTagName (’RevReqContent’)—>item

(0);

deExtensionCL
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/% %

* Test for AddRevocationRequest
E3

* @return void

*/

public function
testCanAddRevocationRequestWithoutCrlEntryDetail ()

{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate

03
$certTemplate —>setSerialNumber (1) ;
$this —>_revRequest —>addRevocationRequest ($certTemplate);

$revRequests = $this —>_revRequest —>getRevocationRequests

O

$this —>assertEquals (1, count(S$revRequests));
$revRequest = $revRequests[0];

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CERT_TEMPLATE;
$this —>assertEquals ($certTemplate , $revRequest[$key]);

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CRL_ENTRY_DETAILS;
$this —>assertArrayNotHasKey ($key, S$revRequest);
}

/% %

* Test for AddRevocationRequest
*

* @return void

*/

public function
testAddRevocationRequestWithEmptyCertTemplateShouldThrow

O

$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$certTemplate = new SGCI_PKIMessage_CertificateTemplate
O

$this —>_revRequest —>addRevocationRequest ( $certTemplate);

/* *
* Test for AddRevocationRequest

* ¥

@param mixed $crlEntryDetails Invalid values provided by
the dataProvider

* %

@dataProvider invalidcrlEntryDetailsProvider

Exception
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* @return void
*/
public function

testAddRevocationRequestWithInvalidCrlEntryDetailShouldTr
(
$crlEntryDetails
) |
$this —>setExpectedException (?’
SGCI_Exception_InvalidParameter’);
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (1) ;
$this —>_revRequest —>addRevocationRequest ($certTemplate ,
$crlEntryDetails);
}
/% %
% DataProvider with invalid crlEntryDetail
*
* @return mixed
*/

public function invalidcrlEntryDetailsProvider ()
{
return array (
array (array(’invalid?’)),
array (
array (
’invalid?,
new SGCI_PKIMessage_CertificateTemplate () ,
)
)
array (array (new
SGCI_PKIMessage_CertificateTemplate () )),
)5
}

/% %
* Test for AddRevocationRequest
*
* @return void
*/
public function testCanAddRevocationRequest ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (1) ;

$crlEntryExtension =
new
LabsecCL_Security_Certification_Extension_CRLReas

howException

onCodeExtensios
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0

$code =
LabsecCL_Security_Certification_Extension_CRLReasonCq
. : KEY_COMPROMISE ;

$crlEntryExtension —>setCode ($code);

$this —>_revRequest —>addRevocationRequest ($certTemplate ,
array ($crlEntryExtension));

$revRequests = $this —>_revRequest —>getRevocationRequests

(O

$this —>assertEquals (1, count($revRequests));
$revRequest = $revRequests [0];

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CERT_TEMPLATE;
$this —>assertEquals ($certTemplate , $revRequest[$key]);

$key = SGCI_PKIMessage_Body_RevocationRequestContent ::
CRL_ENTRY_DETAILS ;
$this —>assertEquals ($crlEntryExtension, $revRequest[S$key
11015
}

/* *

* Test for AddRevocationRequest
*

* @return void

*/

public function testCanAddTwoRevocationRequests ()
{
$certTemplateOne = new
SGCI_PKIMessage_CertificateTemplate () ;
$certTemplateOne —>setSerialNumber (1) ;
$crlEntryExtensionOne =
new
LabsecCL_Security_Certification_Extension_CRLReas
03

$code =
LabsecCL_Security_Certification_Extension_CRLReasonC
:: KEY_COMPROMISE ;

$crlEntryExtensionOne —>setCode ($code) ;

$this —>_revRequest —>addRevocationRequest (
$certTemplateOne , array(S$crlEntryExtensionOne));

$certTemplateTwo = new
SGCI_PKIMessage_CertificateTemplate () ;
$certTemplateTwo —>setSerialNumber (20) ;

deExtens
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$crlEntryExtensionTwo =
new
LabsecCL_Security_Certification_Extension_CRLReas
0

$code =
LabsecCL_Security_Certification_Extension_CRLReasonC
. : KEY_COMPROMISE ;

$crlEntryExtensionTwo —>setCode ($code) ;

$crlEntryExtensionThree =
new
LabsecCL_Security_Certification_Extension_CRLReas
(O

$code =
LabsecCL_Security_Certification_Extension_CRLReasonC
:: UNSPECIFIED ;

$crlEntryExtensionThree —>setCode ($code) ;

$array = array(
$crlEntryExtensionTwo ,
$crlEntryExtensionThree ,
)3
$this —>_revRequest —>addRevocationRequest (
$certTemplateTwo , $array);

$revRequests = $this —>_revRequest —>getRevocationRequests

O

$this —>assertEquals (2, count($revRequests));
$revRequest = $revRequests [0];

$certTemplateKey =
SGCI_PKIMessage_Body_RevocationRequestContent ::
CERT_TEMPLATE;

$crlEntryKey =
SGCI_PKIMessage_Body_RevocationRequestContent ::
CRL_ENTRY_DETAILS;

$this —>assertEquals ($certTemplateOne , $revRequest[
$certTemplateKey]) ;

$this —>assertEquals ($crlEntryExtensionOne , $revRequest]|
$crlEntryKey J[0]) ;
$revRequest = $revRequests[1];

$this —>assertEquals ($certTemplateTwo , $revRequest]
$certTemplateKey ]) ;

$this —>assertEquals (2, count(S$revRequest[$crlEntryKey]))

5

nCodeExtensiol
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$this —>assertEquals ($crlEntryExtensionTwo , $revRequest|[
$crlEntryKey ]1[0]) ;
$this —>assertEquals ($crlEntryExtensionThree , $revRequest
[$crlEntryKey ][1]);
}

/% *

* Test for getXMLEncoded

*

* @return void

*/

public function
testGetXMLEncodedWithoutCertDetailsShouldThrowException

O
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_revRequest —>getXMLEncoded () ;
}

/* %
* Test for getXMLEncoded
*
* @return void
*/
public function testGetXMLEncodedWithOnlyRequiredFields ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (1) ;
$expectedXML = self ::getXML($certTemplate);

$this —>_revRequest —>addRevocationRequest ($certTemplate);
$revReqXML = $this —>_revRequest —>getXMLEncoded () ;

$xml = new DomDocument() ;
$revReqXML = $xml—>importNode ($revReqXML, true);
$xml—>appendChild ($revReqXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getRevReqMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/% *

* Test for getXMLEncoded
*

* @return void

*/
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public function testGetXMLEncoded ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
O

$certTemplate —>setSerialNumber (5) ;

$crlEntryExtension =
new
LabsecCL_Security_Certification_Extension_CRLReas
(O
$crlEntryExtension —>setCode (
LabsecCL_Security_Certification_Extension_CRLReasonCo
:: UNSPECIFIED
)

$crlEntryExtension —>setCritical (false);

$expectedXML = self ::getXML($certTemplate , array (
$crlEntryExtension));

$this —>_revRequest —>addRevocationRequest ($certTemplate ,
array ($crlEntryExtension));

$revReqXML = $this —>_revRequest —>getXMLEncoded () ;
$xml = new DomDocument() ;

$revReqXML = $xml—>importNode ($revReqXML, true);
$xml—>appendChild ($revReqXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getRevReqMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

VEE:
* Construct the XML from the parameters and return a string
representation of the XML
*
* @param SGCI_PKIMessage_CertificateTemplate $certDetails
Certificate information
* @param array
$crlEntryDetails Extensions for the CRL Entry
* @param string $nodeName
The name of the root node of

the generated XML

* @throws Exception
* @return string

onCodeExtensiol

deExtensionCL
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public static function getXML

(
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SGCI_PKIMessage_CertificateTemplate $certDetails ,
array $crlEntryDetails = array(),
$nodeName = ’RevReqContent’

$certDetailsXML = $certDetails —>getXMLEncoded (?
certDetails?’);

$doc = new DOMDocument () ;

$certDetailsXML = $doc—>importNode ($certDetailsXML , true
)
$certDetailsXML = $doc—>saveXML($certDetailsXML);

$crlEntryDetailsXML = ?7;

if (empty(S$crlEntryDetails) === false) {
$extensionsXML = ?7?;
foreach (S$crlEntryDetails as $extension) {
if ($Sextension instanceof
Labsec_Security_Certification_Extension) {
$extensionXML = $extension —>getXMLEncoded () ;

$doc = new DOMDocument () ;

$extensionXML = $doc—>importNode (
$extensionXML , true);
$extensionXML = $doc—>saveXML ($extensionXML)

$extensionsXML .= $extensionXML;
} else {
throw new Exception (
’Each crlEntryDetails must be an
instance of’ . ? ?

>

Labsec_Security_Certification_Extensi
3
)3
}

}
$crlEntryDetailsXML = ’<crlEntryDetails>?

$extensionsXML . ’</crlEntryDetails>?’;

}

$xml = ’<?xml version="1.0"7?>’ . PHP_EOL
’<> . $nodeName . ’>?
<RevDetails>’ . $certDetailsXML
$crlEntryDetailsXML . ’</RevDetails>’
’</? . $nodeName . ’>° . PHP_EOL;




346

return $xml;

/% *

* Returns the XML schema for the RevReqContent structure
*

* @return string

*/
public static function getRevReqMsgXMLSchema ()
{

return ’<7xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="rr" substitutionGroup
="RevReqContent"/>

<xs:element name="RevReqContent">
<xs:complexType>
<xs:sequence>
<xs:element ref
=n
RevDetails"
max0Occurs
="unbounded
u/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="RevDetails">
<xs:complexType>
<xs:sequence>
<xs:element ref
=n
certDetails
ll/>
<xs:element ref

crlEntryDetal
" minQOccurs
=u0||/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="certDetails"
substitutionGroup="CertTemplate"/>

<xs:element name="crlEntryDetails"
substitutionGroup="Extensions"/>

<xs:element name="Extensions">
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<xs:complexType>
<xs:sequence>
<xs:element ref
="Extension
" maxQOccurs
="unbounded
Il/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="Extension">
<xs:complexType>
<xs:sequence>
<xs:element name
="extnID"
type="xs
string"/>
<xs:element name
="critical"
type="xs:
boolean"/>
<xs:element ref
="extnValue
Il/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="extnValue">
<xs:complexType>
<xs:choice>
<xs:element ref
=n
reasonCode
||/>
</xs:choice>
</xs:complexType>
</xs:element >

<xs:element name="reasonCode"
substitutionGroup="ReasonCode"/>

<xs:element name="ReasonCode">
<xs:simpleType>
<xs:restriction base="xs
tinteger">
<xs:enumeration
value="0"/>
<xs:enumeration
value="1"/>
<xs:enumeration
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<xs:

<xs:

<xs:

<xs:

<xs:

<xXs:

<xs:

value="2"/>
enumeration
value="3"/>
enumeration
value="4"/>
enumeration
value="5"/>
enumeration
value="6"/>
enumeration
value="8"/>
enumeration
value="9"/>
enumeration
value
=||10||/>

</xs:restriction>

</xs:simpleType>
</xs:element>

<xs:element name="CertTemplate">

<xs:complexType>

<xs:sequence>

<xs:

<xs:

<xs:

<xs:

element ref
="yersion"”
minOccurs
=IIOII/> <!__
Optional
-=>
element name
=n
serialNumber
" minOccurs
=lloll type="
Xs:integer
ll/> <h__
Optional
-->
element ref
="subject"
minOccurs
="on/> <o
Optional
-->
element name
="publicKey
" minOccurs
=lloll type=ll
xs:string
"> <h--
Optional
-=>
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</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="version"
substitutionGroup="Version"/>

<xs:element name="Version">
<xs:simpleType>
<xs:restriction base="xs
:integer">
<xs:enumeration
value="0"/>
<t-- vi
->
<xs:enumeration
value="1"/>
<t-- v2
-=>
<xs:enumeration
value="2"/>
<!-- v3
-=>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="subject"
substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">
<xs:complexType>
<xs:sequence>
<xs:choice>
<xs:

element

name
=g

type

=n
XS
strin
ll/>

<t--

Count

g

<xs:
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<xs:

<xs:

elemg

name
="l

type

xXs:
strin

||/>

<t--

Locali

elemg
name

ST

type

Xs:
strin
I|/>

<

State
or

provi

elemeg

name
="Q

type

strip

||/>

<

Organ

nt

g

nt

g

nce

nt

13

1ization
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<xs:
element

name

ouy"

type

Xs:
string

l|/>
<t--
Organization
Unit
<xs:
element
name

cun

type

XS :
string
II/>
<t--
Commo¢n
Name

<xs:
elemegnt
name

STREET

type

Xs:
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strip

Il/>
<t--
Streg

Addrg

<xs:
elemg

name
="E

type
=n
Xs:
strin

||/>

<t--
E-
mail

Addrg

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;

}

Cédigo Fonte C.55:
SGCI_PKIMessage_Body_RevocationRequestContentTest

Classe

<?php
/% %
* Class that tests the
SGCI_PKIMessage_Body_RevocationRequestMessage class
*/
class SGCI_PKIMessage_Body_RevocationRequestMessageTest extends

PHPUnit_Framework_TestCase

/* %
* Test for getXMLEncoded
*

13

Ss

nt

g

SSs
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*x @return void
*/
public function testGetXMLEncoded ()

{
$body = self:: getRevocationRequestMessage () ;

$revDetails = $body—>getRevocationRequests () ;
$expected XML =
SGCI_PKIMessage_Body_RevocationRequestContentTest ::
getXML (
$revDetails [0][’certTemplate’], $revDetails [0][’
crlEntryDetails?’], ’rr’

)
$revReqXML = $body —>getXMLEncoded () ;
$xml = new DomDocument() ;

$revRegXML = $xml—>importNode ($revRegXML, true);
$xml—>appendChild ($revReqXML) ;

$validSchema = $xml—>schemaValidateSource (
SGCI_PKIMessage_Body_RevocationRequestContentTest ::
getRevReqMsgXMLSchema ()
)

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
1

/% %
* Returns a SGCI_PKIMessage_Body_RevocationRequestMessage
object
*
* @return SGCI_PKIMessage_Body_RevocationRequestMessage
*/
public static function getRevocationRequestMessage ()
{
$certTemplate = new SGCI_PKIMessage_CertificateTemplate
(O
$certTemplate —>setSerialNumber (20);

$crlEntryExtension =
new
LabsecCL_Security_Certification_Extension_CRLReas
(O
$crlEntryExtension —>setCode (
LabsecCL_Security_Certification_Extension_CRLReasonCo
. : CA_COMPROMISE
)

$crlEntryExtension —>setCritical (false);

onCodeEx

deExtensi
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$revRequest = new
SGCI_PKIMessage_Body_RevocationRequestMessage () ;

$revRequest —>addRevocationRequest($certTemplate , array (
$crlEntryExtension));

return $revRequest;

}

Cddigo Fonte C.56: Classe
SGCI_PKIMessage_Body_RevocationRequestMessageTest

<?php

/% %

x Class that tests the
SGCI_PKIMessage_Body_RevocationRequestContent class

*/

class SGCI_PKIMessage_Body_RevocationResponseContentTest extends
PHPUnit_Framework_TestCase

{
/% %
* Class being tested.
*
* @var SGCI_PKIMessage_Body_RevocationResponseMessage
*/
protected $_revResponse;

/% %
*x Instantiate a
SGCI_PKIMessage_Body_RevocationResponseContent object.
*
* @return void
*/
public function setUp ()
{
$this —>_revResponse = new
SGCI_PKIMessage_Body_RevocationResponseContent () ;
}

VEES

* Test for loadXML

*k

* @return void

*/

public function testLoadXMLWithOnlyRequiredFields ()

{
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_ACCEPTED) ;




$xml = $this —>_getDomNode (array ($pkiStatusInfo));
$this —>_revResponse —>loadXML ($xml) ;

$status = $this —>_revResponse —>getStatus () ;
$statusInfo = $status[0];

$this —>assertEquals (1, count($status));

$this —>assertEquals ($pkiStatusInfo , $statusInfo);

$crls = $this —>_revResponse —>getCrls () ;
$this —>assertEquals (0, count($crls));

$revCerts = $this —>_revResponse —>getRevCerts () ;
$this —>assertEquals (1, count($revCerts));
$this —>assertNull ($revCerts [0]);

}
/% *
* Test for loadXML
*
* @return void
*/
public function testLoadXMLWithoutCrls ()
{

$expectedStatus = array();

$expectedRevCerts = array();

$pkiStatusIinfo = new SGCI_PKIStatusInfo ();

$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_REJECTION) ;

$expectedStatus [] = $pkiStatuslnfo;

$expectedRevCerts[] = null;

$pkiStatusInfo = new SGCI_PKIStatusInfo ();

$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_ACCEPTED) ;

$certificate = $this—>_getCertificate () ;

$expectedStatus [] = $pkiStatuslnfo;

$expectedRevCerts[] = $certificate;

$xml = $this —>_getDomNode ( $expectedStatus ,
$expectedRevCerts) ;

$this —>_revResponse —>loadXML ($xml) ;

$status = $this —>_revResponse —>getStatus () ;
$this —>assertEquals (count($expectedStatus), count(
$status));

$this —>assertEquals ($expectedStatus [0], $status[0]);
$this —>assertEquals ($expectedStatus [1], $status[1]);

$revCerts = $this —>_revResponse —>getRevCerts () ;
$this —>assertEquals (count($expectedRevCerts), count(
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$revCerts));
$this —>assertEquals ($expectedRevCerts[0], $revCerts[0]);
$this —>assertEquals ($expectedRevCerts[1]—>
getSerialNumber (), $revCerts[1][’serialNumber?’]);
$rdnSequences = $revCerts[1][’issuer’]—>
getDirectoryNames () ;
$this —>assertEquals ($expectedRevCerts[1]—>getlssuer (),
$rdnSequences [0]) ;

$crls = $this —>_revResponse —>getCrls () ;
$this —>assertEquals (0, count($crls));

}

/% *

* Test for loadXML

*

* @return void

*/

public function testLoadXMLWithAllFields ()

{
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_GRANTED_WITH_MODS) ;

$certificate = $this—>_getCertificate () ;
$crl = $this —>_getCrl();

$xml = $this —>_getDomNode (array ( $pkiStatusInfo), array(
$certificate ), array(S$crl));

$this —>_revResponse —>loadXML ($xml) ;

$status = $this —>_revResponse —>getStatus () ;
$this —>assertEquals (1, count($status));
$this —>assertEquals ($pkiStatusInfo , $status[0]);

$crls = $this —>_revResponse —>getCrls () ;
$this —>assertEquals (1, count($crls));
$this —>assertEquals ($crl, $crls[0]);

$revCerts = $this —>_revResponse —>getRevCerts () ;

$this —>assertEquals (1, count($revCerts));

$this —>assertEquals ( $certificate —>getSerialNumber (),
$revCerts [0][ >serialNumber’]) ;

$rdnSequences = $revCerts [0][’issuer’]—>
getDirectoryNames () ;

$this —>assertEquals($certificate —>getlssuer (),
$rdnSequences [0]) ;

}

/% %
* Construct the XML from the parameters and return a
DomNode representation of the XML
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* @param array $status The status of the revocation
request

* @param array $revCerts The certificate for which
revocation was requested

* @param array $crls The issued crls

@return void

*/
protected function _getDomNode
(
array $status ,
array $revCerts = array (),
array $crls = array()
) A
$xml = self::getXML($status , $revCerts, $crls);
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName ( ’RevRepContent’)—>item
(0)
}
/% %
* Test for addRevocationResponse
*
* @return void
*/

public function
testAddRevocationResponseWithEmptyStatusInfoShouldThrowE
0O

$this —>setExpectedException (’
SGCI_Exception_InvalidParameter’);

$status = new SGCI_PKIStatusInfo();
$this —>_revResponse —>addRevocationResponse ( $status);

}

/% %

* Test for addRevocationResponse
*

* @return void

*/

public function
testCanAddRevocationResponseWithoutCertificate ()

{
$expectedStatus = SGCI_PKIStatus :: STATUS_ACCEPTED;
$status = new SGCI_PKIStatusInfo();
$status —>setStatus ($expectedStatus);
$this —>_revResponse —>addRevocationResponse ( $status);

Kception
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$statusInfo = $this —>_revResponse —>getStatus () ;
$revCert = $this —>_revResponse —>getRevCerts () ;

$actualStatus = $statusInfo[0];

$this —>assertEquals ($expectedStatus , $actualStatus —>
getStatus ());

$this —>assertNull ($revCert[0]) ;

}
/% *

* Test for addRevocationResponse
*

* @return void

*/

public function testCanAddRevocationResponse ()

{
$expectedStatus = SGCI_PKIStatus :: STATUS_ACCEPTED;
$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus ($expectedStatus);

$certificate = $this—>_getCertificate ();
$this —>_revResponse —>addRevocationResponse ( $status ,
$certificate);

$statusInfo = $this —>_revResponse —>getStatus () ;
$revCert = $this —>_revResponse —>getRevCerts () ;

$actualStatus = $statusInfo [0];

$this —>assertEquals ($expectedStatus , $actualStatus —>
getStatus ());

$serialNumber = $revCert[0][
SGCI_PKIMessage_Body_RevocationResponseContent ::
SERIAL_NUMBER ] ;

$this —>assertEquals ($certificate —>getSerialNumber () ,
$serialNumber) ;

$issuer = $revCert[0][
SGCI_PKIMessage_Body_RevocationResponseContent ::
ISSUER |;

$this —>assertEquals ($certificate —>getlssuer (), S$issuer);

}

VEES

* Test for addCrl
*

* @return void
*/

public function testCanAddCrl ()
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{
$crl = $this —>_getCrl();
$this —>_revResponse —>addCrl ( $crl);
$crls = $this —>_revResponse —>getCrls () ;
$this —>assertEquals (1, count($crls));
$this —>assertEquals ($crl —>getPem (), $crls[0]—>getPem());

}

/% %

x Test for addCrl

*

* @return void

*/

public function testCanAddTwoCrl ()

{
$crlA = $this —>_getCrl();
$crIB = $this —>_getCrl () ;
$this —>_revResponse —>addCrl ($crlA);
$this —>_revResponse —>addCrl ($crlB);
$crls = $this —>_revResponse —>getCrls () ;
$this —>assertEquals (2, count($crls));
$this —>assertEquals ($crlA —>getPem () , $crls[0]—>getPem())
$this —>assertEquals ($crlB —>getPem (), $crls[l]—>getPem())

}

/% *

* Test for GetXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithEmptyStatus ()

{
$this —>setExpectedException (>SGCI_Exception’);

$this —>_revResponse —>getXMLEncoded () ;

}
/% %

* Test for GetXMLEncoded
*

* @return void

*/

public function testGetXMLEncodedWithOnlyRequiredFields ()

{
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
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}

/% %

$pkiStatusInfo —>setStatus (SGCI_PKIStatus :: STATUS_WAITING
)

$expectedXML = self ::getXML(array($pkiStatusInfo));

$this —>_revResponse —>addRevocationResponse (
$pkiStatusInfo);

$revRepXML = $this —>_revResponse —>getXMLEncoded () ;
$xml = new DomDocument() ;

$revRepXML = $xml—>importNode ($revRepXML, true);
$xml—>appendChild ($revRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getRevRepMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

* Test for GetXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithoutCrls ()

{

$status = array();

$certificates = array();

$pkiStatusInfo = new SGCI_PKIStatusInfo ();

$pkiStatusInfo —>setStatus (SGCI_PKIStatus :: STATUS_WAITING
)

$this —>_revResponse —>addRevocationResponse (

$pkiStatusInfo);

$status [] = $pkiStatusInfo;
$certificates [] = null;

$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_ACCEPTED) ;

$certificate = $this—>_getCertificate ();
$this —>_revResponse —>addRevocationResponse (

$pkiStatusInfo, $certificate);

$status [] = $pkiStatusInfo;
$certificates [] = $certificate;

$expectedXML = self ::getXML( $status , $certificates);
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$revRepXML = $this —>_revResponse —>getXMLEncoded () ;

$xml = new DomDocument() ;
$revRepXML = $xml—>importNode ($revRepXML, true);
$xml—>appendChild ($revRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getRevRepMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

/* %

* Test for GetXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithAllFields ()

{
$status = SGCI_PKIStatus :: STATUS_GRANTED_WITH_MODS ;
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus ($status);
$certificate = $this—>_getCertificate () ;
$crl = $this —>_getCrl();
$expected XML = self ::getXML(array($pkiStatusInfo), array

($certificate), array(S$crl));

$this —>_revResponse —>addRevocationResponse (
$pkiStatusInfo, $certificate);
$this —>_revResponse —>addCrl($crl);

$revRepXML = $this —>_revResponse —>getXMLEncoded () ;

$xml = new DomDocument() ;
$revRepXML = $xml—>importNode ($revRepXML, true);
$xml—>appendChild ($revRepXML) ;

$validSchema = $xml—>schemaValidateSource (self ::
getRevRepMsgXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());

}

VER:

* Construct the XML from the parameters and return a string
representation of the XML

*

* @param array $status The status of the revocation
request

* @param array $revCerts The certificate for which
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revocation was requested
* @param array $crls The issued crls
* @param string $nodeName The name of the root node of the
generated XML
*
* @return string
*/
public static function getXML
(
array $status ,
array $revCerts = array (),
array $crls = array(),
$nodeName = ’RevRepContent’
) |
$doc = new DOMDocument() ;

$statusXML = 27

foreach ($status as $statusInfo) {
$statusInfoXML = $statusInfo —>getXMLEncoded () ;
$statusInfoXML = $doc—>importNode ($statusInfoXML ,

true) ;

$statusInfoXML = $doc—>saveXML ($statusInfoXML ) ;
$statusXML .= $statusInfoXML ;

}

$statusXML = ’<status>’ . $statusXML . ’</status>’;
$revCertsXML = 27
if (empty($revCerts) === false) {
foreach ($revCerts as S$revCert) {
$issuerXML = 27
$serialNumber = 7
if ($revCert !== null) {
$dn = new
Labsec_Security_Certification_DataTypes_D
(O
$dn—>addDirectoryName ( $revCert —>getlssuer ())

$issuerXML = $dn—>getXMLEncoded(’issuer’);
$issuerXML = $doc—>importNode ($issuerXML ,

true) ;
$issuerXML = $doc—>saveXML ($issuerXML) ;
$serialNumber = $revCert —>getSerialNumber () ;
$serialNumber = ’<seriallNumber>’
$serialNumber . ’</seriallNumber>’;
$revCertsXML .= ’<CertId>’ . S$issuerXML
$serialNumber . ’</CertId>’;
} else {
$revCertsXML .= ’<CertId/>’;

}
1
$revCertsXML = ’<revCerts>’ . S$revCertsXML . ’</

revCerts>?;

irectoryName
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}
$crlIsXML = 27
if (empty($crls) === false) {
foreach ($crls as $crl) {
$crlPem = $crl—>getPem () ;
$crIsXML .= ’<Certificatelist>’ . $crlPem . ’</
Certificatelist>?;
}
$crIsXML = ’<crls>? . $crlsXML . °’</crls>’;
}
$xml = ’<?xml version="1.0"?>° . PHP EOL
’<? . $nodeName . ’>?
$statusXML
$revCertsXML
$ScrlsXML
’</? . $nodeName . ’>° . PHP_EOL;

return $xml;

}

VEE:

* Returns a certificate object

*

* @return LabsecCL_Security_Certification_CertificateCL
*/

protected function _getCertificate ()

$data = ?----- BEGIN CERTIFICATE----- ’
PHP_EOL

2
MIIB5TCCAU6gAwIBAgIBATANBgkqhkiGOwOBAQUFADAPMQ
> . PHP_EOL

’
MB4XDTEwMDgwNjE1MzAwM1oXDTIwMDgwMzE1MzAwMlowDzE
> . PHP_EOL

’
dDCBnzANBgkqhkiGOwOBAQEFAAOBjQAwgYkCgYEAnplidiwA
> . PHP_EOL

’j+
Jqtyf8aY19Xr8UYYFA98AyKrbQ9rSWu7Cun3C09yRLu4zbl
> . PHP_EOL

’ba0K5HCpo63vNT+
Ktkrd9Zt1cf86XWgVZI2i0wHX4jacx7QLALo2zdVmmpPDMy
> . PHP_EOL

’h/bg/Kwybe08K/EZ060CAwWEAAaNRMESwDwYDVROTAQH/
BAUwAwEB/zAOBgNVHQ8B’ . PHP_EOL

*Af8EBAMCAQYwHQYDVROOBBYEFJ8KY2/9nEEfNUep/
bmBfHG9/iRjMAOGA1UdEQQG’> . PHP_EOL

ki
MASkAjAAMAOGCSqGSIb3DQEBBQUAA4GBAH4LsmdDogNQub
> . PHP_EOL

’TugTGQo/94GpS+6vnalbkNIotTmSANLBPHTOuvBD+

wCwYDVQQ

NMAsGA1U

cIhDFDOO

DfALTUxg

ej6rQGLSE
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}

/% %

nL9Ku3tezjmgsPV+BmblEFE’> . PHP_EOL
’v58L1GnapdQXfJe+

fNcpmYZOTmXwE12TvvL6aWFMfnGniMcbBb4QQglcl10Y2dmjN

> . PHP_EOL
>yHP8BB85fMxn’

PHP_EOL
R END CERTIFICATE----- N
return new LabsecCL_Security_Certification_CertificateCL
($data);

* Returns a certificate revocation list object

*

* @return

*/

LabsecCL_Security_Certification_CertificateRevocationLis

protected function _getCrl ()

PHP_EOL

tCL

MIICzzCCAbcCAQEWDQYJKoZIhvcNAQEFBQAwCTEPMAOGA1UEAXMGQUMgU1NMY

> . PHP_EOL

CQYDVQQIEwJTQzELMAKGA1UEBhMCQ1IxDDAKBgNVBAoTA1JOUDEPMAOGA1UEC

> . PHP_EOL

SUNQRURVMQOwCwYDVQQLEwRVR1INDMRYwFAYDVQQHEw1GbGY9yaWFub3BvbGlzF

> . PHP_EOL

NzA5MDYx0DI1NDBaFwOwNzASMTYx0DI1NDBaMIGIMCACARIXDTA3MDkwNDES3V

> . PHP_EOL

OFowDDAKBgNVHRUEAwoBADAgAgETFwOwNzABMDQxNzEzMDhaMAwwCgYDVROVE

> . PHP_EOL

AQAwIAIBFBcNMDcwOTAOMTcxMzA4WjAMMAoGALIUAFQQDCgEAMCACARUXDTA3Y

> . PHP_EOL

NDE3MTMwOFowDDAKBgNVHRUEAwoBAKCBh jCBgzB1BgNVHS
> . PHP_EOL

DgYDVQQDEwdBQyBVRINDMQswCQYDVQQIEwJTQzELMAkKGA1Y
> . PHP_EOL

EbjBsoWekZTBjV

JEBhMCQ1IxDDAKE

BAoTA1JOUDEPMAOGALUEChMGSUNQRURVMRYwFAYDVQQHEw1GbGO9yaWFub3Bvk

> . PHP_EOL

ggEEMA0GA1UdFAQDAgECMAOGCSqGSIb3DQEBBQUAA4IBAQAPSMcYaLnKcWGP j
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> . PHP_EOL
’xwa2JD/DaTttYUHL/
cgl8WtHOtHiK1AWj6FCLdujYBktJsR29DCo5pwYUr6G6n0jz
> . PHP_EOL
>oVPBukWdZCJDpd1zJEDSIMjTAGqoOhmOvnm4mv5JkH+PMdo
/0As852RuYW6FCEnE> . PHP_EOL
’5ARWwgPErj4aaRVhtRanU65k11sBeA6WKH4ZEHP+
LIrp31kutCmINXJQx5qtVy/7°> . PHP_EOL
*RH7vKv1UdWOBvRifulWAeLa6shrKtyz+CKPH/0/6
xgfP3IFAANHFyQNEZR6V1EKq’> . PHP_EOL
’rgjzyklZTCbyjviltinDVnsbZUbdacsjy+
WecahWGDHORUDMN74FYLwt1dGfAvaS’ . PHP_EOL
jwie

PHP_EOL
R END X509 CRL----- ’;

return new
LabsecCL_Security_Certification_CertificateRevocation|ListCL
($data);

}

VER:
* Returns the schema validator of the CertRepMessage
structure
*
* @return string
*/
public static function getRevRepMsgXMLSchema ()
{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="rp" substitutionGroup
="RevRepContent"/>

<xs:element name="RevRepContent">
<xs:complexType>
<xs:sequence>
<xs:element ref
="status"/>
<xs:element ref
="revCerts"
minOccurs
=lloll/>
<xs:element ref
="CI‘:|_S"
minOccurs
=uon/>
</xs:sequence>
</xs:complexType>
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</xs:element>

<xs:element name="status">
<xs:complexType>
<xs:sequence>
<xs:element ref

PKIStatusInfog
" max0Occurs
="unbounded
"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="PKIStatusInfo">
<xs:complexType>
<xs:sequence>

<xs:element name
="status"
type="xs:
integer"/>

<xs:element name
=n
statusString
n type=ﬂxs
string"
minOccurs
=u0||/>

<xs:element name
="failInfo"
type="xs:
integer"
minOccurs
=u0||/>

</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="revCerts">
<xs:complexType>
<xs:sequence>
<xs:element ref
="CertId"
maxOccurs="
unbounded
"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="crls">
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<xs:complexType>
<xs:sequence>
<xs:element name
=n
Certificateli
" type=llxs
string"
maxOccurs="
unbounded
Il/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="CertId">
<xs:complexType>
<xs:sequence>
<xs:element ref
="issuer"
minOccurs
=uon/>
<xs:element name
=n
serialNumber
" type="xs:
integer"
minOccurs
=||o||/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="issuer"
substitutionGroup="GeneralName"/>

<xs:element name="GeneralName">
<xs:complexType>
<xs:choice>
<xs:element ref
=n
directoryName
Il/>
</xs:choice>
</xs:complexType>
</xs:element>

<xs:element name="directoryName"
substitutionGroup="RDNSequence"/>

<xs:element name="RDNSequence">
<xs:complexType>
<xs:sequence>
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<xs:choice>
<xs:

<xs:

<xs:

elemg

name
="c

type

=
Xs:
strin
|l/>

<

Count

elemg

name
="y,

type

strin

||/>

<t--

Locali

elemeg

name

ST™"

type

Xs:
strin

|l/>
<t--

State
or

nt

g

nt

g

g



<xs:

<xs:

<xs:
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province

element

name
=1

type

Xs:
strin
ll/>

<t--

Organg

g

1ization

element

name

oyg"

type

Xs:
strin
u/>
<t--

Organ

Unit

g

1ization

element

name

CN"

type

XS
strin

e
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<xs:

<xXs:

</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>

||/>
<!--
Comm

Name

elemg

name

nt

STREET

type

XS :
strin

I|/>
<t--
Streg

Addrg

elemg

name
="E

type

xXs:
strin

||/>

<t--
E-
mail

g

SSs

nt

g

Address




</xs:schema>’;

}
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Coédigo Fonte C.57:
SGCI_PKIMessage_Body_RevocationResponseContentTest

Classe

<?php

VEE:

* Class that tests the
SGCI_PKIMessage_Body_RevocationRequestMessage class

*/

class SGCI_PKIMessage_Body_RevocationResponseMessageTest extends

PHPUnit_Framework_TestCase
{

/* *

* test for getXMLEncoded

*

* @return void

*/

public function testGetXMLEncoded ()
{

$body = self:: getRevocationResponseMessage () ;

$expectedXML =

SGCI_PKIMessage_Body_RevocationResponseContentTest

1 getXML (
$body —>getStatus (), array(), array(), ’rp’
)

$revRepXML = $body—>getXMLEncoded () ;

$xml = new DomDocument() ;

$revRepXML = $xml—>importNode ($revRepXML, true);
$xml—>appendChild ($revRepXML) ;

$validSchema = $xml—>schemaValidateSource (

SGCI_PKIMessage_Body_RevocationResponseContentTest ::

getRevRepMsgXMLSchema ()
)
$this —>assertTrue ($validSchema) ;
$this —>assertEquals ($expected XML, $xml—>saveXML());
}

/* *

* Returns a SGCI_PKIMessage_Body_RevocationResponseMessage

object
*

* @return SGCI_PKIMessage_Body_RevocationResponseMessage

*/
public static function getRevocationResponseMessage ()
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$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_REJECTION) ;

$revResponse = new
SGCI_PKIMessage_Body_RevocationResponseMessage () ;

$revResponse —>addRevocationResponse ($pkiStatusInfo);

return $revResponse;

}

Cédigo Fonte C.58: Classe
SGCI_PKIMessage_Body_RevocationResponseMessageTest

<?php

/% %

* Class that tests the
SGCI_PKIMessage_Body_TrustedRelationshipRequest class .

*/

class SGCI_PKIMessage_Body_TrustedRelationshipRequestTest
extends PHPUnit_Framework_TestCase

{
/% %
* Class being tested.
*
* @var SGCI_PKIMessage_Body_TrustedRelationshipRequest
*/
protected $_trustedRelReq;

/% %
* Instantiate a
SGCI_PKIMessage_Body_TrustedRelationshipRequest object
&
* @return void
*/
public function setUp ()
{
$this —>_trustedRelReq = new
SGCI_PKIMessage_Body_TrustedRelationshipRequest () ;
}

/% %

* Test for loadXML

*

* @return void

*/

public function testCanLoadXML ()
{
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$expectedIpAddress = new
Labsec_Security_Certification_DataTypes_IPAddress ()

$expectedIpAddress —>setIPAddress(°10.10.0.17);

$expectedCertificate = self:: getCertificate ();

$xml = $this —>_getDomNode ($expectedIpAddress ,
$expectedCertificate);

$this —>_trustedRelReq —>loadXML ($xml) ;

$certificate = $this —>_trustedRelReq —>getCertificate () ;
$this —>assertEquals ($expectedCertificate , $certificate);

$iPAddress = $this —>_trustedRelReq —>getIpAddress () ;
$this —>assertEquals ($expectedlpAddress, $iPAddress);
}

/% *
* Construct the XML from the parameters and return a
DomNode representation of the XML

*
* @param Labsec_Security_Certification_DataTypes_IPAddress
$iPAddress The IP Address of the

requester
* @param Labsec_Security_Certification_Certificate
$certificate The certificate fo the

*
requester
*
* @return DOMNode
*/
protected function _getDomNode
(
Labsec_Security_Certification_DataTypes_IPAddress
$iPAddress ,
Labsec_Security_Certification_Certificate $certificate
) A
$xml = $this —>_getXML($iPAddress, $certificate);
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName (’trr?)—>item (0);
}
/* *
* Test for setRequester
*

* @return void
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*/
public function testCanSetRequest ()
{
$expectedIpAddress = new
Labsec_Security_Certification_DataTypes_IPAddress ()
$expectedIpAddress —>setIPAddress (210.10.0.17);
$expectedCertificate = self:: getCertificate ();
$this —>_trustedRelReq —>setRequester ($expectedIpAddress ,
$expectedCertificate);
$certificate = $this —>_trustedRelReq—>getCertificate ();
$this —>assertEquals ($expectedCertificate , $certificate);
$iPAddress = $this —>_trustedRelReq —>getIpAddress () ;
$this —>assertEquals ($expectedIpAddress, $iPAddress);
}
/% %
* Test for getXMLEncoded
*

* @return void
*/
public function testGetXmlWithoutSettingRequester ()

{
$this —>setExpectedException (?>SGCI_Exception?);

$this —>_trustedRelReq —>getXMLEncoded () ;
}

/% %

* Test for getXMLEncoded

*

* @return void

*/

public function testCanGetXml ()

$iPAddress = new
Labsec_Security_Certification_DataTypes_IPAddress ()

$iPAddress —>setIPAddress (°10.10.0.1°%);

$certificate = self:: getCertificate ();
$expectedXml = $this —>_ getXML($iPAddress, $certificate);

$this —>_trustedRelReq —>setRequester ($iPAddress ,
$certificate);

$trustedRelReq = $this —>_trustedRelReq —>getXMLEncoded () ;

$xml = new DomDocument() ;




}

/% %

* Returns a certificate object

*

* @return LabsecCL_Security_Certification_CertificateCL

*/

public static function getCertificate ()

{
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$trustedRelReq = $xml—>importNode ($trustedRelReq, true);

$xml—>appendChild ($trustedRelReq);

$validSchema = $xml—>schemaValidateSource ($this —>
_getTrustedRelReqXMLSchema () ) ;

$this —>assertTrue ($validSchema) ;

$this —>assertEquals ($expectedXml, $xml—>saveXML());

$data = ?----- BEGIN CERTIFICATE----- 4
PHP_EOL

’
MIIB5TCCAUG6gAwIBAgIBATANBgkqhkiGOwOBAQUFADAPMQOw
> . PHP_EOL

’
MB4XDTEwMDgwNjE1MzAwM1oXDTIwMDgwMzE1MzAwMlowDzEN
> . PHP_EOL

2
dDCBnzANBgkqhkiGO9wOBAQEFAAOBjQAwgYkCgYEAnpldiwAc]
> . PHP_EOL

’j+
Jqty£f8a¥Y19Xr8UYYFA98AyKrbQ9rSWu7Cun3C09yRLu4zbLDf
> . PHP_EOL

’ba0K5HCpo63vNT+
Ktkrd9Zt1cf86XWgVZI2i0wHX4jacx7QLALo2zdVmmpPDMydf
> . PHP_EOL

’h/bg/Kuybe08K/EZO060CAWEAAaNRME8wDwYDVROTAQH/
BAUwAWEB/zAOBgNVHQ8B’ . PHP_EOL

*Af8EBAMCAQYwHQYDVROOBBYEFJ8KY2/9nEEfNUep/bmBfHGO/
iRjMAOGA1UdEQQG’> . PHP_EOL

’
MASkAjAAMAOGCSqGSIb3DQEBBQUAAAGBAH4LsmdDogNQubWe ]
> . PHP_EOL

’TugTGQo/94GpS+6vnalbkNIot TmSANLBPHTOuvBD+
nL9Ku3tezjmgsPV+BmblEFE’> . PHP_EOL

’vb58L1GnapdQXfJe+
fNcpmYZOTmXwE12TvvL6aWFMfnGniMcbBb4QQglc10Y2dmjN
> . PHP_EOL

>yHP8BB85fMxn’

PHP_EOL
. END CERTIFICATE----- ’s

return new LabsecCL_Security_Certification_CertificateCL
($data);

wYDVQQDE

AsGA1UEA

hDFDOOIgq

ALTUxqGV

6rQGLS8TG
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}

/% %
* Construct the XML from the parameters and return a string
representation of the XML

* @param Labsec_Security_Certification_DataTypes_IPAddress
$iPAddress The IP Address of the

requester
* @param Labsec_Security_Certification_Certificate
$certificate The certificate fo the

*
requester
*
* @return DOMNode
*/
protected function _getXML
(
Labsec_Security_Certification_DataTypes_IPAddress
$iPAddress,
Labsec_Security_Certification_Certificate $certificate
) |
$xml = ’<?xml version="1.0"7?>’ . PHP_EOL
’<trr>’
’<iPAddress>’ . $iPAddress —>getIPAddress() . ’</
iPAddress>?
’<certificate>’ . $certificate —>getPem() . ></
certificate>’
’</trr>’ . PHP_EOL;
return $xml;
}
/% %

* Returns the schema validator of the TrustedRelReq
structure

*
* @return string

*/

protected function _getTrustedRelReqXMLSchema ()

{
return ’<?xml version="1.0"7>
<xs:schema xmlns:xs="http://www.w3.org
/2001/XMLSchema">

<xs:element name="trr" substitutionGroup
="TrustedRelReq"/>

<xs:element name="TrustedRelReq">
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<xs:complexType>
<xs:sequence>
<xs:element name
="iPAddress
" type="xs:
string"/>
<xs:element name

certificate

" type="xs:
string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>’;
}
}
Cédigo Fonte C.59: Classe

SGCI_PKIMessage_Body_TrustedRelationshipRequestTest

<?php

VEE

x Class that tests the
SGCI_PKIMessage_Body_TrustedRelationshipResponse class .

*/

class SGCI_PKIMessage_Body_TrustedRelationshipResponseTest
extends PHPUnit_Framework_TestCase

{
/* *
* Class being tested.
*
* @var SGCI_PKIMessage_Body_TrustedRelationshipResponse
*/

protected $_trustedRelRep;

/* %
* Instantiate a
SGCI_PKIMessage_Body_TrustedRelationshipResponse

object
*
* @return void
*/

public function setUp ()
{

$this —>_trustedRelRep = new
SGCI_PKIMessage_Body_TrustedRelationshipResponse () ;

/% %
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* Test for loadXML

*

* @return void

*/

public function testCanLoadXMLWithoutCertificate ()

{
$expectedStatus = new SGCI_PKIStatusInfo();
$expectedStatus —>setStatus (SGCI_PKIStatus ::

STATUS_ACCEPTED) ;

$xml = $this —>_getDomNode ( $expectedStatus);
$this —>_trustedRelRep —>loadXML ($xml) ;

$certificate = $this —>_trustedRelRep —>getCertificate () ;
$this —>assertNull ($certificate);

$status = $this —>_trustedRelRep —>getStatus ();
$this —>assertEquals ($expectedStatus , $status);

}

VEX]

* Test for loadXML
*

* @return void

*/

public function testCanLoadXMLWithAllFields ()
{
$expectedStatus = new SGCI_PKIStatusInfo () ;
$expectedStatus —>setStatus (SGCI_PKIStatus ::
STATUS_ACCEPTED) ;
$expectedCertificate = $this—>_getCertificate ();
$xml = $this —>_getDomNode ( $expectedStatus ,
$expectedCertificate);

$this —>_trustedRelRep —>loadXML ($xml) ;

$certificate = $this —>_trustedRelRep —>getCertificate () ;
$this —>assertEquals ($expectedCertificate , $certificate);

$status = $this —>_trustedRelRep —>getStatus () ;
$this —>assertEquals ($expectedStatus , $status);

}

/% x
* Construct the XML from the parameters and return a
DomNode representation of the XML
*
* @param SGCI_PKIStatuslInfo $status
The status of the
*
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response
* @param Labsec_Security_Certification_Certificate
$certificate The certificate fo the

*
response

*

* @return DOMNode

*/

protected function _getDomNode (SGCI_PKIStatusInfo $status ,
$certificate = null)

{
$xml = $this —>_getXML( $status , $certificate);
$dom = new DOMDocument() ;
$dom—>loadXML ($xml) ;
return $dom—>getElementsByTagName (’trp?’)—>item (0);

}

/* %

* Test for setStatus

*

* @return void

*/

public function testCanSetStatus ()

{
$status = new SGCI_PKIStatusInfo () ;
$status —>setStatus (SGCI_PKIStatus :: STATUS_ACCEPTED) ;
$this —>_trustedRelRep —>setStatus ( $status);
$actualStatus = $this —>_trustedRelRep —>getStatus () ;
$this —>assertEquals ($status , $actualStatus);

}

/* *

* Test for setStatus

*

* @return void

*/

public function testSetStatusWithEmptyStatus ()
{
$this —>setExpectedException (?
SGCI_Exception_InvalidParameter’);
$status = new SGCI_PKIStatusInfo () ;
$this —>_trustedRelRep —>setStatus ( $status);

}

/% *

* Test for SetCertificate
*

* @return void

*/
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public function

}

/* %

testSetCertificateWithoutStatusSetShouldThrowException
O

$this —>setExpectedException (?>SGCI_Exception?);
$this —>_trustedRelRep —>setCertificate ($this —>
_getCertificate ());

* Test for SetCertificate

*

* @return void

*/

public function

}

/% %

testSetCertificateWithNotApprovalStatusShouldThrowExcepti
O

$this —>setExpectedException (?>SGCI_Exception’);

$status = new SGCI_PKIStatusInfo () ;

$status —>setStatus (SGCI_PKIStatus :: STATUS_REJECTION) ;

$this —>_trustedRelRep —>setStatus ( $status);

$this —>_trustedRelRep —>setCertificate ($this —>
_getCertificate ());

* Test for SetCertificate

*

* @return void

*/

public function testCanSetCertificate ()

{

}

/% %

$status = new SGCI_PKIStatusInfo () ;

$status —>setStatus (SGCI_PKIStatus :: STATUS_ACCEPTED) ;

$this —>_trustedRelRep —>setStatus ( $status);

$certificate = $this—>_getCertificate ();

$this —>_trustedRelRep —>setCertificate ($certificate);

$actualCertificate = $this —>_trustedRelRep —>
getCertificate () ;

$this —>assertEquals ($certificate , $actualCertificate);

* Test for getXMLEncoded

*

* @return void

*/

public function

{

testGetXmlWithoutSettingStatusShouldThrowException ()

$this —>setExpectedException (’SGCI_Exception’);
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$this —>_trustedRelRep —>getXMLEncoded () ;
}

/* *

* Test for GetXMLEncoded

*

* @return void

*/

public function
testGetXMLEncodedWithoutStatusShouldThrowException ()

{
$this —>setExpectedException (’SGCI_Exception’);
$this —>_trustedRelRep —>getXMLEncoded () ;

}

/% *

* Test for GetXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithOnlyRequiredFields ()

{
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::

STATUS_REJECTION) ;

$expectedXML = $this —>_getXML( $pkiStatusInfo);
$this —>_trustedRelRep —>setStatus ($pkiStatusInfo);

$trustedRelRepXML = $this —>_trustedRelRep —>getXMLEncoded
(O

$xml = new DomDocument() ;

$trustedRelRepXML = $xml—>importNode ($trustedRelRepXML ,
true) ;

$xml—>appendChild ($trustedRelRepXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getTrustedRelRepXmlISchema () );

$this —>assertTrue ($validSchema) ;

$this —>assertEquals ($expected XML, $xml—>saveXML () ) ;

}

/* *

* Test for GetXMLEncoded

*

* @return void

*/

public function testGetXMLEncodedWithAllFields ()

{
$certificate = $this—>_getCertificate ();
$pkiStatusInfo = new SGCI_PKIStatusInfo ();
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}

/% %

* Returns a certificate object

*

* @return LabsecCL_Security_Certification_CertificateCL

*/

protected function _getCertificate ()

{

$pkiStatusInfo —>setStatus (SGCI_PKIStatus ::
STATUS_ACCEPTED) ;

$expectedXML = $this —>_getXML($pkiStatusInfo ,
$certificate);

$this —>_trustedRelRep —>setStatus ($pkiStatusInfo);
$this —>_trustedRelRep —>setCertificate ($certificate);

$trustedRelRepXML = $this —>_trustedRelRep —>getXMLEncoded
Q)

$xml = new DomDocument() ;

$trustedRelRepXML = $xml—>importNode ($trustedRelRepXML ,
true) ;

$xml—>appendChild ($trustedRelRepXML) ;

$validSchema = $xml—>schemaValidateSource ($this —>
_getTrustedRelRepXmlSchema());

$this —>assertTrue ($validSchema) ;

$this —>assertEquals ($expected XML, $xml—>saveXML () );

$data = ?----- BEGIN CERTIFICATE----- ’
PHP_EOL

2
MIIB5TCCAU6gAwIBAgIBATANBgkqhkiGOwOBAQUFADAPMQOwW
> . PHP_EOL

’
MB4XDTEwMDgwNjE1MzAwM1loXDTIwMDgwMzE1MzAwMlowDZEN
> . PHP_EOL

’
dDCBnzANBgkqhkiGOwOBAQEFAAOBjQAwgYkCgYEAnpidiwAc]
> . PHP_EOL

’j+
Jqty£f8aY19Xr8UYYFA98AyKrbQ9rSWu7Cun3C09yRLu4zbLDf
> . PHP_EOL

’ba0K5HCpo63vNT+
Ktkrd9Zt1cf86XWgVZI2i0wHX4jacx7QLALo2zdVmmpPDMydf
> . PHP_EOL

*h/bg/Kuybe08K/EZ060CAWEAAaNRME8wDWYDVROTAQH/
BAUwAwEB/zAOBgNVHQ8B’ . PHP_EOL

* AfSEBAMCAQYWHQYDVROOBBYEFJ8KY2/9nEEfNUep/bmBEHGY/
iRjMAOGA1U4EQQG’ . PHP_EOL

2

MASkAjAAMAOGCSqGSIb3DQEBBQUAA4GBAH4LsmdDogNQubWe ]

wYDVQQDEwRUZXN

AsGA1UEAxXMEVGYV

hDFDO0IqQyqFmk

ALTUxqGVVSQB7

6rQGL8TGgq4kpH
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> . PHP_EOL

’TugTGQo/94GpS+6vnalbkNIot TmSANLBPHTOuvBD+
nL9Ku3tezjmgsPV+BmblEFE’> . PHP_EOL

’v58L1GnapdQXfJe+
fNcpmYZOTmXwE12TvvL6aWFMfnGniMcbBb4QQglc10Y2dmjN
> . PHP_EOL

>yHP8BB85fMxn’

PHP_EOL
T END CERTIFICATE----- ’;

return new LabsecCL_Security_Certification_CertificateCL
($data);
}

/* *
* Construct the XML from the parameters and return a string
representation of the XML

* *

@param SGCI_PKIStatusInfo $status
The status of the

response
* @param Labsec_Security_Certification_Certificate
$certificate The certificate fo the

*
response

*

* @return DOMNode

*/

protected function _getXML(SGCI_PKIStatusInfo $status,
$certificate = null)

{
$statusXml = $status —>getXMLEncoded(’status?);
$doc = new DOMDocument() ;
$statusXml = $doc—>importNode ($statusXml, true);
$statusXml = $doc—>saveXML($statusXml);

$certificateXml = 27
if ($certificate !== null) {
$certificateXml = ’<certificate>’ . $certificate —>
getPem () . ?</certificate>’;

}
$xml = ?<?xml version="1.0"?>’ . PHP_EOL

Y<trp>?

$statusXml

$certificateXml
’</trp>’ . PHP_EOL;

return $xml;




384

/% %
* Returns
structure
*
* @return string
*/

protected function _getTrustedRelRepXMLSchema ()

’<?xml version="1.0"7>
<xs:

return
/2001/XMLSchema">

<xs:element name="trp"

="TrustedRelRep"/>

<xs
<xs:complexType>

<xs:sequence

<xs:

<xs:

</xs:sequenc
</xs:complexType>
</xs:element>

<xs:element name="status"

the schema validator of the TrustedRelReq

schema xmlns:xs="http://www.w3.org

substitutionGroup

:element name="TrustedRelRep">

>

element ref
="status"/>
element name

certificate

" type="xs
string"
minOccurs
=u0|l/>

e>

substitutionGroup="PKIStatusInfo"/>

<xs:element name="PKIStatusI
<xs:complexType>

<xs:sequence

<xs:

<xs

<Xxs

nfo">

>
element name

status"

type="xs
integer"/>

:element name

statusString
" type="xs
string"
minOccurs
=||0||/>

:element name

="faillnfo"




}
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type="zs:
integer"
minOccurs
=||0||/>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>’;

Cédigo

Fonte C.60: Classe

SGCI_PKIMessage_Body_TrustedRelationshipResponseTest




386



APENDICE D - Artigo






Analise e implementacao de um protocolo de gerenciamento
de certificados

Anderson Luiz Silvério!

!Laboratério de Seguranca em Computagio (LabSEC)
Departamento de Informadtica e Estatistica (INE)
Universidade Federal de Santa Catarina (UFSC)

Florianépolis — SC — Brasil

anderson.luiz@inf.ufsc.br

Abstract. This meta-paper describes the style to be used in articles and short
papers for SBC conferences. For papers in English, you should add just an
abstract while for the papers in Portuguese, we also ask for an abstract in Por-
tuguese (“resumo”). In both cases, abstracts should not have more than 10 lines
and must be in the first page of the paper.

Resumo. Este trabalho tem como objetivo estudar e implementar um proto-
colo para a comunicagdo entre Autoridades Certificadoras e de Registro para
o Sistema de Gerenciamento de Certificados Digitais da Infraestrutura de Cha-
ves Piublicas para Ensino e Pesquisa (SGCI). A versdo 1.3.7 do SGCI possui
um protocolo proprio para fazer a comunicagdo entre ACs e ARs, que ndo ga-
rante a integridade e autenticidade das mensagens trocadas entre AC e AR. Este
trabalho propée a implementa¢do de um protocolo baseado no Certificate Ma-
nagement Protocol (CMP). Para tanto, foram analisadas e implementadas as
mudangas necessdrias ao SGCI para suportar tal protocolo, além do desenvol-
vimento de uma biblioteca para a gera¢do e manipula¢do das mensagens do
CMP em XML.

1. Introducio

A sociedade moderna estd convergindo para o uso de meios eletrénicos e online para a
realizagdo de tarefas cotidianas. Por exemplo, o uso do internet banking para pagar contas
ao invés de ir pessoalmente ao banco. Com isso € possivel reduzir tempo e custos gastos
nestas tarefas. Por outro lado, na auséncia de contato visual entre as partes envolvidas
em sistemas online, ha a necessidade de mecanismos de autenticagdo e seguranga que
devem garantir a integridade dos dados compartilhados entre usudrio e sistema, autenticar
as partes envolvidas, entre outros requisitos. A certificacdo digital tem sido utilizada de
modo a satisfazer tais requisitos.

Certificados digitais ligam uma pessoa ou entidade & um par de chaves. Com o
par de chaves é possivel realizar operagdes, como a assinatura digital, que garantem a
autenticidade, integridade, confidencialidade e irretratabilidade. Para a emissdo de certi-
ficados digitais € necessdrio a presenga de uma entidade confidvel, chamada Autoridade
Certificadora (AC), para certificar que as informacdes presentes num certificado digital
pertencem a determinada pessoa.



As ACs normalmente delegam a funcdo de fazer a interacdo com o requerente
do certificado a Autoridades de Registro (ARs). A AR tem o papel de receber o pedido
de requisi¢ao do requerente do certificado, verificar e validar se os dados presentes na
requisicao estdo de acordo com os dados do requerente. Apés a validagdo dos dados,
a AR encaminha a requisicdo a AC que entdo pode emitir o certificado. Em seguida a
AC envia um resposta a AR, contendo o certificado, para que a AR possa encaminhar o
certificado ao requerente.

A comunicacio entre as partes envolvidas pode ser feita de varias formas, via e-
mail por exemplo. Contudo ela envolve sempre os mesmo objetivos, emitir ou revogar
certificados digitais. Existem protocolos padronizados que definem as mensagens que
necessitam ser trocadas entre AC e AR durante o processo de requisi¢do ou revogagao
de certificados. Todavia observa-se que muitos softwares utilizados para gerenciar ACs e
ARs implementam o seu préprio protocolo, causando incompatibilidades com entidades
que utilizem outros softwares.

Nas secdes 2 e 3 € apresentada uma breve revisdo bibliografica sobre o Sistema
de Gerenciamento de Certificados Digitais ICPEDU (SGCI) e o Certificate Management
Protocol (CMP), respectivamente. A se¢do 4 apresenta como o CMP ¢ utilizado neste
trabalho e a sua implementagdo, a se¢do 5 apresenta a proposta deste trabalho para a
distribuicdo do par de chaves de ACs e ARs e a se¢@o 6 aborda as constribuicdes deste
trabalho para o SGCI. Por fim, as consideracdes finais sao realizadas na seg¢ao 7.

2. Sistema de Gerenciamento de Certificados Digitais ICPEDU

O Sistema de Gerenciamento de Certificados Digitais da Infraestrutura de Chaves Publi-
cas para Ensino e Pesquisa (SGCI) é um SGC desenvolvido para o Ambito académico,
fazendo parte do projeto ICPEDU, financiado pela Rede Nacional de Ensino e Pesquisa
(RNP). Ele foi concebido para utilizar somente software livre, ser flexivel, simples e ro-
busto, provendo as funcionalidades necessarias para o gerenciamento de ICPs.

Este software € divido em cinco mddulos, descrito a seguir:

e Criador: Responsavel pelas configuragdes do software e disponibilizacio de enti-
dades e usudrios. Neste modulo € possivel cadastrar e deletar ACs, ARs e usudrios,
além de vincular usudrios com as entidades;

e Administrador de AC: Responsdvel pela administragdo de autoridades certifica-
doras. Neste modulo € possivel cadastrar e deletar operadores, cadastrar modelos
de certificados, gerenciar relacionamentos de confianca e definir o perfodo para
emissdo de LCRs;

e Administrador de AR: Responsdvel pela administragdo de autoridades de registro.
Neste médulo é possivel cadastrar e deletar operadores e gerenciar relacionamen-
tos de confianga;

e Operador de AC: Responsével pela operagdo de autoridades certificadoras. Neste
mdédulo € possivel aprovar ou rejeitar requisicdes de certificado e de revogagao,
emitindo os certificados para as requisi¢des aprovadas, e emitir LCRs;

e Operador de AR: Responsdvel pela operagdo de autoridades de registro. Neste
modulo € possivel aprovar ou rejeitar requisi¢cdes de certificado e de revogacao,
encaminhando as requisi¢cdes aprovadas para a AC responsavel.



Atualmente o Laboratério de Seguranca em Computagdo (LabSEC) é responséavel
pelo desenvolvimento e manutengdo do SGCI que possui uma versao estavel, 1.3.7, e uma
nova versao, 2.0.0, encontra-se em desenvolvimento.

3. Certificate Management Protocol

O Certificate Management Protocol (CMP) [Adams et al. 2005] é um protocolo utilizado
para criagdo e gerenciamento de certificados digitais X.509v3 [Cooper et al. 2008] e de-
fine mensagens que permitem a intera¢do online de diferentes componentes de uma ICP.

Toda mensagem definida pelo CMP possui uma estrutura bésica, contendo os se-
guintes campos:

e cabecalho: Apresenta informagdes comuns a védrias mensagens, utilizadas para
identificar o emissor e destinatario, por exemplo;

e corpo: Apresenta informagdes especificas para cada requisi¢ao;

e protecdo: Contém bits que protegem a mensagem. Por exemplo, a assinatura dos
campos citados acima. Este campo € opcional;

e certificados extras: Pode ser usado para carregar certificados necessarios por uma
das partes. Este campo é opcional.

O transporte das mensagens do CMP ¢ feito sobre o protocolo HTTP e é definido
pelo CMPTrans [Kause and Peylo 2011].

4. Implementacio do protocolo

Para a representacdo das mensagens definidas pelo CMP optou-se por utilizar o formato
XML, por ser amplamente utilizado atualmente para o compartilhamento de informagdes,
além de ser de cédigo aberto e independente de plataforma. A conversdo das estruturas
ASN.1 descritas na RFC4210 para XML foram feitas utilizando as regras de codificagdo
XML Enconding Rules (XER) [ITU-T 2001].

4.1. Validacao do XML

Um documento XML por si s6 ndo possui informagdes suficientes para descrever a estru-
tura que o documento deverd ter. Existem diversas tecnologias que possibilitam definir
uma estrutura para documentos XML, as duas principais e recomendadas pela W3C sdo
DTD e XSD. Para este trabalho foi escolhida a XSD, por ser mais expressiva em relagdo
a DTD, simples, e usar a sintaxe do XML.

O trecho de cédigo 1 mostra a defini¢do de estrutura PKIMessage em ASN.1. Nao
existe um documento especificando como fazer a conversio das estruturas ASN.1 para
XSD, entdo a conversao foi feita visando manter a mesma semantica entre as estruturas
ASN.1 e XSD.

PKIMessage ::= SEQUENCE ({
header PKIHeader ,
body PKIBody ,

protection [0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate
OPTIONAL



PKIHeader ::= SEQUENCE { ... }

PKIBody ::= CHOICE { ... }
PKIProtection ::= BIT STRING
CMPCertificate ::= CHOICE { ... }

Cadigo Fonte 1. Exemplo de definicao da estrutura PKIMessage em ASN.1

Grande parte das defini¢cdes encontradas em ASN.1 tém um correspondente direto
em XSD, porém em alguns casos foi necessario utilizar uma forma alternativa para manter
o mesmo efeito. As principais estruturas convertidas que merecem destaque sao:

e Estruturas: Estruturas complexas em ASN.1, podem ser declaradas em XSD atra-
vés da tag <xs:complexType>

e Sequéncias: O elemento SEQUENCE em ASN.l corresponde a tag
<xs:sequence>

e Escolhas: O elemento CHOICE em ASN.1 corresponde a tag <xs:choice>

e Campos Opcionais: O atributo OPTIONAL em ASN.1 ndo tem um correspon-
dente direto em XSD. Para conseguir este efeito, foi utilizado o atributo “minQOc-
curs” com o valor igual a zero, especificando que o elemento pode aparecer zero
vezes, ou seja, é opcional.

e Sequéncias de tamanho indefinido: O atributo SEQUENCE SIZE (1..MAX) nao
tem um correspondente direto em XSD. Para este caso, foi utilizado o atributo
maxOccurs, com o valor igual a “unbounded”, na tag <xs:sequence>. O valor
“unbounded” significa que a sequéncia pode ter tamanho infinito. Para sequén-
cias de tamanhos fixos, utiliza-se o atributo “minOccurs” com o valor minimo e
“maxOccurs” com o valor maximo.

Aplicando as regras citadas acima para fazer a conversdo, obteve-se 0 XSD do
trecho de c6digo 2, correspondente a mesma estrutura definida em ASN.1 no trecho de
codigo 1.

<?xml version="1.0"7>
<xs:schema xmlns:xs="http ://www.w3.0rg/2001/XMLSchema">

<xs:element name="PKIMessage">
<xs:complexType>
<Xxs:sequence>
<xs:element ref="header"/>
<xs:element ref="body"/>
<xs:element ref="protection" minOccurs="0"/>
<xs:element ref="extraCerts"/>
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="header" substitutionGroup="PKIHeader"/>
<xs:element name="body" substitutionGroup="PKIBody"/>
<xs:element name="protection" substitutionGroup="PKIProtection"/>
<xs:element name="extraCerts">
<xs:complexType>
<Xs:sequence>
<xs:element ref="CMPCertificate”" minOccurs="0"
maxOccurs="unbounded"/>




</Xxs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Cadigo Fonte 2. Exemplo de definicdo da estrutura PKIMessage em XSD

4.2. Biblioteca criptografica

Inicialmente foi feito um levantamento na literatura das bibliotecas ja exis-
tentes que suportam o CMP. Foram encontradas duas bibliotecas, a cryptLib
[Digital Data Security Limited 2011] e a cmpForOpenssl [Martin Peylo 2011]. Foi des-
considerado o uso destas bibliotecas para este trabalho pelos seguintes motivos:

e 530 escritas na linguagem C. Desta forma seria ainda necessario portar as funcio-
nalidades para o PHP, de modo a utilizar com o SGCI;
e ndo possuem suporte a XML.

Nao existindo nenhuma biblioteca que satisfagca as necessidades deste trabalho,
foi criada uma nova biblioteca, orientada a objetos e em PHP. Um dos objetivos desta
biblioteca € fornecer uma interface simples e independente, podendo ser utilizada por
diferentes softwares. Além disso, ela é facilmente extensivel, possibilitando adicionar
as mensagens ndo tratadas por este trabalho ou fazer implementagdes customizadas das
mensagens.

5. Relacionamento de confianca

O CMP ndo prové meios para a distribui¢do da chave piblica de entidades, ndo sendo
possivel garantir que dada mensagem foi gerada por determinada entidade. Para isso foi
necessario estender o CMP, adicionando quatro novas mensagens ao PKIBody, para pos-
sibilitar o estabelecimento de relacdes de confianga. Relag@o de confianca é um conceito
utilizado pelo SGCI, para uma AC informar em quais ARs ela confia e aceita receber re-
quisi¢des e para uma AR informar para quais ACs ela pode enviar requisi¢des e receber
respostas.

Para as ACs também foi necessdrio gerar um novo par de chaves e um certificado
para distribuir a chave publica deste novo par de chaves, chamado de certificado de trans-
porte. A nova chave privada € utilizada para assinar as mensagens do CMP, devido ao
fato de as chaves privadas das ACs terem seu uso muito restrito, devendo ser utilizado
somente para assinar certificados e LCRs. O novo par de chaves e o certificado s@o uti-
lizados exclusivamente para a geragdo e verificagdo das assinaturas das mensagens do
CMP.

A figura 1 mostra como funciona o estabelecimento de uma rela¢do de confianga
no SGCI. Primeiro a AR envia uma mensagem ao SGCI para listar todas as entidades
cadastradas. O SGCI retorna uma lista com os certificados das entidades cadastradas e a
AR escolhe com qual das entidades deseja estabelecer relacionamento de confianga. Em
seguida a AR envia a entidade escolhida um pedido para o estabelecimento de relacdo de
confianga. Neste ponto a AC precisa aprovar ou rejeitar o pedido feito pela AR e enviar
uma resposta para a AR. A requisicdo e a resposta sdo assinadas com a chave privada da
AR e da AC, respectivamente.



Lista entidades

Certificados

EEscoIhe entidade

-

Requisicéo de relacionamento de conffanca

Resposta de requisicédo de relacionamento de confianca

Figura 1. Estabelecimento de relacionamento de confiangca no SGCI

A mensagem destinada a listar os certificados das entidades € uma tag XML vazia,
apresentada no trecho de cédigo 3. A resposta desta mensagem € uma lista dos certificados
das entidades cadastradas. Se nenhuma entidade estiver cadastrada, € retornada a tag
XML vazia. O trecho de c6digo 4 apresenta a estrutura ListCertsRep em XML.

<ListCertsReq></ListCertsReq>

Codigo Fonte 3. Estrutura ListCertsReq em XML

<ListCertsRep>
<certificate></certificate>
</ListCertsRep>

Codigo Fonte 4. Estrutura ListCertsRep em XML

Para minimizar o trifego dos certificados pela rede € possivel fazer uma otimi-
zagdo da mensagem ListCertsReq, incluindo, por exemplo, um template de certificado,
contendo informagdes sobre as entidades que se deseja listar. Porém esta otimizagéo sé
faria sentido em um sistema com centenas ou milhares de entidades cadastradas. Como
cada instancia do SGCI usualmente contém apenas algumas entidades cadastradas, tal oti-
mizag¢do traria um maior processamento para o SGCI que ndo resultaria em uma reducdo
significativa nos dados trafegados pela rede. Por este motivo nio foi implementado neste




trabalho.

A requisi¢@o de relacionamento de confianga contém, no PKIBody, a estrutura
TrustedRelReq, apresentada no trecho de cédigo 5. Ela contém o enderego IP, o certifi-
cado da entidade requisitante e o certificado de transporte. O certificado de transporte sé
devera estar presente se a requisi¢do for gerada por uma AC. Neste caso este certificado
serd utilizado pela AR para verificar a assinatura das mensagens subsequentes entre as
entidades.

<TrustedRelReq>
<iPAddress></iPAddress>
<certificate></certificate>
<transportCertificate></transportCertificate> <!— Opcional —>
</TrustedRelReq>

Cadigo Fonte 5. Estrutura TrustedRelReq em XML

A resposta para a requisicdo de relacionamento de confianca contém, no PKIBody,
a estrutura TrustedRelRep, apresentada no trecho de cédigo 6.

Ela contém o status do pedido, descrito pela estrutura PKIStatusInfo do CMP, o
certificado da entidade e o certificado de transporte. Ambos os certificado sdo opcionais
e s deverdo estar presentes caso a relagdo de confianga seja aprovada. E o certificado de
transporte s6 deverd estar presente se a resposta for gerada por uma AC, pois a AR utiliza
a sua propria chave privada para assinar as mensagens subsequentes que serdo trocadas
entre as entidades.

<TrustedRelRep>

<status></status> <!— PKIStatuslnfo —>

<certificate></certificate> <!— Opcional —>

<transportCertificate></transportCertificate> <!— Opcional —>
</TrustedRelRep>

Codigo Fonte 6. Estrutura TrustedRelRep em XML

6. Contribuicdes ao SGCI

Na atual versdo do SGCI, 1.3.7, a comunicagao entre as entidades € feita apenas de forma
manual. Neste modelo, o operador da AR importa a requisi¢do de certificado, aprova a
requisi¢do e ela é disponibilizada ao operador para download. O operador entdo envia a
requisi¢do para a AC de forma manual, através e-mail por exemplo. Na AC, o operador
deve importar a requisi¢do recebida pela AR, aprovar ou rejeitar a requisi¢do e enviar a
resposta para a AR também de forma manual.

A partir deste trabalho, o SGCI passa a ter dois novos modelos de comunicacio,
ambos online. O primeiro modelo é conhecido como modelo online com AC de resposta
manual, cuja tnica diferenca do modelo offline € que o envio das mensagens entre a AR
e a AC é feita de forma automatica.

No segundo modelo, conhecido como modelo online com AC de resposta auto-
matica, além do envio das mensagens ser feito de forma automadtica, a aprovacao das
requisi¢des enviadas pela AR na AC também ¢ feita de forma automadtica.




7. Consideracoes Finais

Este trabalho teve como objetivo estudar e analisar protocolos para a comunicagdo entre
Autoridades Certificadoras e de Registro presentes na literatura, além da implementacdo
de um protocolo para o Sistema de Gerenciamento de Certificados da Infraestrutura de
Chaves Publicas para Ensino e Pesquisa (SGCI). O protocolo escolhido para implemen-
tar baseia-se no CMP e possui as seguintes funcionalidades: requisi¢do para emissdo e
revogacgdo de certificados; requisicdo para estabelecimento de relacionamento de confi-
anga; e pollings para obter o estado das requisi¢des pendentes. Ele foi escolhido, pois o
CMP possui uma variedade maior de operacdes que podem ser realizadas, além de ndo
depender de implementagdes externas.

Neste trabalho foi proposto o uso de XML para codificar as mensagens do CMP,
pois o XML ¢é uma linguagem amplamente utilizada para a troca de informagdes entre
diferentes sistemas, além de ser simples de implementar e fornecer uma representacio
textual, legivel para humanos. Na secdo 4 foi descrito como foi feito o mapeamento das
estruturas ASN.1 utilizadas neste trabalho para XML. Além do mapeamento das estrutu-
ras para XML, foram criadas regras, utilizando a linguagem XSD, para verificar se dado
arquivo XML representa corretamente uma mensagem do CMP suportada pela implemen-
tacdo deste trabalho.

Também foi implementada uma biblioteca, para facilitar a geracido e manipulacdo
das mensagens do CMP, na linguagem PHP, orientada a objetos, seguindo as praticas
de programacdo de Desenvolvimento Orientado a Testes (TDD, do inglés Test Driven
Development) e Clean Code, a fim de garantir uma alta qualidade no cédigo desenvolvido.

Na sec¢do 5 foi proposta uma forma para a distribui¢do do par de chaves entre
autoridades certificadoras e de registro, chamada de relacionamento de confianca. Esta
proposta consiste em adiconar novas mensagens a0 CMP para fazer o estabelecimento de
relacdo de confianga entre AC e AR, além da utilizagdo de um novo par de chaves para
fazer a assinatura das mensagens a fim de preservar a chave privada de ACs e ARs. Por
fim, na secdo 2 foram apresentadas as contribui¢des destre trabalho para o SGCI.

Com as principais estruturas do CMP e a camada para o transporte implementadas,
propde-se a implementacio das operagdes suportadas pelo CMP que nédo foram abordadas
neste trabalho, como a substitui¢do do par de chaves de ACs, e a integracdo das mesmas
ao SGCI. A implementagdo destas operagdes aumentaria a flexibilidade do software, além
de tornar as operagOes mais transparentes ao usudrio final.

Outro trabalho futuro proposto, relacionado com as limitagdes deste trabalho, é
o estudo de como estender o protocolo implementado para realizar a comunicacgio entre
usudrio final e AR, através da implementag@o de uma interface publica, chamada médulo
publico. A existéncia de um médulo piblico no SGCI automatizaria a comunicagdo entre
o requerente do certificado e a AR.

Propde-se ainda a formalizacdo das estruturas adicionadas ao CMP e do uso de
XML para a codificacdo das mensagens, ndo previsto pelo CMP. Tais formaliza¢des sdo
importantes para garantir que as alteracdes feitas ndo afetam o funcionamento do CMP e
a interoperabilidade com outros sistemas que utilizem o CMP.

Por fim, propde-se o estudo de como aumentar a seguranga das chaves privadas



das entidades online. Quando uma entidade € configurada para funcionar de forma online,
sua chave privada necessita ficar disponivel para o uso do SGCI. Este ¢ um problema
conhecido na literatura, porém ainda sem solucéo. Algumas solugdes sugeridas € o uso
de rokens criptograficos ou de um Trusted Platform Module (TPM).
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ANEXO A - Definicio ASN.1 das estruturas das mensagens do CMP
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PKIMessage ::= SEQUENCE ({
header PKIHeader ,
body PKIBody,
protection [0] PKIProtection OPTIONAL,

extraCerts [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate

OPTIONAL

Cédigo Fonte A.1: Estrutura PKIMessage em ASN.1

PKIHeader ::= SEQUENCE ({
pvno INTEGER { cmpl999(1), cmp2000(2) },
sender GeneralName ,
recipient GeneralName ,
messageTime [0] GeneralizedTime OPTIONAL,
protectionAlg [1] AlgorithmIdentifier OPTIONAL,
senderKID [2] Keyldentifier OPTIONAL,
recipKID [3] Keyldentifier OPTIONAL,
transactionID [4] OCTET STRING OPTIONAL,
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,
freeText [7] PKIFreeText OPTIONAL,
generallnfo [8] SEQUENCE SIZE (1..MAX) OF

InfoTypeAndValue OPTIONAL
}
PKIFreeText ::= SEQUENCE SIZE (1..MAX) OF UTF8String
Codigo Fonte A.2: Estrutura PKIHeader em ASN.1

PKIBody ::= CHOICE {
ir [0] CertReqMessages, —Initialization Req
ip [1] CertRepMessage, —Initialization Resp
cr [2] CertReqMessages, —Certification Req
cp [3] CertRepMessage, —Certification Resp
plOcr [4] CertificationRequest , —PKCS #10 Cert. Regq.
popdecc [5] POPODecKeyChallContent —pop Challenge
popdecr [6] POPODecKeyRespContent, —pop Response
kur [7] CertReqMessages, —Key Update Request
kup [8] CertRepMessage, —Key Update Response
krr [9] CertReqMessages, —Key Recovery Req
krp [10] KeyRecRepContent, —XKey Recovery Resp
rr [11] RevReqContent, —Revocation Request
rp [12] RevRepContent, —Revocation Response
cer [13] CertReqMessages , —Cross—Cert. Request
cep [14] CertRepMessage , —~Cross—Cert. Resp
ckuann [15] CAKeyUpdAnnContent, —CA Key Update Ann.
cann [16] CertAnnContent , — Certificate Ann.
rann [17] RevAnnContent, —Revocation Ann.
crlann [18] CRLAnnContent, —CRL Announcement
pkiconf [19] PKIConfirmContent, —Confirmation
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nested [20] NestedMessageContent, ——Nested Message
genm [21] GenMsgContent, —General Message
genp [22] GenRepContent, —General Response
error [23] ErrorMsgContent, —ZError Message
certConf [24] CertConfirmContent , —C Certificate confirm
pollReq [25] PollReqContent, —Polling request
pollRep [26] PollRepContent —Polling response
}
Cdédigo Fonte A.3: Estrutura PKIBody em ASN.1
PKIStatus ::= INTEGER {
accepted ),
grantedWithMods (1),
rejection 2),
waiting (3),
revocationWarning 4),
revocationNotification (5),
keyUpdateWarning (6)
}

Cédigo Fonte A.4: Estrutura PKIStatus em ASN.1

PKIFailureInfo ::= BIT STRING {

badAlg ),
badMessageCheck (1),
badRequest 2),
badTime (3),
badCertld 4),
badDataFormat 5),
wrongAuthority (6),
incorrectData 7)),
missingTimeStamp (8),
badPOP 9),
certRevoked (10),
certConfirmed (11),
wronglntegrity (12),
badRecipientNonce (13),
timeNotAvailable (14),
unacceptedPolicy (15),
unacceptedExtension (16),
addInfoNotAvailable (17),
badSenderNonce (18),
badCertTemplate (19),
signerNotTrusted (20),
transactionIdInUse (21),
unsupportedVersion (22),
notAuthorized (23),
systemUnavail (24),
systemFailure (25),
duplicateCertReq (26)
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Cédigo Fonte A.5: Estrutura PKIFailureInfo em ASN.1

PKIStatusInfo ::= SEQUENCE ({
status PKIStatus ,
statusString PKIFreeText OPTIONAL,
faillnfo PKIFailureInfo OPTIONAL

Cédigo Fonte A.6: Estrutura PKIStatusInfo em ASN.1

CertReqMessages ::= SEQUENCE SIZE (1..MAX) OF CertReqMsg
CertReqMsg ::= SEQUENCE ({

certReq CertRequest ,

popo ProofOfPossession OPTIONAL,

— content depends upon key type
reglnfo SEQUENCE SIZE (1..MAX) of AttributeTypeAndValue

OPTIONAL
}
CertRequest ::= SEQUENCE ({
certReqld INTEGER, — ID for matching request and
reply
certTemplate CertTemplate, —Selected fields of cert to be
issued
controls Controls OPTIONAL — Attributes affecting
issuance

Cédigo Fonte A.7: Estrutura CertReqMessages em ASN.1

CertTemplate ::= SEQUENCE ({
version [0] Version OPTIONAL,
serialNumber [1] INTEGER OPTIONAL,
signingAlg [2] AlgorithmlIdentifier OPTIONAL,
issuer [3] Name OPTIONAL,
validity [4] OptionalValidity OPTIONAL,
subject [5] Name OPTIONAL,
publicKey [6] SubjectPublicKeyInfo OPTIONAL,
issuerUID [7] Uniqueldentifier OPTIONAL,
subjectUID [8] Uniqueldentifier OPTIONAL,
extensions [9] Extensions OPTIONAL

}

OptionalValidity ::= SEQUENCE ({

notBefore [0] Time OPTIONAL,
notAfter [1] Time OPTIONAL
} —at least one must be present




404

Time ::= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime

Cédigo Fonte A.8: Estrutura CertTemplate em ASN.1

CertRepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE SIZE (1..MAX) OF Certificate
OPTIONAL,
response SEQUENCE OF CertResponse
}
CertResponse ::= SEQUENCE ({
certReqld INTEGER,
status PKIStatusInfo ,
certifiedKeyPair CertifiedKeyPair OPTIONAL,
rsplnfo OCTET STRING OPTIONAL

— analogous to the id—reglnfo—utf8Pairs string defined
— for reglnfo in CertReqMsg [CRMF]

}

CertifiedKeyPair ::= SEQUENCE ({
certOrEncCert CertOrEncCert ,
privateKey [0] EncryptedValue OPTIONAL,

— see [CRMF] for comment on encoding
publicationInfo [1] PKIPublicationInfo OPTIONAL

}

CertOrEncCert ::= CHOICE ({
certificate [0] Certificate ,
encryptedCert [1] EncryptedValue

Cédigo Fonte A.9: Estrutura CertRepMessage em ASN.1

RevReqContent ::= SEQUENCE OF RevDetails

RevDetails ::= SEQUENCE {
certDetails CertTemplate ,
crlEntryDetails Extensions OPTIONAL

Cédigo Fonte A.10: Estrutura RevReqContent em ASN.1

RevRepContent ::= SEQUENCE ({
status SEQUENCE SIZE (1..MAX) OF PKIStatusInfo ,
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTIONAL,
crls [1] SEQUENCE SIZE (1..MAX) OF CertificateList

OPTIONAL
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Certld ::= SEQUENCE ({
issuer GeneralName ,
serialNumber INTEGER

Cédigo Fonte A.11: Estrutura RevRepContent em ASN.1



